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Important Installation Instructions

Power, Input, and Output (I/O) wiring must be in accordance with Class I, Division 2 wiring methods, Article 501-4 (b)
of the National Electrical Code, NFPA 70 for installation in the U.S., or as specified in Section 18-1J2 of the Canadian
Electrical Code for installations in Canada, and in accordance with the authority having jurisdiction. The following
warnings must be heeded:

WARNING - EXPLOSION HAZARD - SUBSTITUTION OF COMPONENTS MAY IMPAIR SUITABILITY FOR CLASS
, DIV. 2;

WARNING - EXPLOSION HAZARD - WHEN IN HAZARDOUS LOCATIONS, TURN OFF POWER BEFORE
REPLACING OR WIRING MODULES

WARNING - EXPLOSION HAZARD - DO NOT DISCONNECT EQUIPMENT UNLESS POWER HAS BEEN
SWITCHED OFF OR THE AREA IS KNOWN TO BE NON-HAZARDOUS.

THIS DEVICE SHALL BE POWERED BY CLASS 2 OUTPUTS ONLY.
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In This Chapter
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% Installing ProSoft Configuration Builder Software...............cccceeveuvrennee. 13

To get the most benefit from this User Manual, you should have the following
skills:

e PLC or PAC configuration software: Launch the program and use it to
configure the processor if required

e Microsoft Windows®: Install and launch programs, execute menu
commands, navigate dialog boxes, and enter data

e Hardware installation and wiring: Install the module, and safely connect
devices to a power source and to the PLX3x gateway port(s)

Overview

This document explains the features of the PLX3x gateway. It guides you through
configuration, showing how to map data between a device or network, through
the gateway, to a PLC or PAC. The ProSoft Configuration Builder software
creates files to import into the PLC or PAC programming software, integrating the
gateway into your system. You can also map data between areas in the
gateway's internal database. This allows you to copy data to different addresses
within the gateway database in order to create easier data requests and control.

The PLX3x gateways are stand-alone DIN-rail mounted units that provide one
Ethernet port for communications, remote configuration, and diagnostics. Your
specific gateway may include additional ports depending on the supported
protocols. The module has an SD Card slot (SD card optional) that allows you to
store configuration files that you can use for recovery, transferring the
configuration to another gateway, or general configuration backup.

ProSoft Technology, Inc. Page 9 of 211
November 8, 2017



Start Here PLX3x Series ¢ Multi-Protocol Gateways

User Manual

1.2 System Requirements

The ProSoft Configuration Builder configuration software for the PLX3x gateway
requires the following minimum hardware and software components:

e Pentium® Il 450 MHz minimum. Pentium Il 733 MHz (or better)
recommended

¢ 128 Mbytes of RAM minimum, 256 Mbytes of RAM recommended

o 100 Mbytes of free hard disk space (or more based on application
requirements)

o 256-color VGA graphics adapter, 800 x 600 minimum resolution (True Color
1024 x 768 recommended)

Supported operating systems:

Microsoft Windows 7 (32 bit) (64bit not tested)

Microsoft Windows Vista (not tested)

Microsoft Windows XP Professional with Service Pack 1 or 2
Microsoft Windows 2000 Professional with Service Pack 1, 2, or 3 (not
tested)

o Microsoft Windows Server 2003 (not tested)

1.3 Package Contents

The following components are included with your PLX3x gateway, and are all
required for installation and configuration. The quantity of cables provided
depends on the specific protocol combination for your gateway.

Important: Before beginning the installation, please verify that all of the following items are
present.

Gateway with Ethernet Port

Qty. Part Name Part Number Part Description
1 Mini screwdriver HRD250 Tool for wiring and securing the power connector
1 Power connector J180 PLX3x gateway power connector

Gateway with Two Ethernet Ports

Qty. Part Name Part Number Part Description
1 Mini screwdriver HRD250 Tool for wiring and securing the power connector
1 Power connector J180 PLX3x gateway power connector
Page 10 of 211 ProSoft Technology, Inc.
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Gateway with Ethernet Port and Single Serial Port
Qty. Part Name Part Number Part Description
1 DB9 to Screw 1454-9F DB9 to screw terminal adapter

Terminal Adaptor
1 RJ45-DB9M Serial CABLE14 RJ45 to DB9 male serial adapter cable

Adapter Cable

Power Connector J180 PLX3x gateway power connector

Mini screwdriver HRD250 Tool for wiring and securing the power connector
Gateway with Ethernet Port and Four Serial Ports
Qty. Part Name Part Number Part Description
4 DB9 to Screw 1454-9F DB9 to screw terminal adapter

Terminal Adaptor
4 RJ45-DB9M Serial CABLE14 RJ45 to DB9 male serial adapter cable

Adapter Cable

Power Connector J180 PLX3x gateway power connector

Mini screwdriver HRD250 Tool for wiring and securing the power connector

1.4  Mounting the Gateway on a DIN-rail

-
(136.7mm)

/
:/%

Q S
N &
N NP

|-\1 %" > T

5 5’“”‘L \2 27 (106.7mm)
I‘ 0135 {68:3mm)

0.1367] pybasce \

3.45mm) ot3
(3.45mm)

To mount the PLX3x gateway on a DIN-rail, follow these steps.

1 Position the gateway on the DIN-rail B at a slight angle.

2 Hook the lip on the rear of the adapter onto the top of the DIN-rail, and rotate
the adapter onto the rail.

3 Press the adapter down onto the DIN-rail until flush. The locking tab snaps
into position and lock the module to the DIN-rail.

4 If the adapter does not lock in place, use a screwdriver or similar device to
move the locking tab down while pressing the adapter flush onto the DIN-rail
and release the locking tab to lock the adapter in place. If necessary, push up
on the locking tab to lock.

ProSoft Technology, Inc. Page 11 of 211
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1.5

Jumper Settings
There are three pairs of jumper pins located on the back of the module.

MODE 1

[o_e]
MODE 2
MODE 3

¢ MODE 1 - The two pins should be jumpered during normal operation.

e MODE 2 - Default IP Jumper: This is the middle jumper. The default IP
address of the gateway is 192.168.0.250. Set this jumper to put the
gateway's IP address back to the default.

¢ MODE 3 - Reserved: This is the bottom jumper, reserved for internal ProSoft
Technology use only. The firmware will not run when these pins are shorted.

1.6 SD Card

You can order a PLX3x gateway with an optional SD card (Part Number SDI-1G).

In the event of a module failure, you can move the SD card from one module to

the next and resume operation.

In general, if the SD card is present when you power up or reboot the module,

the module uses the configuration on the SC card.

With an SD Card

e The ProSoft Configuration Builder downloads the configuration to the SD
Card in the module.

¢ The module does not transfer the configuration data from the SD card to
internal memory. If you remove the SD card and reboot to the module, the
module loads the configuration data from the module’s memory. If there is no
configuration data in the module’s memory, the module uses the factory
default configuration.

Without an SD Card

o The ProSoft Configuration Builder downloads the configuration to the internal
memory of the module. The module uses the configuration from internal
memory.

e If you insert a blank SD Card into the module after the module has been
configured, the module does not use the configuration on the SD card unless
you reboot the module. If you want to copy the configuration to the SD card,
you must download the configuration to the module while the SD card is in
the module.

Page 12 of 211 ProSoft Technology, Inc.
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1.7 Connecting Power to the Unit

24 VDC (+) (18 to 36 VDC)
500 ma max at 24 VDC

GND
Common VDC (-)

WARNING: Be sure not to reverse polarity when applying power to the gateway. This causes
permanent damage to the gateway’s internal power distribution circuits.

1.8 Installing ProSoft Configuration Builder Software

You must install the ProSoft Configuration Builder (PCB) software to configure
the gateway. You can always get the newest version of ProSoft Configuration
Builder from the ProSoft Technology website
(http://www.prosoft-technology.com). The filename contains the version of PCB.
For example, PCB_4.4.3.4.0245.exe.

To install ProSoft Configuration Builder from the ProSoft Technology website

1 Open your web browser and navigate to www.prosoft-technology.com.

2 Search for 'PCB' or 'ProSoft Configuration Builder'.

3 Click on the ProSoft Configuration Builder search result link.

4 From the Downloads link, download the latest version of ProSoft
Configuration Builder.

5 Choose SAVE or SAVE FILE, if prompted.

6 Save the file to your Windows Desktop, so that you can find it easily when
you have finished downloading.

7 When the download is complete, locate and open the file, and then follow the
instructions on your screen to install the program.

ProSoft Technology, Inc. Page 13 of 211
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Note: To use the ProSoft Configuration Builder under the Windows 7 OS, you must be sure to
install it using the Run as Administrator option. To find this option, right-click the Setup.exe
program icon, and then click RUN AS ADMINISTRATOR on the context menu. You must install using
this option even if you are already logged in as an Administrator on your network or personal
computer (PC). Using the Run as Administrator option allows the installation program to create
folders and files on your PC with proper permissions and security.

If you do not use the Run as Administrator option, the ProSoft Configuration Builder may appear to
install correctly, but you will receive multiple file access errors whenever the ProSoft Configuration
Builder is running, especially when changing configuration screens. If this happens, you must
completely uninstall the ProSoft Configuration Builder and then re-install using the Run as
Administrator option to eliminate the errors.

Page 14 of 211 ProSoft Technology, Inc.
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2.1

2.2

Using ProSoft Configuration Builder

ProSoft Configuration Builder (PCB) provides a quick and easy way to manage
gateway configuration files customized to meet your application needs. PCB is
not only a powerful solution for new configuration files, but also allows you to
import information from previously installed (known working) configurations to
new projects.

Connecting the PC to the Gateway

With the module securely mounted, connect one end of the Ethernet cable to the
ETH 1 Port, and the other end to an Ethernet hub or switch accessible from the
same network as the PC. Or, connect directly from the Ethernet Port on the PC
to the ETH 1 Port on the module.

Setting a Temporary IP Address in the Gateway

Important: ProSoft Discovery Service (PDS) locates the gateway through UDP broadcast
messages. These messages may be blocked by routers or layer 3 switches. In that case, PDS is
unable to locate the gateways.

To use PDS, arrange the Ethernet connection so that there is no router or layer 3 switch between
the computer and the gateway OR reconfigure the router or layer 3 switch to allow the routing of
the UDP broadcast messages.

1 If you have not installed the ProSoft Discovery Service (PDS), refer to
Installing the ProSoft Discovery Service.

2 Click the Windows START button, and then choose PROGRAMS > PROSOFT
TECHNOLOGY > PROSOFT DISCOVERY SERVICE.

3 Right-click module, and then click ASSIGN TEMPORARY IP.

ﬂ Prosoft Discovery Service - 1O ﬂ

E - - - AADGE
é IP Configuration
| Assign Temporary IP -

Device Details

sn: Remove Temporary IP ESC
10 View module's webpage 51

Click the search icon te begin the browse
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4  The module’s default IP address is 192.168.0.250.

A Assign Ternporary IP Address

Temporary IP:
Network Mask: o .0 .0 .0

OK | Cancel |

- 0] x|

Vi

5 Enter an unused IP within your subnet, and then click OK.
6 See Configuring the Ethernet Port (page 20) for the steps to set the
permanent IP address in the gateway.

2.3  Setting Up the Project

To begin, start ProSoft Configuration Builder (PCB). If you have used other
Windows configuration tools before, you will find the screen layout familiar. The
ProSoft Configuration Builder (PCB) window consists of a tree view on the left,
an information pane, and a configuration pane on the right side of the window.
When you first start PCB, the tree view consists of folders for Default Project and
Default Location, with a Default Module in the Default Location folder. The
following illustration shows the PCB window with a new project.

1 Untitled - ProSoft Configuration Builder
Eile View Project Tools Help
D2H« EEDE

oo ]

=0 Default Project
= Default Location
ES

Ready

MName Status Information

t  Default Medule Please Select Module Type
Unknown Product Line

Last Change: Never
Last Download: Mever

.

# Module Information

# Last change: newer

# Last DownToad: newer

# applicarion rev:

# 05 Rav:

# Loader Rew:

# MAC Address:

# Configedit version: 4.3.4 Build §

# Module Configuration
[Module]

Module Type :

Module Mame : pefault Module

Default Module  CAP - NUM

SCRL
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2.4

To add the gateway to the project

1 Right-click DEFAULT MODULE in the tree view, and then choose CHOOSE
MoDULE TYPE. This opens the Choose Module Type dialog box.

Choose Module Type

STEF 1: Select Module Type

Product Line Filter

Ol " pLX4000 PLX6000 { MVI46 " MVISE
7 PLXS000 & PLX30  Mvie9 ~ MVISGE
" MVIGIE " MvIeoL

Search Module Type
Module Definition:

=

" MVI71
" PTQ

=

PLX31-EIP-ASCII
FLX31-EIF-ASCII4
FLX31-EIP-MBS
FLX31-EIF-MBS4
PLX31-EIP-MBTCP
PLX31-EIP-PND
FLX31-EIF-SIE
FLX31-MBETCP-MES
FLX31-MBTCP-MEBS4
PLX31-MBTCP-PND
PLX31-MBTCP-5IE
PLX31-PND-MBS
FLX31-FND-MBS4
FLX32-EIF-METCP
FLX32-EIF-FND
PLX32-EIP-5IE

-

Action Required

m

]

Cancel |

2 Inthe Product Line Filter area of the dialog box, select the appropriate

product type radio button.

3 Inthe STEP 1: Select Module Type dropdown list, select the model number

that matches your gateway.

4 For some gateways, you can disable one or more ports on the gateway if you
do not need them. See Disabling Gateway Ports (page 17).
5 Click OK to save your settings and return to the PCB Main window.

Disabling Gateway Ports

For some gateways, ProSoft Configuration Builder (PCB) gives you the option to
disable one or more ports if you do not need them. Disabling ports can simplify
the number of configuration options, making it easier to set up the gateway.

It is easiest to disable ports when you add the gateway to the project in PCB;

however, you can enable and disable ports after you have added it to the project.
Both methods are described in this topic.

Note: Disabling ports does not affect the performance of the gateway and is not required.

ProSoft Technology, Inc.
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To disable ports on the gateway when you add it to the project

The best time to disable one or more ports on a gateway is when you add the
gateway to the project in PCB. See Setting Up the Project (page 16) for the steps
to add a gateway. You can disable ports in the Choose Module Type dialog box
after you select the module you want to add to the project. The following image
gives an example.

Choose Module Type @
-Product Line Filter

" PLX4000 ” PLX5000 " MVIds T MVISE O MVI71

© PLXS000 % PLX30 = MVIEY © MVISeE PTQ

 MVIESE  MVIGSL

Al

Search Module Type-
STEP 1: Select Module Type Module Definition:

| Ethernet/IP to MODBUS Communications
-port Gateway

[PLx¢31-EIP-MBS4 -

STEP 2: Define Ports

Section Status Action Required
\fCommem. Used

‘/EI? Class 3 Server Used

+ EIP Class 3 Client 0 Used

+ EIP Class 3 Client 1 Used UnCheck if Not Used
\/El? Class 3 UClient 0 Used UnCheck if Not Used

1 IHH
+ MBS Port 2 Used uUnCheck if Not Used
@ MBS Port 3 Not Used Check to Use

Mot Used

Uzeq

! MBS Port 4

OK | Cancel

There are two ports disabled. Please note the following:

e Ports that you can disable have UNCHECK IF NOT USED in the ACTION
REQUIRED column.

e Click the port name to disable the port. When you disable a port, a red circle
replaces the green checkmark (MBS Port 3 in this example).

o If there are multiple ports of the same type, only the last one has the
UnCheck if not Used message (MBS Port 2). You can disable and enable
ports only in reverse order. In this example, MBS Port 4 was disabled before
MBS Port 3.

o If you disable multiple ports of the same type, a yellow triangle replaces the
red circle for the port(s) that you disabled first (MBS Port 4).

¢ Finally, if you want to enable a disabled port in this dialog box, click the port
name again. Remember that you can enable ports only in order. In this
example, you must enable MBS Port 3 before you can enable MBS Port 4.

Page 18 of 211 ProSoft Technology, Inc.
November 8, 2017



PLX3x Series ¢ Multi-Protocol Gateways Using ProSoft Configuration Builder
User Manual

When you click OK, PCB inserts the gateway into the tree view with the disabled
configuration options hidden.

=-{al Default Location
&[] PLX31-EIP-MBS4
[#) g% Comment
[ g%, EIP Class 3 Server
[#-g% EIP Class1 Connection
[-g% EIP Class 3 Client 0
(] g% EIP Class 3 Client 1

[ g% MBS Port2
[+ s;a CommonNet
i thernet Configuration

Note that MBS Port 3 and MBS Port 4 do not appear in the configuration options
for the gateway.

To disable or enable ports on the gateway after you add it to the project

1 Right-click the gateway (PLX31-EIP-MBS4 in this example) in the tree view,
and then choose CHOOSE MODULE TYPE. This opens the Choose Module
Type dialog box, with the correct MODULE TYPE.

STEP 2: Define Ports

Section Status Action Required
\/Comment Used

(E]? Class 3 Server Used

-,/EI? Class 3 Client 0 Used

+ EIP Class 3 Client 1 Used UnCheck if Not Used
\/EIP Class 3 UClient 0 Used UnCheck if Not Used
+ MBS Port 1 Used

+ MBS Port 2 Used

+ MBS Port 3 Used

+ MBS Port 4 Used UnCheck if Not Used
v CommenNET Used

Warning: Note that all of the ports are enabled by default, and that the port state in the Choose
Module Type dialog box DOES NOT MATCH THE ACTUAL STATE OF THE PORTS. If you want
any disabled ports to remain disabled, you must disable them again in this dialog box so that the
red circle or yellow triangle appears next to the port name.

2 Click the port name to change its status from enabled to disabled, or from
disabled to enabled. The same rules noted above still apply. For example,
you can disable MBS Port 3 only if MBS Port 4 is already disabled.

3 When you click OK, PCB updates the gateway in the tree view, showing the
configuration options for the enabled ports, and hiding the disabled ports.
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2.5

Configuring Gateway Parameters

1 Click the [+] sign next to the module icon to expand gateway information.

2 Click the [+] sign next to any &% jcon to view gateway information and
configuration options.

3 Double-click any [E icon to open an Edit dialog box.

4 To edit a parameter, select the parameter in the left pane and make your
changes in the right pane.

5 Click OK to save your changes.

2.5.1 Renaming PCB Objects

You can rename objects such as the Default Project and Default Location folders
in the tree view. You can also rename the MODULE icon to customize the project.

1 Right-click the object you want to rename and then choose RENAME.
2 Type the new name for the object and press Enter.

2.5.2 Printing a Configuration File

1 Inthe main PCB window, right-click the PLX3X GATEWAY icon and then
choose VIEW CONFIGURATION.

2 Inthe View Configuration dialog box, click the FILE menu and click PRINT.

3 Inthe Print dialog box, choose the printer to use from the drop-down list,
select the printing options, and click OK.

2.6  Configuring the Ethernet Port

This section shows how to set the Ethernet port parameters for the PLX3x

gateway.

To configure the Ethernet port in PCB

1 Inthe ProSoft Configuration Builder tree view, double-click the Ethernet
Configuration icon.

=11 Default Project
EEE] Default Location
o- | PLG1-mmm-mmm

,553, Comment
L*J &%, Protocal 1 Configuration
L*Jaga Protocol 2 Configuration
,53;_, Commonhet
& [

2 Click any parameter in the Edit - WATTCP dialog box to change the value. If
your gateway has two Ethernet ports (PLX32) there are separate
configuration options for each port.
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Parameter Description
IP Address Unique IP address assigned to the module
Netmask Subnet mask of module
Gateway Gateway (if used)

Note: Each Ethernet port must be on a different Ethernet subnet.

To determine the protocol for an Ethernet portin PCB (PLX32 only)

1 In ProSoft Configuration Builder, click the [+] next to the gateway, then click
the [+] next to Module.

=23 Default Project
= {#l Default Location
=- || PL¥32-EIP-MBTCP
gt Medule

F-g% Comment

2 Double-click the second Module icon.
3 Inthe Edit - Module dialog box, click the port to see the protocol for that port.
You cannot change the protocol assigned to a port.

2.7 Mapping Data in Module Memory

Use the DATA MAP section in the ProSoft Configuration Builder to copy data
between areas in the gateway's internal database. This allows you to copy data
to different addresses within the gateway database in order to create simpler
data requests and control. You can use this feature for the following tasks.

e Copy a maximum of 100 registers per Data Map command, and you can
configure a maximum of 200 separate copy commands.

o Copy data from the error or status tables in upper memory to internal
database registers in the user data area.

¢ Rearrange the byte and/or word order during the copy process. For example,
by rearranging byte or word order, you can convert floating-point values to
the correct format for a different protocol.

e Use the Data Map to condense widely dispersed data into one contiguous
data block, making it easier to access.
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1 Inthe ProSoft Configuration Builder, expand the module tree by clicking the

[+] next to the module name.

2 Click the [+] next to COMMONNET, and then double-click DATA MAP.

File View Project Tools Help

1 Untitled - ProSoft Configuration Builder

D2d|+=rmNyrE| -

=0 Default Project
-3 Default Location
ElEl Medule Name
[gf, Comment
7
g% Commonhlet

R o)

&8 Ethernet Configuration

3 Inthe Edit - Data Map dialog box, click ADD Row.

5| Edit - DATA MAP (=2
From &ddress | ToAddiess | Register Count | Swap Code Delay Preset | Comment
V1 4000 | 2000 | 1 Mo Change 2000 |
4| m b
To Address Yalue Status - OK
Setto Defaults | Add Row | Inzert Raw | Delete Raw Move Up | Move Dawn |
Edit Row | LCopy Row | | Ok | Cancel |
4 Click EDIT Row to edit the parameters for the mapping.
Edit - Row 1 (===
[From Address
To Address 2000
Register Count 1 [4000]
Swap Code No Change
Delay Preset 2000
Comment
Definition:
From Address -
Reset Tag | Reset All |
oK | Cancel |

5 To change the value of a parameter, click the parameter and enter a new

value. Click OK when finished.

6 Repeat the above steps to add more memory mappings.
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2.7.1 From Address

0 to highest Status Data address

Specifies the beginning internal database register address for the copy operation.
This address can be any valid address in the user data area or the status data
area of the gateway.

2.7.2 To Address

0 to 3999

Specifies the beginning destination register address for the copy operation. This
address must always be within the user data area. Make sure you specify a
destination address that does not overwrite data that is stored in memory by one
of the communication protocols running on the gateway.

2.7.3 Register Count

1 to 100
Specifies the number of registers to copy.

2.7.4 Swap Code

No CHANGE, WORD SWAP, WORD AND BYTE SWAP, BYTE SWAP

You may need to swap the order of the bytes in the registers during the copy
process in order to change the alignment of bytes between different protocols.
Use this parameter when dealing with floating-point or other multi-register values,
because there is no standard for storage of these data types in slave devices.

Swap Code Description

No Swap No change is made in the byte ordering (1234 = 1234)

Word Swap The words are swapped (1234 = 3412)

Word and Byte | The words are swapped, then the bytes in each word are swapped (1234 =
Swap 4321)

Bytes The bytes in each word are swapped (1234 = 2143)

2.7.5 Delay Preset

This parameter sets an interval for each Data Map copy operation. The value for
the Delay Preset is not a fixed amount of time. It is the number of firmware scans
that must transpire between copy operations.

The firmware scan cycle can take a variable amount of time, depending on the
level of activity of the protocol drivers running on the gateway and the level of
activity on the gateway's communication ports. Each firmware scan can take from
one to several milliseconds to complete. Therefore, Data Map copy operations
cannot be expected to happen at regular intervals.
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2.8

If multiple copy operations (several rows in the Data map section) happen too
frequently or all happen in the same update interval, they could delay the process
scan of the gateway protocols, which could result in slow data updates or missed
data on communication ports. To avoid these potential problems, set the Delay
Preset to different values for each row in the Data Map section and set them to
higher, rather than lower, numbers.

For example, Delay Preset values below 1000 could cause a noticeable delay in
data updates through the communication ports. Do not set all Delay Presets to
the same value. Instead, use different values for each row in the Data Map such
as 1000, 1001, and 1002 or any other different Delay Preset values you like. This
prevents the copies from happening concurrently and prevents possible process
scan delays.

Downloading the Project to the Gateway

Note: For instructions on connecting to the module with your PC, see Connecting the PC to the
Gateway (page 15).

In order for the module to use the settings you configured, you must download
(copy) the updated Project file from your PC to the module.

1 Inthe tree view in ProSoft Configuration Builder, right-click the PLX3x
GATEWAY icon and then choose DOWNLOAD FROM PC TO DEVICE. This opens
the Download dialog box.

2 In the Download dialog box, in the Select Connection Type dropdown box,
use the default ETHERNET option.

Note: If you connected to the module using a temporary IP address, the
Ethernet address field contains that temporary IP address. ProSoft
Configuration Builder uses this temporary IP address to connect to the
module.

Download files from PC to module (==

STEP 1: Select Communication Path:

Select Connection Type: hd Browse Device(s)
Ethernet: 192 . 168 . 2 . 201 Use Default IP
ClIPconnect:

STEP 2: Transfer File(s):

DOWNLOAD | | Test Connection |

Cancel

3 Click TEST CONNECTION to verify that the IP address allows access to the
module.

4 If the connection succeeds, click DOWNLOAD to transfer the Ethernet
configuration to the module.
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If the Test Connection procedure fails, you will see an error message. To correct
the error, follow these steps.

1 Click OK to dismiss the error message.
2 In the Download dialog box, click BROWSE DEVICE(S) to open ProSoft
Discovery Service.

H Prosoft Discovery Service E=N E=l =)
Q 9

A 200 7
1P Configuration

Assign Temporary IP
Device Details

Remove Temporary IP
View module's webpage
Select for PCB

Click the search icon to begin the browse

3 Right-click the module and then choose SELECT FOR PCB.
4 Close ProSoft Discovery Service.
5 Click DOWNLOAD to transfer the configuration to the module.

2.9 Uploading the Project from the Gateway
Note: For instructions on connecting to the module with your PC, see Connecting the PC to the
Gateway (page 15).
You can upload the project settings from the PLX3x gateway into the current
proejct in ProSoft Configuration Builder on your PC.
1 Inthe tree view in ProSoft Configuration Builder, right-click the PLX3x
GATEWAY icon and then choose UPLOAD FROM DEVICE TO PC. This opens the
Upload dialog box.
2 Inthe Upload dialog box, in the Select Connection Type dropdown box, use
the default ETHERNET setting.
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Note: If you connected to the module using a temporary IP address, the
Ethernet address field contains that temporary IP address. ProSoft
Configuration Builder uses this temporary IP address to connect to the
module.

Upload files from module to PC ==

|
|

—STEP 1: Select Communication Path:

Select Connection Type: Ethernet - Browse Device(s) |
Ethernet: | 192 . 168 . 2 . 201 Use Default IP |
I 1t d

ClIPconnect: |

~STEP 2: Transfer File(s):

| UPLOAD | Kb Test Connection |

1 | Cancel |

3 Click TEST CONNECTION to verify that the |IP address allows access to the
module.

4 If the connection succeeds, click UPLOAD to transfer the Ethernet
configuration to the PC.

If the Test Connection procedure fails, you will see an error message. To correct
the error, follow these steps.

1 Click OK to dismiss the error message.
2 In the Upload dialog box, click BROWSE DEVICE(S) to open ProSoft Discovery
Service.

H Prosoft Discovery Service E=N E=l =)
Q e

1P Configuration

Assign Temporary IP
Device Details

Remove Temporary IP
View module's webpage
Select for PCB

Click the search icon to begin the browse

3 Right-click the module and then choose SELECT FOR PCB.
4 Close ProSoft Discovery Service.
5 Click DOwNLOAD to transfer the configuration to the module.
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3.1

Diagnostics and Troubleshooting

In This Chapter

0 LED INAICALOIS ... eeeiiiiiiie ittt 27
« Using Diagnostics in ProSoft Configuration Builder..............ccccccevvieene 29
« Gateway Status Data in Upper MEMOIY .........ccccoevviiiernieieiiieee e 36

You can troubleshoot the module using several methods:

Look at the LED indicators on the gateway.

Use the Diagnostics functions in ProSoft Configuration Builder (PCB).
Examine the data in the status data area (upper memory) of the gateway
internal memory.

LED Indicators

The first and quickest is to scan the LEDs on the gateway to determine the
existence and possible cause of a problem. The gateway’s LEDs provide
valuable information such as:

The state of each port
System configuration errors
Application errors

Fault indications

ProSoft Technology, Inc.

November 8, 2017

Page 27 of 211



Diagnostics and Troubleshooting

User Manual

PLX3x Series ¢ Multi-Protocol Gateways

3.1.1 Main Gateway LEDs
This table describes the gateway front panel LEDs.

LED State Description

PWR Off Power is not connected to the power terminals or source is

(Power) insufficient to properly power the gateway (208 mA at 24 VDC is
required).

Solid Green Power is connected to the power terminals.

FLT Off Normal operation.

(Faul) Solid Red A critical error has occurred. Program executable has failed or
has been user-terminated and is no longer running. Press the
Reset button or cycle power to clear the error.

CFG Off Normal operation.

Eicc‘;ﬂ;]flgura Solid Amber The unit is in configuration mode. Either a configuration error
exists, or the configuration file is being downloaded or read. After
power-up, the gateway reads the configuration, and the unit
implements the configuration values and initializes the hardware.
This occurs during power cycle or after you press the Reset
button.

ERR Off Normal operation.

(Error) FlashingAmber An error condition has been detected and is occurring on one of
the application ports. Check configuration and troubleshoot for
communication errors.

Solid Amber This error flag is cleared at the start of each command attempt
(master/client) or on each receipt of data (slave/adapter/server). If
this condition exists, it indicates a large number of errors are
occurring in the application (due to bad configuration) or on one or
more ports (network communication failures).

NS Off No power or no IP address

(Network : :

Status) for Solid Red Duplicate IP address

EIP Solid Green Connected

g:ﬁ;,oco' Flashing Red Connection timeout

Flashing Green IP address obtained; no established connections

Alternating Red Self-test

and Green Flash

MS Off No power

(Module - )

Status) for Solid Red Major fault

EIP Solid Green Device operational

g;\(l))t/ocol Flashing Red Minor fault

Flashing Green Standby

Alternating Red Self-test

and Green Flash
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3.1.2 Ethernet Port LEDs
This table describes the gateway Ethernet port LEDs.
LED State Description
LINK/ACT Off No physical network connection is detected. No Ethernet
communication is possible. Check wiring and cables.
Solid Green Physical network connection detected. This LED must be
ON solid for Ethernet communication to be possible.
100 Mbit Off No activity on the port.
Flashing Amber The Ethernet port is actively transmitting or receiving data.

3.1.3 Serial Port LEDs (for Gateways with Serial Ports)

This table describes gateway serial port LEDs.

LED State Description
RX Off No activity on the port.

Flashing Green The port is actively receiving data.
TX Off No activity on the port.

Flashing Amber The port is actively transmitting data.

Using Diagnostics in ProSoft Configuration Builder

ProSoft Configuration Builder (PCB) has many useful tools to help you with
diagnostics and troubleshooting. You can use PCB to connect to your gateway
and retrieve current status values, configuration data and other valuable
information.

Tip: You can have a ProSoft Configuration Builder Diagnostics window open for more than one
gateway at a time.
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To connect to the gateway’s communication port.

1 In PCB, right-click the gateway name and choose DIAGNOSTICS.

=0 DefaLlt Project
=z Default Location

* |ihm Deletea
Rename
Copy

Choose Module Type

Wiewr Configuration

Export Configuration File(s)
Load Config File

Download from PC to Device
Upload from Device to PC

This opens the Diagnostics window.

€ Diagnostics (==

Connection Log Module

a s o3la=| |

bh PLX31-EIP-5CII - Time @ 11.11.31 |
By MODULE [ Select item within "PLX31-EIP-ASCII" for diagnostic information

Wersion

[rata Map

g% Database View

tel Float

g%y EIP Class 1 Cornection

| ; Config

- status

Sy EIP Class 3 Server
~[d Config

i [ Comm Status

S EIP Class 3 Client 0

Comm Status
[ Commands

Path “Ethemnet - 192168.2. 201"

Note: the image above is for a specific version of the PLX3x gateway. The contents of the
Diagnostics window for your module depends on the protocols supported by the gateway.

See Diagnostics Menu (page 32) for more information. If there is no response
from the gateway, as in the example above, follow these steps:
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2 From the toolbar, click the SETuP CONNECTION button.

a || S|S8[<] ]

Select Connection Type: | Ethearnet - I

Ethemet-
10 .12 .1 . 254

ProSoft Discovery Service (FDS)

Browese Devicels] I

ClPconnect

| 1592 168.0.100,p:1 50456

ancal |

Te@tComectinnl {TCorrect || Cancel |

connection setup [=5a)

3 Inthe Connection Setup dialog box, select ETHERNET from the SELECT

CONNECTION TYPE list.
4 Type in the gateway’s IP address in the ETHERNET field.
5 Click CONNECT.

6 Verify that the Ethernet is connected properly between your computer’s
communication port and the gateway.
7 If you are still not able to establish a connection, contact ProSoft Technology
Technical Support for assistance.
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3.2.1 Diagnostics Menu

The Diagnostics menu is arranged as a tree structure in the left side of the
Diagnostics window. The available menu commands depend on the protocols
supported in your PLX3x gateway.

i piagnostics
Connection Log Module

B2 ]

3

il PL<31-EIPASCI
Elgfy, MODULE

an
d| DataMap
atabase View
ASCI
ecimal

ex
: Float
=) .533. EIP Clazs 1 Connection
[ Config
: Status
=) .533. EIP Class 3 Server
[ Config
: Comm Status
Bl EIP Class 3 Client 0
[ Config

(| Comm Status
ommatds

Crnd Errors{Decimal]
i Crnd Errors{Hex|
Bl EIP Class 3 Client 1
P Canfig

Ol Comm Status
Path "Ethemet - 192.168.2.201"

PLX31-EIP-ASCII > MODULE > Version :

PRODUCT NAME
PRODUCT NAME CODE
SOFTWARE REVISION LEVEL
OPERATING SYSTEM REVISION
RUN NUMBER

MY IP ADDRESS

MY ETHERNET ADDRESS (HEX)
PROGRAM SCAN COUNTER
SYSTEM FREE MEMORY
MODULE NAME

m

tPLX31-EIP-ASCII
JEIAL

:1.02.002
12.6.30.10

1#58

:192.168.2.201
:00:0D:8D:A2:00:7F
11456467794
154657024
IPLX31-EIP-ASCII

Time : 11.25.28 |
[Refresh Courr

Caution: Some of the commands from this menu are designed for advanced debugging and
system testing only, and can cause the gateway to stop communicating, potentially resulting in
data loss or other communication failures. Use these commands only if you fully understand their
potential effects, or if you are specifically directed to do so by ProSoft Technology Technical

Support engineers.

The following menu commands are common to all PLX3x gateways:

Menu Submenu Description
Command Command
Module Version Displays the gateway’s current software version and other
important values. You may be asked to provide this information
when calling for technical support.
Data Map Displays the gateway’s Data Map configuration.
Database ASCII Displays the contents of the gateway’s database in ASCII
View character format.*
Decimal Displays the contents of the gateway’s database in decimal
number format.*
Hex Displays the contents of the gateway’s database in hexadecimal
number format.*
Float Displays the contents of the gateway’s database in floating-point
number format.*

*Use the scroll bar on the right edge of the window to navigate through the
database. Each page displays 100 words of data. The total number of pages
available depends on your gateway’s configuration.
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3.2.2 Capturing a Diagnostic Session to a Log File

You can capture anything you do in a Diagnostics session to a log file. This
feature can be useful for troubleshooting and record-keeping purposes, and for
communication with ProSoft Technology’s Technical Support team.

To capture session data to a log file

1 Open a Diagnostics window. See Using Diagnostics in ProSoft Configuration
Builder (page 29).

2 Tolog a Diagnostics session to a text file, from the toolbar, click the LoG FILE
button. Click the button again to stop the capture.

| 5(2Del=| w2
s —

3 Toview the log file, from the toolbar, click the VIEw LOG FILE button. The log
file opens as a text file, which you can rename and save to a different

location.
B @ SEEE
. ——

4 To email the log file to ProSoft Technology’s Technical Support team, from
the toolbar, click the EMAIL LOG FILE button. This only works if you have
installed Microsoft Outlook on your PC.)

SHENE @ FIE)
S

5 If you capture multiple sequential sessions, PCB appends the new data to the
end of the previously captured data. If you want to clear the previous data
from the log file, you must click the CLEAR DATA button each time before you

start capturing data.
; ‘3‘ pf“@*i‘ il "!‘
gt
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3.2.3 Using the Data Analyzer (Serial Protocols Only)

The Data Analyzer is an extremely valuable troubleshooting tool available in
ProSoft Configuration Builder. It allows you to "see" the data packets entering
and leaving the serial ports on the gateway. You can also capture this data to a
log file.

Note: The PCB Data Analyzer is for serial ports only. To analyze data traffic on an Ethernet port,
ProSoft Technology recommends using a network protocol analyzer available on the Internet, such
as Wireshark.

To use the Data Analyzer

1 Open a Diagnostics window. See Using Diagnostics in ProSoft Configuration
Builder (page 29).
2 From the toolbar, click the SETUP DATA ANALYZER button.

‘ .%‘ ) ‘ = ‘ i ‘ ‘ il "

3 Inthe Data Analyzer Setup dialog box, specify the time tick interval, the serial
port number, and whether the data packet contents should be displayed in
hexadecimal number or ASCII character format. Click OK.

Note: The time tick is a symbol (_TT_) displayed on the Data Analyzer screen that allows you to
estimate time intervals during a Data Analyzer session. The time tick prints at the time interval you
choose in the Data Analyzer Setup dialog box. For example, if you select 10 mS Ticks, it prints
_TT_every 10 milliseconds.

Data Analyzer Setup (2a)

Timne Tick
" 1mS Ticks © 5mS Ticks
«g 7 B0mS Ticks © 100 mS Ticks

Communication Paort
* Port 1 C Pat2 O Pat3  Pond

Farmat
* HEX " ASCI

4 If you wish to capture the Data Analyzer session to a log file, from the toolbar,
click the LoG FILE button.

N © e
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5 From the toolbar, click the START DATA ANALYZER button to start the Data
Analyzer. Click the button again to stop it.

The example below is part of a capture of standard Modbus data packets,
displayed in hexadecimal humber format.

o Data LEAVING the serial port is enclosed in angle brackets <>.
o Data ENTERING the port is enclosed in square brackets [ ].

e Each set of brackets holds one word (2 bytes) of data.

200052 Ex<005><2F>< 005> <30:<005<31»<16><EQ0><R->_TT__TT_[05] [10] [00] [258] [00] [0a]
[ca]082] _TT__TT_TT_TT_TT_TT__TT_TT_TT_TT_TT_TT_TT_TT_TT_TT__TT__TT_
_TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_TT__TT__TT_
_TT__TT__TT__TT__TT__TT_<R+r<06:<04 »<005<325<00><0A><D0><7 S><R—->_TT__TT_[06] [04]
[14][00] [o0] [00] (o] [0o] (o] [oo] [oo] [o0] [oo]_TT_[00] [00] (o] [oo] [00] [o0] [oo] [Do]
[ool[oo][F3][97] _TT__TT_TT_TT_TT_TT_TT_TT__TT__TT_TT_TT_TT_TT__TT_TT_
_TT __TT__TT_TT_TT_TT_TT_TT_TT_TT__TT_TT_TT_TT_TT_TT_TT_TT__TT_TT_

CTT _TT_TT_TT_TT_TT_TT_<R+><06><10><00><32><00><0A> <14 ><00><32><00><33><00>
€34 2<005><352<00><30> <0037 <00 ¢35 8> <00 <3900 <382 <00 <3B><1E> < G2 <R->_TT_TT_
[oe][20][o0][32][00] [0a] [ECQ][7E] _TT __TT__TT_TT_TT_TT_TT_TT_TT_TT__TT__TT_
T TT 7T _ 7T _TT__TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_
T T T _TT_TT__TT_TT_TT_TT_TT__TT__TT_<R4»<0l»<03><00><00<00><0A><Ci><CDx>
<R->_TT_[01][03] [14] [oo]_TT_[00] [00] [oo] [oo] [oo] [0o] [oo] [oo] [0o] [oo] [oo] [oo] [00]
[oo] [oo] [o0] [oo] [oo] [00] [A3][67] _TT__TT__TT_TT_TT_TT_TT_TT_TT_TT__TT__TT_
T _TT_ 17T _TT_TT_T7T_TT_TT_TT7T_TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_
CTT _TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_<R+x<Ulr<l0x<00x<00x<00x<08><1d ><04 >
D2l 0x<Elr<l 6 <2Er<2 25 <30 <3F > <FF <0005 > <005 <06 <00 <07 > <00 <082 <00 <09 <86
<48x<R->_TT__TT_TT_[01][10] [co] [o0] [o0] [oa][40] [C0E] _TT_TT_TT_TT_TT_TT_TT_
_TT __TT_TT_TT_TT_TT_TT_TT_TT_TT_TT__TT TT TT _ TT_TT_TT_TT_TT__TT_
_TT _TT_TT_TT_TT_TT_TT_TT_TT_TT_TT__TT _ TT__TT_<R+><02><03><00>
C0AF <003 <0AT<ES r<FCr<R->_TT__TT__TT_[02] [03][14][ [00] [00] [00] [00] [00] [oo] [oo0] [0o]
[oo][oo] [o0] [oo] [oo] [00] [00] [oo] [oo] [oo] [oo] [oo] [FF][82] _TT_TT_TT_TT_TT__TT_
_TT _ TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_
_TT _ TT_TT_ 7T _TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_TT_<R+><02><10>
<005 <0A><00><0A> <14 > <00> <085 <005 <0B>< 00> <0C><00><00> <00 <0E><00> <0F > <00> <1 0> <00>
1100212200135 <08><R—>_TT__TT_[02][10] [00] [0a] [00] [0a] [60] [3F]_TT__TT_

For Modbus protocol users: To interpret the data packets, refer to the Modbus Protocol
Specification. See About the Modbus Protocol (page 108) or visit www.modbus.org
(http://www.modbus.org).
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3.2.4 Warm Boot/ Cold Boot

Warm and Cold booting the PLX3x gateway can be done by clicking MODULE >

GENERAL > WARM B0OOT or CoLD BooT.

-
a Diagnostics

Connection  Log | Module
%% o)

General b

Data Analyzer 3

Transfer Config to Processor

Warm Boot

ldress

3.3

[l Cannot Connect ta TP &ddiess Cold Boot

Gateway Status Data in Upper Memory

The gateway writes useful module status data in dedicated upper memory
locations in its internal database. The location of this status data area depends
on the protocols supported by your gateway. You can use the Data Map function
in Prosoft Configuration Builder to map this data into the user data area of the
gateway’s database (registers 0 through 3999). Remote devices, such as HMIs
or processors can then access the status data. See Mapping Data in Module

Memory (page 21).

PLX3x Internal Memory

e
R
S——————

UPPER MEMORY
Module Status Data Area

Protocol-specific status
data stored in other parts
of upper memory

General gateway status
data stored in addresses
4000 to 4019

i T,

LOWER MEMORY
User Data Area

Addresses 0 to 3999

e S

Upper memory is
not accessible
through either
protrocol

Lower memory
read/write data
accessible through
either PLX3x
protocol
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3.3.1 General Gateway Status Data in Upper Memory

The following table describes the contents of the gateway’s general status data

area.

Register Address Description

4000 through 4001 Program Cycle Counter

4002 through 4004 Product Code (ASCII)

4005 through 4009 Product Revision (ASCII)

4010 through 4014 Operating System Revision (ASCII)
4015 through 4019 0OS Run Number (ASCII)

3.3.2 Protocol-Specific Status Data in Upper Memory

The PLX3x gateway also has upper memory locations for protocol-specific status
data. The location of the status data area for the gateway protocol drivers
depend on the protocols. For more information, see:

EIP Status Data in Upper Memory (page 67)
MBTCP Status Data in Upper Memory (page 104)
MBS Status Data in Upper Memory (page 123)
ASCII Status Data in Upper Memory (page 144)
SIE Status Data in Upper Memory (page 167)
PND Status Data in Upper Memory (page 201)
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4 Hardware Information

In This Chapter

0,

s EIP Functional OVEIVIEW ..........ccoovviiiiiiiiiiiieee 39

< Serial Port Cables (for Gateways with Serial Ports) .............cccoecuvveeen.n. 40

4.1 Hardware Specifications

Specification Description

Power Supply 24 VVDC nominal
10 VDC to 36 VDC allowed
Positive, Negative, GND Terminals

Current Load 208 mA normal @ 24 VDC normal
300 mA maximum @ 36 VDC maximum

Operating Temperature -25°C to 70°C (-13°F to 158°F)
Storage Temperature  -40°C to 80°C (-40°F to 176°F)

Relative Humidity 5% to 95% RH with no condensation

Dimensions 5.38x1.99x4.38in

(HxW x D) 13.67 x5.05x11.13cm

LED Indicators =  Configuration (CFG) and Error (ERR) Communication Status
(On all gateways) = Power (PWR) and Hardware Fault (FLT)

= Network Status (NS) EtherNet/IP™ Class | or Class Ill Connection Status
(EtherNet/IP Only)

=  Module Status (MS) Module Configuration Status (EtherNet/IP Only)
= Ethernet Communication Port Link/Activity and 100 mbit
=  Serial Communication Port Receive (RX) and Transmit (TX)

Ethernet Port(s) 10/100 Mbit full-duplex RJ45 Connector Electrical Isolation 1500 Vrms at 50 Hz
to 60 Hz for 60 seconds, applied as specified in section 5.3.2 of IEC 60950:
1991

Ethernet Broadcast Storm Resiliency = less than or equal to 5000 [ARP]
frames-per-second and less than or equal to 5 minutes duration

Serial Port Isolation 2500 Vrms port signal isolation per UL 1577
serial port communication signal uses RF (Radio Frequency) modulation signal
as isolation media, IC chip model is Silicon Labs Si844x
(Si8440,Si8441,Si8442).

Shipped With Each 2.5 mm screwdriver

Unit J180 Power Connector
(1 to 4) RJ45-DB9M Serial Adapter Cable (serial protocol only)
(1 to 4) DB9 to Screw Terminal Adapter (serial protocol only)
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4.1.1 Serial Port Specifications

RX O 0 RX
PORT 2 . I PORT 1
X | o Tx
RX [ O RX
PORT 3 I I PORT 4
TX 0 O x
Type Specifications
Serial Port Isolation 2500 Vrms port signal isolation per UL 1577

serial port communication signal uses RF (Radio Frequency)
modulation signal as isolation media, IC chip model is Silicon
Labs Si844x (Si8440,Si8441,Si8442).

Serial Port Protection RS-485/422 port interface lines TVS diode protected at +/- 27V
standoff voltage.
RS-232 port interface lines fault protected to +/- 36V power on,
+/- 40V power off.

4.2  Serial Port Cables (for Gateways with Serial Ports)
This section contains information on the cable and pinout assignments for the
PLX3x gateway's serial ports (RS-232/422/485). The PLX3x gateway may come
with one or four serial ports, depending on the configuration purchased.
Note:
The PLX31-EIP-MBS4 gateway contains four serial communication ports.
The PLX31-EIP-MBS gateway contains one serial communication port.
Each physical serial port has a RJ45 jack connector. A six-inch RJ45 to DB9
Male adapter cable is provided for each serial port. The DB9 Male adapter cable
provides connections for RS-232, wired as Data Terminal Equipment (DTE), RS-
422 and RS-485.
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4.2.1 Serial Port Specifications

This type of connection is used when the device connected to the gateway
requires hardware handshaking (control and monitoring of modem signal lines).
To enable hardware handshaking, set the port configuration to use RTS/CTS
handshaking. (For MBS protocol, set the Use CTS Line parameter to Yes. For
ASCII protocol, set the Handshaking parameter to Yes).

RS-232 Application Port Cable

DB-9 Male

TxD

RxD

RTS

CTS

Signal
Common

DTR

(Hardware Handshaking)

RS-232 Device

RxD

TxD

CTs

RTS

Signal
Common

DSR

——DCD

4.2.2 RS-232 - Null Modem (DTE without Hardware Handshaking)

This type of connection can be used to connect the gateway to a computer or
field device communication port.

RS-232 Application Port Cable

(No Handshaking)

DB-9 Male RS-232 Device
TxD 3 RxD
RxD 2 TxD
RTS 7 RTS-CTS jumper must

be installed if CTS line
cTS 8 manitoring enabled,
Signal 5 Signal
Common Common
DTR 4

Note: If the port is configured to use RTS/CTS handshaking, then a jumper is required between the
RTS and the CTS line on the gateway connection.
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4.2.3 RS-232 -DTE to DCE Modem Connection

This type of connection is required between the gateway and a modem or other

communication device.

RS-232 Application Port Cable

(Modem Connection)
RS-232 Device

TxD

RxD

RTS

DB-9 Male
TxD 3
RxD 2
RTS 7
CTS 8
Signal 5
Common
DTR 4

CTS

Signal
Common

DTR

For most modem applications, RTS/CTS handshaking should be enabled in the

port configuration.

424 RS-422 Interface Connections

The following illustration applies when the RS-422 interface is selected.

RS-422 Application Port Cable

DB-9 Male
TxD+ 1
TxD- 8
Signal 5
Common
RxD+ 2
RxD- 6

RS-422 Device

RxD+

RxD-

Signal
Common

TxD+

TxD-
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4.2.5 RS-485 Interface Connection
The following illustration applies when the RS-485 interface is selected.

RS-485 Application Port Cable

DB-9 Male RS-485 Device
TxD+RxD+ | 1 TxD+/RxD+
TxD-/RxD- | 8 TxD-/RxD-
Signal 5 Signal
Common Commaon

NOTE: This type of connection is commonly called a RS-485 half-duplex, 2-wire connection. If you
have RS-485 4-wire, full-duplex devices, they can be connected to the gateway's serial ports by
wiring together the TxD+ and RxD+ from the two pins of the full-duplex device to Pin 1 on the
gateway and wiring together the TxD- and RxD- from the two pins of the full-duplex device to Pin 8
on the gateway. As an alternative, you could try setting the gateway to use the RS-422 interface
and connect the full-duplex device according to the RS-422 wiring diagram. For additional
assistance, please contact ProSoft Technical Support.
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5 EIP Protocol

In This Chapter

% EIP FUNCONAl OVEIVIEW ......ooiiiiiiiiiciiiieiic et 45
% EIP Configuration .........coooiuiiiiiie e 49
% Network DIagnOStCS......cccuviiiiie i 66

72

I | e R C] (=] (=] o= TR

51 EIP Functional Overview

You can use the PLX3x gateway EIP gateway to interface many different
protocols into the Rockwell Automation family of processors, or other software-

based solutions.
The following illustration shows the functionality of the EtherNet/IP protocol.

‘-\-.___________..-’
_—

PLEZX

Communication m
Gateways =
Internal 2
Database g =

EtherNet/|P

[Addresses 0 to .
Client

3898 for Read/
Write Registers)

—
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5.1.1 EtherNet/IP General Specifications

The EIP driver supports the following connections:

Class Connection Type

Number of Connections

Class 1 110

Depends on the gateway model:
PLX3x-EIP-MBTCP - 2 connections
PLX3x-EIP-MBS - 2 connections
PLX3x-EIP-MBS4 - 8 connections
PLX3x-EIP-ASCII - 1 connection
PLX3x-EIP-ASCII4 - 4 connections
PLX3x-EIP-SIE - 2 connections
PLX3x-EIP-PND - 8 connections

Class 3

Connected Client 2

Unconnected Client 1

Server

5

Supported PLC Types

PLC2, PLC5, SLC, CLX, CMPLX, MICROLX

Supported Message Types

PCCC and CIP

I/O connection sizes in/out

496/496 bytes

Max RPI time

5 ms per connection

CIP Services Supported

0x4C - CIP Data Table Read
0x4D - CIP Data Table Write
CIP Generic

Command List

Supports up to 100 commands per client. Each command is
configurable for command type, IP address, register to/from
address, and word/bit count.

Command Sets

PLC-2/PLC-3/PLC5 Basic Command Set
PLC5 Binary Command Set

PLC5 ASCII Command Set

SLC500 Command Set
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5.1.2 EIP Internal Database

The internal database is central to the functionality of the PLX3x gateway. The
gateway shares this database between all the communications ports on the
gateway and uses it as a conduit to pass information from one protocol to
another device on one network to one or more devices on another network. This
permits data from devices on one communication port to be accessed and
controlled by devices on another communication port.

In addition to data from the client and server, you can map status and error

information generated by the gateway into the user data area of the internal
database. The internal database is divided into two areas:

PLX3x Internal Memory

"“-—-___--""
S—————

UPPER MEMORY
Module Status Data Area

EIP protocol status data
stored in addresses
7900 to 12909

Second protocol status
data stored in other parts
of upper memory

—— ]

LOWER MEMORY
User Data Area

Addresses 0 to 3999

e

Upper memory for the module status data area. This is where the module
writes internal status data for the protocols supported by the module.
Lower memory for the user data area. This is where incoming data from
external devices is stored and accessed.

Upper memory is
not accessible
through either
protocol

Lower memory
read/write data
accessible through
either PLX3x
protocol

Either protocol in the PLX3x gateway can write data to and read data from the

user data area.

If the module is acting as a client/master, you create commands to read data
from external client/server devices and store the data in a specific location in
the user data area.

If the module is acting as a server/slave, the external client/master devices
write data to a specific location in the user data area.
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Note: If you want to access module status data in the upper memory, you can use the data
mapping feature in the gateway to copy data from the module status data area to the user data
area. See Mapping Data in Module Memory (page 21). Otherwise, you can use the diagnostic
functions in ProSoft Configuration Builder to view module status data. For more information on the
module status data, see Network Diagnostics (page 66).

EIP Client Access to Database

The client functionality exchanges data between the 's internal database and
data tables established in one or more processors or other server based devices.
The command list that you define in ProSoft Configuration Builder specifies what
data is to be transferred between the gateway and each of the servers on the
network. No ladder logic is required in the processor (server) for client
functionality, except to assure that sufficient data memory exists.

The following illustration describes the flow of data between the Ethernet clients
and the internal database.

Processor I HNetwork 1 Databases
(Slavel : Client :
| 1
| 1
| \irtual
| Database
1
|
1 oi
! Nirie Function
1
|
Command
List

Multiple Server Access to EIP Database

Server support in the gateway allows client applications (such as HMI software
and processors) to read from and write to the gateway’s database. The server
driver is able to support multiple concurrent connections from several clients.

When configured as a server, the user data area of the internal database in the
gateway is the source for read requests and the destination for write requests
from remote clients. Access to the database is controlled by the command type
received in the incoming message from the client.
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The gateway must be correctly configured and connected to the network before
any attempt is made to use it. Use a network verification program, such as
ProSoft Discovery Service or the command prompt PING instruction, to verify
that the gateway can be seen on the network. Use ProSoft Configuration Builder
to confirm proper configuration of the gateway and to transfer the configuration
files to and from the gateway.

5.2  EIP Configuration

5.2.1 Configuring EIP Class 3 Server

Use the EIP Class 3 Server connection in ProSoft Configuration Builder when the
gateway is acting as a server (slave) device responding to message instructions
initiated from a client (master) device such as an HMI, DCS, PLC, or PAC.

To set the server file size in PCB

1 In ProSoft Configuration Builder, click the [+] next to the gateway, then click
the [+] next to EIP Class 3 Server.

=-1 Default Project
5[ Default Location
B- | PLX32-EIP-mmm
ﬁg—ﬁ Module
55;_. Comment
a8y EIP Class 3 Server

BN 6P o3 S

Eﬁga EIP Class1 Connection

2 Double-click the second EIP Class 3 Server to display the Edit - EIP Class 3
Server dialog box.
3 Select the SERVER FILE SizE (100 or 1000).

o For avalue of 100, the registers are from N10:0 to N10:99.
o For avalue of 1000, the valid registers are from N10:0 to N10:999.

Accessing the Gateway'’s Internal Memory
The following table refers to the user data area in the module's memory:

Data Type Tag Name Length of Each Element in Array Range for 4000
CIP Message Element Database

BOOL BOOLData[ ] 1 0 to 63999

Bit Array BITAData[ ] 4 0 to 1999

SINT SINTData[ ] 1 0 to 7999

INT INT_Data[ ] 2 0 to 3999

DINT DINTData[ ] 4 0 to 1999

REAL REALData[ ] 4 0 to 1999
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MSG Instruction Type - CIP

The following table defines the relationship of the user data area in the gateway’s
internal database to the addresses required in the MSG CIP instructions:

Data- CIP CIP Boolean CIP Bit Array CIP Byte CIP DINT CIP Real
base Integer
Address
0 Int_data | BoolData[0] BitAData[0] SintData[0] DintData[0] RealData
[0] [0]
999 Int_data | BoolData[15984] SintData[1998]
[999]
1000 Int_data | BoolData[16000] | BitAData[500] SintData[2000] DintData[500] [RealData
[1000] [500]
1999 Int_data | BoolData[31984] SintData[3998]
[1999]
2000 Int_data | BoolData[32000] | BitAData[1000] | SintData[4000] DintData[1000] | RealData
[2000] [1000]
2999 Int_data | BoolData[47984] SintData[5998]
[2999]
3000 Int_data | BoolData[48000] | BitAData[1500] | SintData[6000] DintData[1500] | RealData
[3000] [1500]
3999 Int_data
[3999] |BoolData[63999] SintData[9998]

MSG Instruction Type - PCCC

The following table defines the relationship of the user data area in the gateway’s
internal database to the addresses required in the MSG PCCC instructions:

Database Address File size 100 |Database Address File size 100
0 N10:0 0 N10:0

999 N19:99 999 N19:99

1000 N20:0 1000 N20:0

1999 N29:99 1999 N29:99

2000 N30:0 2000 N30:0
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EtherNet/IP_Explicit Messaging Server Command Support

The PLX3x gateway supports several command sets.

Basic Command Set Functions

Command Function Definition Supported in Server
0x00 N/A Protected Write X
0x01 N/A Unprotected Read X
0x02 N/A Protected Bit Write X
0x05 N/A Unprotected Bit Write X
0x08 N/A Unprotected Write X

PLC-5 Command Set Functions

Command [Function |Definition Supported in Server
OxOF 0x00 Word Range Write (Binary Address) X

OxOF 0x01 Word Range Read (Binary Address) X

OxOF Typed Range Read (Binary Address) X

OxOF Typed Range Write (Binary Address) X

OxOF 0x26 Read-Modify-Write (Binary Address)

OXOF 0x00 Word Range Write (ASCII Address) X

OXOF 0x01 Word Range Read (ASCII Address) X

OxOF 0x26 Read-Modify-Write (ASCII Address)

SLC-500 Command Set Functions

Command |Function |Definition Supported in Server
OxOF OxAl Protected Typed Logical Read With Two X
Address Fields
OxOF O0xA2 Protected Typed Logical Read With Three X
Address Fields
OxOF 0xA9 Protected Typed Logical Write With Two X
Address Fields
OxOF OxAA Protected Typed Logical Write With Three X
Address Fields
OxOF O0xAB Protected Typed Logical Write With Mask (Three Address Fields)
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5.2.2 Configuring EIP Class 1 Connection

Use the EIP Class 1 Connection in ProSoft Configuration Builder when the
gateway acts as an EIP adapter transferring data to and from a PLC (the EIP
scanner) using a direct I/O connection. Direct I/O connections can transfer large
amounts of data quickly.

The PLX3x EIP gateway can handle up to eight I/O connections (depending on
the model), each with 248 words of input data and 248 words of output data.

Adding the Gateway to RSLogix5000 v.20

1 Start Rockwell Automation RSLinx and browse to the PLX3x gateway.
2 Right-click the gateway and then choose UpLOAD EDS FROM DEVICE.

- Workstation, WINT-64-RA-MAST '
B-#@s Linx Gateways, Ethernet
=& AB_ETHIP-1, Ethernet] 192.168.2.201

I l107.168.2.201, Echerhet/IP to ASCIl Communication Interface, PLYG1-

Remove

Driver Diagnostics
Configure Driver

Upload EDS file from device

Security..
Device Properties

Meodule Statistics

Module Configuration

Note: RSLogix5000 may need to be restarted in order to complete the EDS installation.

3 After you restart RSLogix 5000, open the desired RSLogix 5000 project.
4 In the Controller Organizer, right-click the EtherNet/IP bridge in the 1/O tree
and choose NEw MODULE.

(#-L3 Controller My_Controller
- C3 Tasks
-3 Motion Groups
#-L3 Add-On Instructions
@-C3 Data Types
(33 Trends
-3 10 Configuration
(=-&3 1756 Backplane, 1756-A10
89 [0]1756-L63 My_Controller
5.8 [111756-EN2T Enet_Bridge

& m‘ New Module... I

[
Discover Modules.. ‘

B Paste Ctrl+V ‘
\

Print >

5 Inthe Select Module Type dialog box, in the Enter search text box, type
PLX3.
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6 Click your PLX3x gateway, and then click CREATE. This opens the New
Module dialog box.

Select Module Type

Catalon | Madule Discovery | Favortes|

ol | Cleat Fiers | [Hide Fiters 2
= Module Type Category Filters o RE Module Type Vendor Filters -
[ Analog '@ aensiodey E
[ Communication [¥] Cogres Corparation
[¥]  Communications Adapter [¥]  Endress+Hauser
v Controller = | @] FANUC CORPORATION -
< I » < [0 3
Catalog Mumber Diescription Wendor Category
PLX31-EIP-ASCI EthesNelAP to ASCI Commurication Interface Frosolt Technol..  Communications Ada
PLX31-EIP-ASCI4 EtheetAP to ASCI 4 Port Communication Interfsce Prosoft Technal..  Communicafions Ads
PL<31-EIP-MBS EtherNet/IP to Modbus Serial Communication Intefface Prosoft Technal..  Communicafions Ada
PLX31-EIP-MBS 4 EtheNet/IP to Modbus Serial 4 Poit Commurication In..  Prosoft Technal..  Communications Ada
FLX<31-EIP-MBTCP EtheNetAP to Modbus TCP/IP Communication Interfa,.  Prosoft Technol..  Communications Ada
FL<31EIP-SIE EtheNetAP to Siemens Industial Ethemet Prosoft Technol..  Communications Ada
« i ] v
E of 422 Module Types Found | Add to Favontes J
[/] Close an Create | Create { [ Close | [ Help

7 Inthe New Module dialog box, enter a name for the gateway, then enter the
IP address of the PLX3x gateway.

| New Module
General | Conneation | Module Info | Intemet Fratocol | Part Canfiguration |
Type: FLX31-EIP-ASCI EtherMet/IP to ASCIl Communication Interface
Vendor: Frosoft Technology
Parent: Enet_Bridge
Mame: PL#31_EIP_ASCI Ethemet Address
Description: *) Private Metwork: 1921681,
@ IP Address: 192 188 . 1 .10
7) Host Name:
Module Defindion
Revision: 1.2
Electronic Keying:  Compatible Module
Connections: 110 Connection 1
Change ...
Status: Creating [ 0K ] [ Cancel | Help

8 To add I/O connections click CHANGE.
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9 In the Module Definition dialog box, enter the 1/O connections.

5| Module Definition

Revision: 1 -

Connections

2

Electionic Keying: | Compatible Module

=

hame

Size

Input:
110 Connection 1

274

Output:

264

[ ok | [ cacel | [ Hep |

| bylets)

10 You can add up to eight I/O connections (depending on the PLX3x module).
The 1/O connections have a fixed size of 496 bytes of input data and 496
bytes of output data. When finished click OK.

11 In the Module Properties dialog box, click the CONNECTION tab to configure
each I/O connection with its own RPI time. When finished, click OK. The new
gateway appears in the Controller Organizer under the EtherNet/IP bridge.

(-3 Controller My_Controller
-3 Tasks

-3 Motion Groups

&L Add-On Instructions
(-3 Data Types

(23 Trends
=-£3 VO Configuration

(=-&9 1756 Backplane, 1756-A10

%9 [0]11756-L63 My_Controller
5. 8 [1]1756-EN2T Enet_Bridge

o.Z5 Ethernet

§ 1756-EN2T Enet_Bridge

Adding the Gateway to RSLogix5000 v.16 through v.19

Note: Class 1 connections are not supported in RSLogix v.15 and older

1 Start Rockwell Automation RSLogix 5000.
2 Inthe Controller Organizer, right-click the EtherNet/IP bridge in the I/O tree

and choose NEw MODULE.

3 Inthe Select Module Type dialog box, click FIND. Search for Generic
EtherNet Bridge, click Generic Ethernet Bridge, and then click CREATE.

4 In the New Module dialog box, enter a name for the gateway, then enter the
IP address of the PLX3x gateway. This creates the communication path from

the processor to the PLX3x gateway.
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6

Add a new module under the Generic EtherNet Bridge and add a CIP
Connection (CIP-MODULE). Here is where you specify the parameters for
the 1/O connection. The input and output sizes need to match the input and
output sizes configured in PCB. The ADDRESS field value represents the
connection number in PCB. By default all of the connections have 248 Input
words, 248 Output words, and 0 Configuration words. Set the Comm format
to Data type INT, and set the Assembly instances to be "1" for input, "2" for
output, and "4" for configuration.

Add and configure a CIP Connection for each I/O connection.

Configuring EIP Class 1 Connections in PCB

After you have created the PLX3x module in RSLogix 5000, you must configure
the connections in the module.

To configure Class 1 connections in PCB

1

In ProSoft Configuration Builder, click the [+] next to the gateway, then click
the [+] next to EIP Class 1 Connection [x]. The value of [x] depends on the
number of ports on your PLX3x gateway (1 to 4).

B2 Default Project
= Default Location
-l PLXG1-EP-mmm
6§a Comment
,53;_, EIP Class 3 Server
Eaga EIP Class 1 Connection

2 Double-click the EIP Class 1 Connection [x] to display the Edit - EIP Class 1
Connection [x] dialog box.

3 Inthe dialog box, click a parameter and then enter a value for the parameter.

There are four configurable parameters for each I/O connection in ProSoft
Configuration Builder.

Parameter Value Range Description

Input Data Address 0 to 3999 Specifies the starting address within the gateway’s
virtual database for data transferred from the gateway
to the PLC.

Input Size 0to 248 Specifies the number of Integers being transferred to
the PLC's input image (248 integers max).

Output Data Address 0 to 3999 Specifies the starting address within the gateway’s
virtual database for data transferred from the PLC to
the gateway.

Output Size 0to 248 Specifies the number of integers being transferred to
the PLC's output image (248 integers max).
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5.2.3 Configuring EIP Class 3 Client[x]/UClient Connection

The PLX3x gateway supports two connected clients and one unconnected client
(most devices use connected clients; be sure refer to the user manual for the
target device for verification).

e Use the EIP Class 3 Client [X] connections when the gateway is acting as a
client/master initiating message instructions to the server/slave devices. The
PLX3x EIP protocol supports three connected client connections. Typical
applications include SCADA systems, and SLC communication.

e Use the EIP Class 3 UClient connection when the gateway is acting as a
client/master initiating message instructions to the server/slave devices. The
PLX3x EIP protocol supports one unconnected client connection.
Unconnected messaging is a type of EtherNet/IP explicit messaging that uses
TCP/IP implementation. Certain devices, such as the AB Power Monitor 3000
series B, support unconnected messaging. Check your device documentation
for further information about its EtherNet/IP implementation.

Class 3 Client[x]/UClient

To configure Class 3 Client/UClient [x] connections

1 In ProSoft Configuration Builder, click the [+] next to the gateway, then click
the [+] next to EIP Class 3 Client [x] or EIP Class 3 UClient [X].

=120 Default Project

EIEEl Default Location

E|E| PL¥31-EIP-ASCT

H-g% Comment
g% EIP Class 3 Server
[-g% EIP Class 1 Connection
..... [E EIP Class 3 Client 0
----- Ef EIP Class 3 Client 0 Commands SLC500 2 Address Fields
----- EA EIP Class 3 Client 0 Cormmands SLC500 3 Address Fields
----- @ EIP Class 3 Client 0 Commands PLCS Binary
----- @ EIP Class 3 Client 0 Commands PLC5 ASCIT
----- EA FIP Class 3 Client 0 Commands Controller Tag Access
----- Ef EIP Class 3 Client 0 Commands CIP Generic
----- BH FIP Class 3 Client 0 Commands Basic
g% EIP Class 3 Client1
[-g% EIP Class 3 UClient 0
[
E

%, ASCI Port1
g%, Commonhet
&8 Ethernet Configuration

2 Double-click the second EIP Class 3 Client [x] to display the Edit - EIP Class
3 Client [x] dialog box.
3 Inthe dialog box, click any parameter to change its value.
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The following table specifies the configuration for the EIP client (master) device
on the network port:

Parameter |Value Description

Minimum 0 to 65535 Specifies the number of milliseconds to wait between the initial issuances of

Command | milliseconds a command. This parameter can be used to delay all commands sent to

Delay servers to avoid "flooding" commands on the network. This parameter does
not affect retries of a command as they will be issued when failure is
recognized.

Response 0 to 65535 Specifies the amount of time in milliseconds that a Client will wait before re-

Timeout milliseconds transmitting a command if no response is received from the addressed
server. The value to use depends on the type of communication network
used, and the expected response time of the slowest device connected to
the network.

Retry Count |0 to 10 Specifies the number of times a command will be retried if it fails.

Class 3 Client[x]/UClient Commands

There is a separate command list for each of the different message types
supported by the protocol. Each list is processed from top to bottom, one after
the other, until all specified commands are completed, and then the polling
process begins again.

This section defines the EtherNet/IP commands to be issued from the gateway to
server devices on the network. You can use these commands for data collection
and control of devices on the TCP/IP network. In order to interface the virtual
database with Rockwell Automation Programmable Automation Controllers
(PACs), Programmable Logic Controllers (PLCs), or other EtherNet/IP server
devices, you must construct a command list, using the command list parameters
for each message type.

To add Class 3 Client/UClient [x] commands

1 In ProSoft Configuration Builder, click the [+] next to the gateway, then click
the [+] next to EIP Class 3 Client [x] or EIP Class 3 UClient [X].

=21 Default Project

=1-Za] Default Location

2l PLGL-EIP-ASCT

gy Comment
gt EIP Class 3 Server
H-a EIP Class 1 Connection
—]ﬁgﬁ EIP Class 3 Client 0
[ EIP Class 3 Client 0
@
- JH EIP Class 3 Client 0 Commands SLC500 3 Address Fields
- EIP Class 3 Client 0 Cornmands PLC5 Binary
- EIP Class 3 Client 0 Commands PLC5 ASCT
- EIP Class 3 Client 0 Commands Controller Tag Access
- EIP Class 3 Client 0 Commands Basic
[F-g%a EIP Class 3 Client1
gty EIP Class 3 UClient 0

[
[
[
E

2 Double-click the desired command type to display the Edit - EIP Class 3
Client [x] Commands or Edit - EIP Class 3 UClient [x] Commands dialog box.

3 Click Abb Row to add a new command.

4 Click EbIT Row or double-click the row to display the Edit dialog box where
you configure the command.
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Class 3 Client/UClient [x] Commands SLC500 2 Address Fields

Parameter |Value Description
Enable Enable Specifies if the command should be executed and under what conditions.
Disable ENABLE - The Command is executed each scan of the command list
Conditional DisaBLE - The command is disabled and will not be executed
Write ConpITIoNAL WRITE - The Command executes only if the internal data
associated with the command changes

Internal 0 to 3999 Specifies the database address in the modules internal database to be

Address associated with the command. If the command is a read function, the data
received in the response message is placed at the specified location. If the
command is a write function data used in the command is sourced from
specified data area.

Poll Interval |0 to 65535 Specifies the minimum interval to execute continuous commands. The
parameter is entered in 1/10 of a second. If a value of 100 is entered for a
command, the command executes no more frequently than every 10
seconds.

Reg Count |0to 125 Specifies the number of data points to be read from or written to the target
device.

Swap Code [None Specifies if the data from the server is to be ordered differently than it was

Word swap received. This parameter is typically used when dealing with floating-point
Word and Byte or other multi-register values.
swap NoNE - No change is made (abcd)
Byte swap WORD swAP - The words are swapped (cdab)
WORD AND BYTE swAP - The words and bytes are swapped (dcba)
BYTE swAP - The bytes are swapped (badc)

IP Address [ xxx.xxx.xxx.xxx | Specifies the IP address of the target device to be addressed.

Slot -1 Specifies the slot number for the device. Use a value of -1 when interfacing
to an SLC 5/05. These devices do not have a slot parameter. When
addressing a processor in a ControlLogix or CompactLogix rack, the slot
number corresponds to the slot in the rack containing the controller being
addressed.

Func Code |501 Specifies the function code to be used in the command.

509 501 - Protected Typed Read
509 - Protected Typed Write

File Type Binary Specifies the file type to be associated with the command.

Counter

Timer

Control

Integer

Float

ASCII

String

Status

File Number |-1 Specifies the PLC-5 file number to be associated with the command. If a
value of -1 is entered for the parameter, the field will not be used in the
command, and the default file will be used.

Element Specifies the element in the file where the command will start.

Number

Comment Optional 32 character comment for the command.

Page 58 of 211

ProSoft Technology, Inc.
November 8, 2017



PLX3x Series ¢ Multi-Protocol Gateways

EIP Protocol
User Manual

Class 3 Client[x]/UClient Commands SLC500 3 Address Fields

This command is typically used when accessing data in a Timer or Counter. |.e.
T.1.1.2 is the address of the accumulator in Timer 1.

Parameter |Value Description
Enable Enable Specifies if the command should be executed and under what
Disable conditions.
Conditional Write ENABLE - The Command is executed each scan of the command list
DisaBLE - The command is disabled and will not be executed
ConbiTIoNAL WRITE - The Command executes only if the internal data
associated with the command changes

Internal 0 to 3999 Specifies the database address in the modules internal database to be

Address associated with the command. If the command is a read function, the
data received in the response message is placed at the specified
location. If the command is a write function data used in the command
is sourced from specified data area.

Poll Interval |0 to 65535 Specifies the minimum interval to execute continuous commands. The
parameter is entered in 1/10 of a second. If a value of 100 is entered
for a command, the command executes no more frequently than every
10 seconds.

Reg Count |0to 125 Specifies the number of data points to be read from or written to the
target device.

Swap Code [None Specifies if the data from the server is to be ordered differently than it

Word swap was received. This parameter is typically used when dealing with
Word and Byte swap floating-point or oth_er multi-register values.
Byte swap NONE - No change is made (abcd)
WORD swAP - The words are swapped (cdab)
WORD AND BYTE swAP - The words and bytes are swapped (dcba)
Byte swap - The bytes are swapped (badc)

IP Address | XXX.XXX.XXX. XXX Specifies the IP address of the target device to be addressed by this
command.

Slot -1 Specifies the slot number for the device. Use a value of -1 when
interfacing to an SLC 5/05. These devices do not have a slot
parameter. When addressing a processor in a ControlLogix or
CompactLogix, the slot number corresponds to the slot in the rack
containing the controller being addressed.

Func Code |502 Specifies the function code to be used in the command.

510 502 - Protected Typed Read
511 510 - Protected Typed Write

511 - Protected Typed Write w/Mask
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Parameter |Value Description
File Type Binary Specifies the file type to be associated with the command.
Counter
Timer
Control
Integer
Float
ASCII
String
Status
File Number |-1 Specifies the SLC 500 file number to be associated with the
command. If a value of -1 is entered for the parameter, the field will not
be used in the command, and the default file will be used.
Element Specifies the element in the file where the command will start.
Number
Sub Specifies the sub-element to be used with the command. Refer to the
Element AB documentation for a list of valid sub-element codes.
Comment Optional 32 character comment for the command.

Class 3 Client[x]/UClient Commands PLC5 Binary

Parameter |Value Description
Enable Enable Specifies if the command should be executed and under what
Disable conditions.
Conditional Write ENABLE - The Command is executed each scan of the command list
DisaBLE - The command is disabled and will not be executed
ConbpITIoNAL WRITE - The Command executes only if the internal data
associated with the command changes
Internal 0 to 3999 Specifies the database address in the modules internal database to be
Address associated with the command. If the command is a read function, the
data received in the response message is placed at the specified
location. If the command is a write function data used in the command
is sourced from specified data area.
Poll 0 to 65535 Specifies the minimum interval to execute continuous commands. The
Interval parameter is entered in 1/10 of a second. If a value of 100 is entered for
a command, the command executes no more frequently than every 10
seconds.
Reg Count |0to 125 Specifies the number of data points to be read from or written to the
target device.
Swap None Specifies if the data from the server is to be ordered differently than it
Code Word swap was received. This parameter is typically used when dealing with
Word and Byte swap floating-point or oth.er multi-register values.
Byte swap NONE - No change is made (abcd)
WORD swAP - The words are swapped (cdab)
WORD AND BYTE swaP - The words and bytes are swapped (dcba)
BYTE swaP - The bytes are swapped (badc)
IP Address | XXX.XXX.XXX.XXX Specifies the IP address of the target device to be addressed by this
command.
Slot -1 Specifies the slot number for the device. Use a value of -1 when
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Parameter |Value Description
interfacing to a PLC5 These devices do not have a slot parameter.
When addressing a processor in a ControlLogix or CompactLogix, the
slot number corresponds to the slot in the rack containing the controller
being addressed.
Func Code | 100 Specifies the function code to be used in the command.
101 100 - Word Range Write
102 101 - Word Range Read
102 - Read-Modify-Write
File -1 Specifies the PLCS5 file number to be associated with the command. If a
Number value of -1 is entered for the parameter, the field will not be used in the
command, and the default file will be used.
Element Specifies the element in the file where the command will start.
Number
Sub Specifies the sub-element to be used with the command. Refer to the
Element AB documentation for a list of valid sub-element codes.
Comment Optional 32 character comment for the command.

Class 3 Client[x]/UClient Commands PLC5 ASCII

Parameter |Value Description
Enable Enable Specifies if the command should be executed and under what
Disable conditions.

Conditional Write

ENABLE - The Command is executed each scan of the command list
DisaBLE - The command is disabled and will not be executed

ConbiTIoNAL WRITE - The Command executes only if the internal data
associated with the command changes

Internal
Address

0 to 3999

Specifies the database address in the modules internal database to be
associated with the command. If the command is a read function, the
data received in the response message is placed at the specified
location. If the command is a write function data used in the command
is sourced from specified data area.

Poll
Interval

0 to 65535

Specifies the minimum interval to execute continuous commands. The
parameter is entered in 1/10 of a second. If a value of 100 is entered for
a command, the command executes no more frequently than every 10
seconds.

Reg Count

Oto 125

Specifies the number of data points to be read from or written to the
target device.

Swap
Code

None

Word swap

Word and Byte swap
Byte swap

Specifies if the data from the server is to be ordered differently than it
was received. This parameter is typically used when dealing with
floating-point or other multi-register values.

NONE - No change is made (abcd)

WORD swAP - The words are swapped (cdab)

WORD AND BYTE swAP - The words and bytes are swapped (dcba)
BYTE swaAP - The bytes are swapped (badc)

IP Address

XXX XXX XXX XXX

Specifies IP address of the target device to be addressed by this
command.

Slot

-1

Specifies the slot number for the device. Use a value of -1 when
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Parameter |Value Description
interfacing to a PLC5 These devices do not have a slot parameter.
When addressing a processor in a ControlLogix or CompactLogix, the
slot number corresponds to the slot in the rack containing the controller
being addressed.
Func Code | 150 Specifies the function code to be used in the command.
151 150 - Word Range Write
152 151 - Word Range Read
152 - Read-Modify-Write
File String Specifies the PLC-5 Address as a string. For example N10:300
Comment Optional 32 character comment for the command.

Class 3 Client[x]/UClient Commands Controller Tag Access

Parameter |Value Description
Enable Enable Specifies if the command should be executed and under what
Disable conditions.
Conditional Write ENABLE - The Command is executed each scan of the command list
DisaBLE - The command is disabled and will not be executed
ConpiTioNnAL WRITE - The Command executes only if the internal data
associated with the command changes
Internal 0 to 3999 Specifies the database address in the modules internal database to be
Address associated with the command. If the command is a read function, the
data received in the response message is placed at the specified
location. If the command is a write function data used in the command
is sourced from specified data area.
Poll 0 to 65535 Specifies the minimum interval to execute continuous commands. The
Interval parameter is entered in 1/10 of a second. If a value of 100 is entered for
a command, the command executes no more frequently than every 10
seconds.
Reg Count |0to 125 Specifies the number of data points to be read from or written to the
target device.
Swap None Specifies if the data from the server is to be ordered differently than it
Code Word swap was received. This parameter is typically used when dealing with
Word and Byte swap floating-point or oth_er multi-register values.
Byte swap NONE - No change is made (abcd)
WORD SWAP - The words are swapped (cdab)
WORD AND BYTE swaAP - The words and bytes are swapped (dcba)
BYTE swaP - The bytes are swapped (badc)
IP Address | XXX.XXX.XXX.XXX Specifies the IP address of the target device to be addressed by this
command.
Slot -1 Specifies the slot number for the device. Use a value of -1 when
interfacing to a PLC5 These devices do not have a slot parameter.
When addressing a processor in a ControlLogix or CompactLogix, the
slot number corresponds to the slot in the rack containing the controller
being addressed.
Func Code | 332 Specifies the function code to be used in the command.
333 332 - CIP Data Table Read

333 - CIP Data Table Write
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Data Type |Bool Specifies the data type of the target controller tag name.
SINT
INT
DINT
REAL
DWORD
Tag Name Specifies the controller tag in the target PLC.
Offset 0 to 3999 Specifies the offset database where the value corresponds to the Tag
Name parameter
Comment Optional 32 character comment for the command.

Class 3 Client[x]/UClient Commands CIP Generic

Parameter |Value Description
Enable Disabled Specifies the condition to execute the command.
Enabled DisaBLED - The command is disabled and will not be executed.
Conditional Write ENABLED - The command is executed on each scan of the command
list if the Poll Interval is set to zero. If the Poll Interval is non-zero, the
command is executed when the interval timer expires.
ConpiTionaL WRITE - The command executes only if the internal data
value(s) to be sent has changed.
Internal 0 to 9998 Specifies the database address in the modules internal database to be
Address associated with the command. If the command is a read function, the
data received in the response message is placed at the specified
location. If the command is a write function, data used in the command
is sourced from specified data area.
Poll 0 to 65535 Specifies the minimum interval to execute continuous commands. The
Interval parameter is entered in 1/10 of a second. For example, if a value of
'100' is entered for a command, the command executes no more
frequently than every 10 seconds.
Reg Count |0to 125 Specifies the number of data points to read/write to the target device.
Swap None Specifies if the data from the server is to be ordered differently than it
Code Word swap was received. This parameter is typically used when dealing with
Word and Byte swap floating-point or oth-er multi-register values.
Byte swap NONE - No change is made (abcd)
WORD swAP - The words are swapped (cdab)
WORD AND BYTE swAP - The words and bytes are swapped (dcba)
BYTE swaAP - The bytes are swapped (badc)
IP Address | XXX.XXX.XXX.XXX Specifies the IP address of the target device to be addressed by this
command.
Slot -1 Use ‘-1’ to target a connected device.
Use > -1 to target a device in a specific slot number within the rack.
Func Code | CIP Generic Used to read/write the attributes of any object by using an explicit
address
Service 00 to FF (Hex) An integer identification value which denotes a particular Object
Code Instance and/or Object class function. For more information refer to

ODVA CIP specification.
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Class 00 to FFFF (Hex) An integer identification value assigned to each Object Class accessible
from the network. For more information, refer to ODVA CIP
specification.

Instance Application- An integer identification value assigned to an Object Instance that

dependent identifies it among all Instances of the same Class. For more

information, refer to ODVA CIP specification.

Attribute 00 to FFFF (Hex) An integer identification value assigned to a Class and/or Instance
Attribute. For more information, refer to ODVA CIP specification.

Comment This field can be used to give a 32 character comment to the command.

The ":" and "#" characters are reserved characters. It is strongly
recommended not be use in the comment section.

Note: Due to the behavior of Connected Clients, please note the following:

- You cannot configure multiple commands with different Class objects to the same device.

- You cannot configure multiple commands with different Class objects to different devices.

- You can configure multiple commands using the Get_Attribute_Single of the same Class and
address different Attributes.

- If you have commands in any of the other command types (i.e. Controller Tag Access) and
configure a CIP Generic command to the same device, it will not work due to the Connected Client
having an active connection to a device. However, you can use both Controller Tag Access and
CIP Generic if the target devices are different.

- To avoid any or all these scenarios, it is recommended to use the Unconnected Client if you wish
to send commands to different devices, since these connections are reset/closed after each
command is executed.
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Class 3 Client[x]/UClient Commands Basic

Parameter |Value Description
Enable Enable Specifies if the command should be executed and under what
Disable conditions.

Conditional Write

ENABLE - The command is executed each scan of the command list
DisaBLE - The command is disabled and will not be executed

ConbITIoNAL WRITE - The command executes only if the internal data
associated with the command changes

Internal 0 to 3999 Specifies the database address in the module’s internal database to be
Address associated with the command. If the command is a read function, the
data received in the response message is placed at the specified
location. If the command is a write function data used in the command
is sourced from the specified data area.
Poll 0 to 65535 Specifies the minimum interval to execute continuous commands. The
Interval parameter is entered in 1/10 of a second. If a value of 100 is entered for
a command, the command executes no more frequently than every 10
seconds.
Reg Count |0to 125 Specifies the number of data points to be read from or written to the
target device.
Swap None Specifies if the data from the server is to be ordered differently than it
Code Word swap was received. This parameter is typically used when dealing with
Word and Byte swap floating-point or oth.er multi-register values.
Byte swap NoNE - No change is made (abcd)
WORD swWAP - The words are swapped (cdab)
WORD AND BYTE swAP - The words and bytes are swapped (dcba)
BYTE swaP - The bytes are swapped (badc)
IP Address | XXX.XXX.XXX.XXX Specifies the IP address of the target device to be addressed by this
command.
Slot -1 Use a value of -1 when interfacing to an SLC 5/05. These devices do
not have a slot parameter. When addressing a processor in a
ControlLogix or CompactLogix, the slot number corresponds to the slot
in the rack containing the controller being addressed.
Func Code |1 Specifies the function code to be used in the command.
2 1 - Protected Write
3 2 - Unprotected Read
4 3 - Protected Bit Write
5 4 - Unprotected Bit Write
5 - Unprotected Write
Word Specifies the word address where to start the operation.
Address
Comment Optional 32 character comment for the command.
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5.3 Network Diagnostics

5.3.1 EIP PCB Diagnostics

The best way to troubleshoot the EIP driver is to use ProSoft Configuration
Builder to access the diagnostic capabilities of the gateway through the Ethernet

debug port.

The following table summarizes the status information available in PCB for the

EIP driver:
Connection Type Submenu Item | Description
EIP Class 1 Config Configuration settings for Class 1 Connections.
Status Status of the Class 1 Connections. Displays any
configuration error, as well as the number of Class 1
Connections.
EIP Class 3 Server Config Configuration settings for Class 3 Server Connections.

Comm Status

Status information for each Class 3 Server Connection.
Displays port numbers, IP addresses, socket status, and
read and write counts.

EIP Class 3
Client/UClient [x]

Config

Configuration settings for Class 3 Client/UClient
Connections.

Comm Status

Status information for Class 3 Client/UClient [X]
commands. Displays a summary of all the errors
resulting from Class 3 Client/UClient [x] commands.

Commands Configuration for the Class 3 Client/UClient [x] command
list.

Cmd Errors Current error codes for each command on the Class 3

(Decimal) Client/UClient [x] command list in decimal number
format. A zero means there is currently no error for the
command.

Cmd Errors Current error codes for each command on the Class 3

(Hex) Client/UClient [x] command list in hexadecimal number

format. A zero means there is currently no error for the
command.

For specific information on error codes, see EIP Error Codes (page 69).
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5.3.2 EIP Status Data in Upper Memory

The EIP driver has an associated status data area located in the PLX3x
gateway’s upper memory. The Data Map functionality of the PLX3x gateway can
be used to map this data into the normal user data range of the PLX3x gateway’s
database.

Note that all the status values are initialized to zero (0) at power-up, cold boot
and during warm boot.

EIP Client Status Data

The following table lists the addresses in upper memory the PLX3x gateway
stores general error and status data for each EIP connected and unconnected

client:

EIP Client Address Range
Connected Client 0 12000 through 12109
Connected Client 1 12400 through 12509
Unconnected Client O 12600 through 12709

The content of each client’s status data area is structured in the same way. The
following table describes the content of each register in the status data area:

Offset Description

Number of Command Requests

Number of Command Responses

Number of Command Errors

Number of Requests

Number of Responses

Number of Errors Sent

Number of Errors Received

Reserved

Current Error Code

Olo|IN|O|O|A|W|IN|[FL]|O

Last Error Code

EIP Client Command List Error Data

The PLX3x gateway stores a status/error code in upper memory for each
command in each EIP client’'s command list. The following table lists the
addresses in upper memory where the gateway stores the command list error
data for each EIP client:

EIP Client Address Range
Connected client 0 7910 through 8009
Connected client 1 8110 through 8209
Unconnected client 0 12810 through 12909
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The first word in each client’'s command list error data area contains the
status/error code for the first command in the client’'s command list. Each
successive word in the command error list is associated with the next command
in the list. Therefore, the size of the command list error data area depends on the
number of commands defined.

The structure of the command list error data area (which is the same for all
clients) is displayed in the following table:

Offset Description

0 Command #1 Error Code

1 Command #2 Error Code

2 Command #3 Error Code

3 Command #4 Error Code

4 Command #5 Error Code
97 Command #98 Error Code
98 Command #99 Error Code
99 Command #100 Error Code

EIP Server Status Data

The following table lists the addresses in upper memory where the PLX3x
gateway stores status data for each EIP server:

EIP Server Address Range

0 11000 through 11015
1 11016 through 11031
2 11032 through 11047
3 11048 through 11063
4 11064 through 11079

The content of each server’s status data area is structured the same. The
following table describes the content of each register in the status data area:

Offset Description

0 through 1 Connection State

2 through 3 Open Connection Count
4 through 5 Socket Read Count

6 through 7 Socket Write Count

8 through 15

Peer IP
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5.3.3 EIP Error Codes

The gateway stores error codes returned from the command list process in the
command list error memory region. A word is allocated for each command in the
memory area. The error codes are formatted in the word as follows: The least-
significant byte of the word contains the extended status code and the most-
significant byte contains the status code.

Use the error codes returned for each command in the list to determine the
success or failure of the command. If the command fails, use the error code to
determine the cause of failure.

Warning: The gateway specific error codes (not EtherNet/IP/PCCC compliant) are returned from
within the gateway and never returned from an attached EtherNet/IP/PCCC slave device. These

are error codes that are part of the EtherNet/IP/PCCC protocol or are extended codes unique to

the PLX3x gateway. The common errors for the EtherNet/IP/PCCC protocol are shown below.

Local STS Error Codes
Code (Int) [Code (Hex) |[Description

0 0x0000 Success, no error

256 0x0100 DST node is out of buffer space

512 0x0200 Cannot guarantee delivery (Link Layer)

768 0x0300 Duplicate token holder detected

1024 0x0400 Local port is disconnected

1280 0x0500 Application layer timed out waiting for response
1536 0x0600 Duplicate node detected

1792 0x0700 Station is offline

2048 0x0800 Hardware fault

Remote STS Error Codes
Code (Int) Code (Hex) |Description

0 0x0000 Success, no error
4096 0x1000 lllegal command or format
8192 0x2000 Host has a problem and will not communicate
12288 0x3000 Remote node host is missing, disconnected or shut down
16384 0x4000 Host could not complete function due to hardware fault
20480 0x5000 Addressing problem or memory protect rungs
24576 0x6000 Function not allowed due to command protection selection
26872 0x7000 Processor is in Program mode
-32768 0x8000 Compatibility mode file missing or communication zone problem
-28672 0x9000 Remote node cannot buffer command
-24576 0xA000 Wait ACK (1775-KA buffer full)
-20480 0xB000 Remote node problem due to download
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Code (Int) Code (Hex) |Description
-16384 0xC000 Wait ACK (1775-KA buffer full)
-12288 0xD000 Not used
-8192 0xEO000 Not used
0xFOnn Error code in the EXT STS byte (nn contains EXT error code)
EXT STS Error Codes
Code (Int) Code (Hex) |Description
-4096 0xF000 Not used
-4095 0xF001 A field has an illegal value
-4094 0xF002 Fewer levels specified in address than minimum for any address
-4093 0xF003 More levels specified in address than system supports
-4092 0xF004 Symbol not found
-4091 0xF005 Symbol is of improper format
-4090 0xF006 Address does not point to something usable
-4089 0xF007 File is wrong size
-4088 0xF008 Cannot complete request
-4087 0xF009 Data or file is too large
-4086 0xFOOA Transaction size plus word address is too large
-4085 0xF00B Access denied, improper privilege
-4084 0xFO0C Condition cannot be generated - resource is not available
-4083 0xFOOD Condition already exists - resource is already available
-4082 0xFOOE Command cannot be executed
-4081 OxFOOF Histogram overflow
-4080 0xF010 No access
-4079 0xFO11 lllegal data type
-4078 0xF012 Invalid parameter or invalid data
-4077 0xF013 Address reference exists to deleted area
-4076 O0xFO014 Command execution failure for unknown reason
-4075 0xF015 Data conversion error
-4074 0xF016 Scanner not able to communicate with 1771 rack adapter
-4073 0xF017 Type mismatch
-4072 0xF018 1171 Gateway response was hot valid
-4071 0xF019 Duplicate label
-4070 OxFO1A File is open; another node owns it
-4069 0xF01B Another node is the program owner
-4068 0xFO1C Reserved
-4067 0xFO01D Reserved
-4066 OxFO1E Data table element protection violation
-4065 OxFO1F Temporary internal problem
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EIP Error Codes

Code (Int) Code (Hex) |Description

-1 OXFFFF CTS modem control line not set before transmit
-2 OXFFFE Timeout while transmitting message

-10 OxFFF6 Timeout waiting for DLE-ACK after request

-11 OxFFF5 Timeout waiting for response after request

-12 OxFFF4 Reply data does not match requested byte count
-20 OXFFEC DLE-NAK received after request

-21 OxXFFEB DLE-NAK sent after response

-200 OxFF38 DLE-NAK received after request

TCP/IP Interface Error Codes

Error (Int) Error (Hex) |Description

-33 OxFFDF Failed to connect to target

-34 OxFFDE Failed to register session with target (timeout)
-35 OxFFDD Failed forward open response timeout

-36 OxFFDC PCCC/Tag command response timeout

-37 OxFFDB No TCP/IP connection error

Common Response Error Codes

Error (Int) Error (Hex) |Description

-40 OxFFD8 Invalid response length

-41 OxFFD7 CPF item count not correct

-42 OXFFD6 CPF address field error

-43 OxFFD5 CPF packet tag invalid

-44 OxFFD4 CPF bad command code

-45 OxFFD3 CPF status error reported

-46 OXFFD2 CPF incorrect connection ID value returned
-47 OxFFD1 Context field not matched

-48 OxFFDO Incorrect session handle returned
-49 OxXFFCF CPF not correct message number

Reqister Session Response Error Codes

Error (Int) Error (Hex) |Description

-50 OXFFCE Message length received not valid
-51 OxFFCD Status error reported

-52 OXFFCC Invalid version
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Forward Open Response Error Codes

Error (Int) Error (Hex) |Description

-55 OxFFC9 Message length received not valid
-56 OxFFC8 Status error reported

PCCC Response Error Codes

Error (Int) Error (Hex) |Description

-61 OXFFC3 Message length received not valid

-62 OxXFFC2 Status error reported

-63 OxFFC1 CPF bad command code

-64 OxFFCO TNS in PCCC message not matched

-65 OxFFBF Vendor ID in PCCC message not matched
-66 OxFFBE Serial number in PCCC message not matched

5.4 EIP Reference
5.4.1 SLC and MicroLogix Specifics

Messaging from a SLC 5/05

The PLX3x gateway can receive messages from a SLC 5/05 containing an
Ethernet interface. The gateway supports both read and write commands.

SLC5/05 Write Commands

Write commands transfer data from the SLC processor to the gateway. The
following diagram shows an example rung to execute a write command.

= B30 MS
oo — F ReadMirite Message CEND
0 Type Feer-To-Peer
Readrite wirite D=
Target Device PLCE
LacaliRemate Local —CERD—
Control Block MN10:0
Cantral Block Length a1
Setup Screen

1 Setthe READ/WRITE parameter to WRITE. The gateway supports a TARGET
DEVICE parameter value of 500CPU or PLCS5.
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2 Inthe MSG object, click SETUP SCREEN in the MSG object to complete the

configuration of the MSG instruction. This displays the following dialog box.

MSG - Rung #2:1 - N10:0

(oo =)

!| MuitHop |

Thiz Contraller
Communication Comrmard:

Data Table Address:
Size in Elements:
Channel:
Target Device

Message Timeout ;
Data Table Address:

Local / Remote :

Ermor Description

Mo erors

PLCS Write

NIl
[io_]
]

N1

Mutop

Cantrol Bits
Ignore if timed out (TO]:
To be retried [NR]:
Aunaiting E xecution [E'w:
Continuous Run [COJ:
Eror [ER]:
Meszage done (DM
Meszzage Transmitting [ST):
Meszage Enabled [EM]:
‘Waiting for Queue Space :

EEIEIEEEEIEE

Errar

Error Code[Hex]: 0

3 Set the TARGET DEVICE DATA TABLE ADDRESS to a valid file element (such as,
N11:0) for SLC and PLC5 messages.

4 Set the MULTIHOP option to YES.

5 Complete the MuLTIHOP tab portion of the dialog box shown in the following

image.
MSG - Rung #2:1 - N10:0 o o ==
" General
Ihz = Add Hop Del = Remaove Hop
From D evice | From Port | ToAddress Type | To Address
Thiz SLC 5/05 Channel 1 Ethertet/IP Device [str]: 192 168.0.75
Logix Backplane MNAA Backplane Slot [dec]: 0

6 Set the To ADDRESS value to the gateway’s Ethernet IP address.
7 Pressthe INS key to add the second line for ControlLogix Backplane and set

the slot number to zero.
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SLC5/05 Read Commands

Read commands transfer data to the SLC processor from the gateway. The
following diagram shows an example rung to execute a read command.

=

ooo1

—== E
13

M10:0 MS
Readtrite Message
Type Peer-To-Peer
Readiirite Read
Target Device PLCS
LacaliRemate Lacal
Caontrol Block M11:0

Cantral Block Length a1
Setup Screen

L CEND
E=(DMD=
—CERD—

M10:0

1 Setthe READ/WRITE parameter to READ. The gateway supports a TARGET

DEevICE parameter value of 500CPU or PLC5.

2 Inthe MSG object, click SETUP SCREEN in the MSG object to complete the
configuration of the MSG instruction. This displays the following dialog box.

Error Description

Mo errors

Local # Remate :

MultHop:

MSG - Rung #2:1 - N10:0 foll= =
[Herieral| MuliHop |
This Contraller Contral Bits =
Communication Command: [PLCS Read lgrare if timed out [TO): |0 |
Data Table Address: [N10:0 To be retied (MR (0
Size in Elements: [10 Auwaiting Execution (% |0 |
Channel: 1 Continuous Run [CO): E
; Error [ER]: E
Target Device Message done (DN E
Message Timeout : Message Transmiting (ST): [0 ]
Data Table Address: [M11:0 Message Enabled EN: 0]
W aiting for Queue Space : E

Error

Error Code(Hex]: 0

3 Set the TARGET DEVICE DATA TABLE ADDRESS to a valid file element (such
as, N11:0) for SLC and PLC5 messages.
4 Set the MULTIHOP option to YES.
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5 Fillin the MULTIHOP tab portion of the dialog box as shown in the following
image.

MSG - Rung £2:1 - N10:0 == (EeE

Inz = Add Hop Del = Remaove Hop

From D evice | From Port | ToAddress Type | To Address
Thiz 5LC 5405 Channel 1 Etheret/IP Device [str]: 192 168.0.75
Logix Backplane M8 Backplane Slot [dec): 0

6 Setthe To ADDRESS value to the gateway’s Ethernet IP address.
7 Pressthe INS key to add the second line for ControlLogix Backplane and set
the slot number to zero.

SLC File Types

This information is specific to the SLC and MicroLogix family or processors used
with the PCCC command set. The SLC and MicroLogix processor commands
support a file type field entered as a single character to denote the data table to
use in the command. The following table defines the relationship of the file types
accepted by the gateway and the SLC file types.

File Type Description
Status
Bit

Timer

Counter

Control

Integer

Floating-point

String
ASCII

>INIT|Z|T|O|d|m|w

The File Type Command Code is the ASCII character code value of the File Type
letter. This is the value to enter for the FILE TYPE parameter of the PCCC
Command configurations in the data tables in the ladder logic.

Additionally, the SLC specific functions (502, 510 and 511) support a sub-
element field. This field selects a sub-element field in a complex data table. For
example, to obtain the current accumulated value for a counter or timer, set the
sub-element field to 2.
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5.4.2 PLC5 Processor Specifics

Messaqing from a PLC5

The gateway can receive messages from a PLC5 containing an Ethernet
interface. The gateway supports both read and write commands.

PLC5 Write Commands

Write commands transfer data from the PLC5 processor to the gateway. The
following diagram shows an example rung to execute a write command.

< MNE:0 MG12:0 ——MsG
—J F 4 Readirite Message
0 EM Cantrol MG12:0
Setup Screen

CEN
—CDN)—
—ERD—

[REER1}

i

1 Inthe MSG object, click SETUP SCREEN in the MSG object to complete the
configuration of the MSG instruction. This displays the following dialog box.
MSG - Rung #2:1 - MG17:0 ==
This PLC-5 Contral Bits
Cammunication Cammand : [PLC-5 Typed White lamare if timed out (TO]: E
Data Table Address : @ To be retried [MA): m
Size in Elements : 10 tuwaiting Execution [Ew): [0 ]
Fort Number. |2 Continuous Run [CD]:E
X Errar [ER]: |E|
Targst Devics Mezzage done [DN]: E
Data Tatle Addlress: Message Transmitting [ST): m
MultiHop: Message Enabled [EN): E
Error
Ermor Code(Hex]: 0
Ermar Description
Mo erraors
2 Select the CoMmmMUNICATION COMMAND to execute from the following list of

supported commands.
PLC5 Type Write

O O O O

PLC2 Unprotected Write
PLC5 Typed Write to PLC
PLC Typed Logical Write
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3 Set the TARGET DEVICE DATA TABLE ADDRESS to a valid file element (such
as,N11:0) for SLC and PLC5 messages. For the PLC2 Unprotected Write
message, set the address to the database index (such as, 1000) for the

command.

4 Set the MULTIHOP option to YES.
5 Complete MULTIHOP tab portion of the dialog box as shown in the following

image.

MSG - Rung #2:1 - MG17:0

[E=8 Hol

Ing =Add Hop

Del = Remove Hop

From Device

| Fram Port | ToAddress Type

| ToAddress

Thiz PLCS
ControlLogis Backplane

2 EtherMet IP Device [str]
M8 Backplane Slot[dec):

192.168.0.7

6 Set the To ADDRESS value to the gateway’s Ethernet IP address.
7 Press the INS key to add the second line for ControlLogix Backplane and set

the slot number to zero.

PLC5 Read Commands

Read commands transfer data to the PLC5 processor from the gateway. The
following diagram shows an example rung that executes a read command.

= MG12:0 MG13:0 MS
E 4 Readiwtite Message | —(EN>———
[l = Control MG130 (DN =
Setup Screen FER>—
MG12:0
AU

[y
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1

In the MSG object, click SETUP SCREEN in the MSG object to complete the
configuration of the MSG instruction. This displays the following dialog box.

MSG - Rung #2:1 - MG17:0

[E=N HCE 5

| huiton |

Thiz PLC-5

Target Device

Ermar Description

Mo errars

Contral Bits

Communication Command : [SLC Typed Logical Read ]

lgrore if timed out [TO]: E

Diata Table Address :
Size in Elements :
Part Mumber:

Data Table Address:
MultiHap:

N1 To be retiied M) [0 ]
E Auwaiting Execution (E4): m
[z ] Continuous Run (00 [0 ]
Ermor [ER]: m

Mezzage done [DN]:

H11:0 Meszage Transmitting [ST]: m
Meszage Enabled [EM]: E

Error

Eror Code(Hex]: 0

Select the COMMUNICATION COMMAND to execute from the following list of

supported commands.
PLC5 Type Read

O O O O

PLC2 Unprotected Read
PLC5 Typed Read to PLC
PLC Typed Logical Read

Set the TARGET DEVICE DATA TABLE ADDRESS to a valid file element (such
as, N11.:0) for SLC and PLC5 messages. For the PLC2 Unprotected Read
message, set the address to the database index (such as, 1000) for the

command.

Set the MULTIHOP option to YES.
Complete the MuLTIHOP tab portion of the dialog box as shown in the

following image.

MSG - Rung #2:1 - MG17:0 E=n NER(F
Ins = Add Hop Del = Remove Hop
From Device | Fram Port | ToAddress Type | ToAddress
Thiz PLCS EtherMet IP Device [str] 192.168.0.%
ControlLogix Backplane M8, Backplane Slot[dec): 0

6 Set the To ADDRESS value to the gateway’s Ethernet IP address.
7 Pressthe INS key to add the second line for ControlLogix Backplane and set

the slot number to zero.
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PLC-5 Sub-Element Fields

This section contains information specific to the PLC-5 processor when using the
PCCC command set. The commands specific to the PLC-5 processor contain a
sub-element code field. This field selects a sub-element field in a complex data
table. For example, to obtain the current accumulated value for a counter or
timer, set the sub-element field to 2. The following tables show the sub-element

codes for PLC-5 complex data tables.

Timer / Counter

Code Description
0 Control

1 Preset

2 Accumulated
Control

Code Description
0 Control

1 Length

2 Position

PD

All PD values are floating point values, they are two words long.
Code Description
0 Control

2 SP

4 Kp

6 Ki

8 Kd

26 PV

BT

Code Description
0 Control

1 RLEN

2 DLEN

3 Data file #

4 Element #

5 Rack/Grp/Slot

ProSoft Technology, Inc.

November 8, 2017

Page 79 of 211



EIP Protocol PLX3x Series ¢ Multi-Protocol Gateways
User Manual

MG

Code Description
0 Control

1 Error

2 RLEN

3 DLEN

5.4.3 ControlLogix and CompactLogix Processor Specifics

Messaging from a ControlLogix or CompactLogix Processor

Use the MSG instruction to exchange data between a Control/CompactLogix
processor and the gateway. There are two basic methods of data transfer
supported by the gateway when using the MSG instruction: encapsulated PCCC
messages and CIP Data Table messages. You can use either method.

Encapsulated PCCC Messages

This section contains information specific to the Control/CompactLogix processor
when using the PCCC command set. The current implementation of the PCCC
command set does not use functions that can directly access the Controller Tag
Database. In order to access this database, you must use the table-mapping
feature in RSLogix 5000. RSLogix 5000 permits assigning Controller Tag Arrays
to virtual PLC 5 data tables. The PLX3x gateway using the PLC 5 command set
defined in this document can then access this controller data.

PLC5 and SLC5/05 processors containing an Ethernet interface use the
encapsulated PCCC message method. The gateway simulates these devices
and accepts both read and write commands.

Encapsulated PCCC Write Message

Write commands transfer data from the processor to the gateway. The gateway
supports the following encapsulated PCCC commands:

e PLC2 Unprotected Write
o PLC5 Typed Write
e PLC5 Word Range Write
e PLC Typed Write
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The following diagram shows an example rung that executes a write command.

riteData

writemsg EN

MG

0 —E

=
FrC

Type - PLCS Word Range Wite
Message Control

e

writemag |Z| —Dh—

—ER—

WiriteData
U

1 Inthe Message Configuration dialog box, define the data set to be transferred
from the processor to the gateway as shown in the following image.

Message Configuration - WriteMSG @
Corfiguration” | Communication® | Tag
Meszage Type: | PLCS 'whard Range 'white - |
Source Element: pleSdatall] - Mew Tag...
Murnber Of Elementz; 10 : [16-hit integers]
Drestination Element:  M10:0
3 Enable  r Enable waiting ) Start 3 Done Done Length: 0
2 Enor Code: Extended Ermor Code: Timed Out €
Error Path:
Error Text:
[ ak. ] | Cancel | | Apply | | Help |

2 Complete the dialog box for the data area to be transferred.

o For PLC5 and SLC messages, set the DESTINATION ELEMENT to an
element in a data file (such as, N10:0).

o Forthe PLC2 Unprotected Write message, set the DESTINATION ELEMENT
to the address in the gateway’s internal database. This cannot be set to a
value less than ten. This is not a limitation of the gateway but of the

RSLogix software.

o For a PLC2 Unprotected Write or Read function, enter the database

address in octal format.
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3 Click the CoMMUNICATION tab and complete the communication information

as shown in the following image.

Message Configuration - WriteM5G

Configuration® | Communication” | Tag

sl

@ Path; Enet, 2,132168.0.075

Broadcast:

Communication Method

Error Path:
Erraor Text:

@ CIP DH+ A
CIP with 0
Source (D
Connected Cache Connections
) Enable  » Enable Waiting ) Start ) Done
2 Error Code: Extended Eror Code:

-

Done Length: 0

Browse...

0
1]

Large Connection

Timed Out &

[

(1]

J|

Cancel

Apply Help |

4 Make sure you select CIP as the COMMUNICATION METHOD. The PATH
specifies the message route from the processor to the EIP gateway. Path
elements are separated by commas. In the example path shown:

o The first element is "Enet", which is the user-defined name given to the
1756-ENET gateway in the chassis (you can substitute the slot number of

the ENET gateway for the name)
o The second element, "2", represents the Ethernet port on the 1756-ENET

gateway.

o The last element of the path, "192.168.0.75" is the IP address of the
gateway, which is the target for the message.
More complex paths are possible if routing to other networks using multiple 1756-
ENET gateways and racks. Refer to the ProSoft Technology Technical Support
Knowledgebase for more information on Ethernet routing and path definitions
(www.prosoft-technology.com/support).

Encapsulated PCCC Read Message

Read commands transfer data from the gateway to a processor. The gateway
supports the encapsulated PCCC commands:

PLC2 Unprotected Read
PLC5 Typed Read

PLC5 Word Range Read
PLC Typed Read
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The following diagram shows an example rung that executes a read command.

weriternsg D rea EM M
1 JE 3 Type - PLCS Word Range Read —En|
Meszage Contral readmag |Z| ==
—ER—
weritemag DM
il

1

In the Message Configuration dialog box, define the data set to be transferred

from the processor to the gateway as shown in the following image.

Message Configuration - WriteMSG @
Corfiguration” | Communication® | Tag
Meszage Type: PLCE word Range Read - |
Source Element: N10:0
Mumber OF Elements: 10 < [1B-bit integers)
Diestination Element:  PicSdata[10] - Mew Tag...
3 Enable  r Enable waiting ) Start @ Done Done Length: 0
2 Enor Code: Extended Ermor Code: Timed Out €
Error Path:
Error Text:
[ ak. ] | Cancel | | Apply | | Help |

2 Complete the dialog box for the data area to be transferred.
For PLC5 and SLC messages, set the SOURCE ELEMENT to an element in

a data file (such as, N10:0).

For the PLC2 Unprotected Read message, set the SOURCE ELEMENT to
the address in the gateway’s internal database. This cannot be set to a
value less than ten. This is not a limitation of the gateway but of the

RSLogix software.

(¢]
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3 Click the CoMMUNICATION tab and complete the communication information

as shown in the following image.

Message Configuration - WriteM5G

Configuration® | Communication” | Tag

@ Path: Enet 2,132168.0.75

Broadcast:

Communication Method

@ CIP DH+ A
CIP with 0
Source (D
Connected
3 Enable 3 Enable Waiting ) Start
2 Error Code: Extended Eror Code:

Error Path:
Erraor Text:

Cache Connections

@ Done

-

Done Length: 0

sl

Browse...

0
1]

Large Connection

Timed Out &

[ o

J|

Cancel

Help |

Apply

4 Make sure you select CIP as the COMMUNICATION METHOD. The PATH
specifies the message route from the processor to the EIP gateway. Path
elements are separated by commas. In the example path shown:

o The first element is "Enet", which is the user-defined name given to the
1756-ENET gateway in the chassis (you can substitute the slot number of

the ENET gateway for the name)

o The second element, "2", represents the Ethernet port on the 1756-ENET

gateway.

o The last element of the path, "192.168.0.75" is the IP address of the
gateway, and the target for the message.
More complex paths are possible if routing to other networks using multiple 1756-
ENET gateways and racks. Refer to the ProSoft Technology Technical Support
Knowledgebase for more information on Ethernet routing and path definitions

(www.prosoft-technology.com/support).
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CIP Data Table Operations

You can use CIP messages to transfer data between the ControlLogix or
CompactLogix processor and the gateway. Tag names define the elements to be
transferred. The gateway supports both read and write operations.

CIP Data Table Write

CIP data table write messages transfer data from the processor to the gateway.
The following diagram shows an example rung that executes a write command.

writeData

swritemag EN

MG

—E

1

=
FrC

Type - CIP Data Table Wi
Message Control

ite

writemsg |Z|

e
_(DN)_
—ER—

WiriteData
U

In the Message Configuration dialog box, define the data set to be transferred

from the processor to the gateway as shown in the following image.

Meszage Type:

Source Element:
Mumber OF Elemnents:

Destination Element:

2 Enable

2 Error Code:
Error Path:
Erraor Text:

3 Enable W/ aiting

Message Configuration - WriteM5G

Corfiguration™ | Communication® | Tag

[CIP Data Table Wiite

plchdatal0]

-

10

int_data[0]

) Start
Extended Eror Code:

) Done

Mew Tag...

Done Length: 0
Timed Out &

sl

[ Ok ]| Cancel ||

Apply Help

2 Complete the dialog box for the data area to be transferred. CIP Data Table
messages require a tag database element for both the source and

destination.

The SOURCE TAG is a tag defined in the Controller Tag database.

The DESTINATION ELEMENT is the tag element in the gateway.

The gateway simulates a tag database as an array of elements defined by
the maximum register size for the gateway with the tag name INT_DATA
(with the maximum value of int_data[3999]).
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3 Inthe previous example, the first element in the database is the starting
location for the write operation of ten elements. Click the COMMUNICATION tab
and complete the communication information as shown in the following

image.

Message Configuration - WriteM5G

Configuration® | Communication” | Tag

sl

@ Path; Enet, 2,132168.0.075

Broadcast:

Communication Method
@ P DH+

CIP with

Source (D

Connected

2 Enable

2 Error Code:
Error Path:
Erraor Text:

3 Enable W/ aiting

Cache Connections

) Start ) Done

Extended Eror Code:

-

Done Length: 0

Browse...

0
1]

Large Connection

Timed Out &

Cancel

Lok ]

Apply | | Help |

4 Make sure you select CIP as the COMMUNICATION METHOD. The PATH
specifies the message route from the processor to the EIP gateway. Path
elements are separated by commas. In the example path shown:

o The first element is "Enet", which is the user-defined name given to the
1756-ENET gateway in the chassis (you can substitute the slot number of
the ENET gateway for the name)

o The second element, "2", represents the Ethernet port on the 1756-ENET
gateway.

o The last element of the path, "192.168.0.75" is the IP address of the
gateway, which is the target for the message.

More complex paths are possible if routing to other networks using multiple 1756-

ENET gateways and racks. Refer to the ProSoft Technology Technical Support

Knowledgebase for more information on Ethernet routing and path definitions

(www.prosoft-technology.com/support).
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CIP Data Table Read

CIP data table read messages transfer data to the processor from the gateway.
The following diagram shows an example rung that executes a read command.

writernsg D reac EM WSG
1 JE 3 Type - CIP Data Table Read —En|
Meszage Contral readmag |Z| ==
—ER—
wweritemsg DM
il

1 Inthe Message Configuration dialog box, define the data set to be transferred
from the processor to the gateway as shown in the following image.

Message Configuration - WriteM5G

=5

Corfiguration™ | Communication® | Tag

Meszage Type: | CIF Data Table Read -

Source Elsment: imt_data[50]

Mumber Of Elements: 10 —

Destination Element:

2 Enable
3 Eror Code:

2 Enable 'Waiting

plcBdata[R0]

2 Start
Extended Emor Code:

3 Dane

MNew Tag...

Done Length; O
Timed Out &

Error Path:
Erraor Text:

[ Ok ] | Cancel | | Apply | | Help |

2 Complete the dialog box for the data area to be transferred. CIP Data Table
messages require a tag database element for both the source and
destination.

The DESTINATION TAG is a tag defined in the Controller Tag database.
The SOURCE ELEMENT is the tag element in the gateway.

The gateway simulates a tag database as an array of elements defined by
the maximum register size for the gateway (user configuration parameter
"Maximum Register" in the [Gateway] section) with the tag hame
INT_DATA.
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3 Inthe previous example, the first element in the database is the starting
location for the read operation of ten elements. Click the COMMUNICATION tab
and complete the communication information as shown in the following

image.
Message Configuration - WriteM5G @
Configuration® | Communication” | Tag
@ Path: Enet2,192.168.0.75 Browse...
Broadcast:
Communication Method
@ CP DH+ A b
CIP with 0 . 0
Source (D .
Connected Cache Connections € Large Connection
3 Enable 3 Enable Waiting ) Start @ Done Done Length: 0
2 Error Code: Extended Eror Code: Timed Out &
Error Path:
Erraor Text:
[ Ok, ] | Cancel | | Apply | | Help |

4 Make sure you select CIP as the COMMUNICATION METHOD. The PATH
specifies the message route from the processor to the EIP gateway. Path
elements are separated by commas. In the example path shown:

o The first element is "Enet", which is the user-defined name given to the
1756-ENET gateway in the chassis (you can substitute the slot number of
the ENET gateway for the name)

o The second element, "2", represents the Ethernet port on the 1756-ENET
gateway.

o The last element of the path, "192.168.0.75" is the IP address of the
gateway, which is the target for the message.

More complex paths are possible if routing to other networks using multiple 1756-

ENET gateways and racks. Refer to the ProSoft Technology Technical Support

Knowledgebase for more information on Ethernet routing and path definitions

(www.prosoft-technology.com/support).
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5.4.4 EIP Command Entry Form
Use the following form to design the application’s command list.
Gateway Information Data Device Information Data
Column # | 1 2 3 4 5 |6 7 8 9 |10 |11 |12
Function |Enable |Internal |Poll Count |Swap |IP Slot Function [ Function Parameters
Code Code Address | Interval Code | Address | Number | Code
Time
IP Address = IP address of processor to reach
Slot Number = -1 for PLC5 & SLC, processor slot number of ControlLogix
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6

6.1

MBTCP Protocol

In This Chapter
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MBTCP Functional Overview

You can use the PLX3x gateway Modbus TCP/IP (MBTCP) protocol to interface
many different protocols into the Schneider Electric Quantum family of
processors as well other devices supporting the protocol. The MBTCP protocol
supports both client and server connections.

The gateway supports a client connection on the TCP/IP network to interface
with processors (and other server based devices) using a command list of up to
100 entries that you specify. The gateway stores the write commands for remote
processors in the gateway's lower memory. This is also where the gateway
stores data from read commands from other devices. See MBTCP Internal
Database (page 93) for more information.

Data in the lower memory of the gateway’s internal database is accessible for
read and write operations by any node on the network supporting the MBAP
(Service Port 502) or MBTCP (Service Ports 2000/2001) TCP/IP protocols. The
MBAP protocol (Port 502) is a standard implementation defined by Schneider
Electric and used on their Quantum processor. This open protocol is a modified
version of the Modbus serial protocol. The MBTCP protocol is an embedded
Modbus protocol message in a TCP/IP packet. The gateway supports up to five
active server connections on Service Ports 502, five additional active server
connections on Service Port 2000, and one active client connection.

The following illustration shows the functionality of the Modbus TCP/IP protocol.

PL¥3X MBTCP

Communication
Gatevays Server

Internal
Database

(Addresses O to MBTCP
3999 for Read/ Client
Write Registers)

MoMIEN dI/dDL Snqpajpy

——
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6.1.1 MBTCP General Specifications

The Modbus TCP/IP protocol allows multiple independent, concurrent Ethernet
connections. The connections may be all clients, all servers, or a combination of
both client and server connections.

10/100 MB Ethernet Communication port
e Supports Enron version of Modbus protocol for floating-point data
transactions
e Configurable parameters for the client including a minimum response delay of
0 to 65535 ms and floating-point support
Supports five independent server connections for Service Port 502
Supports five independent server connections for Service Port 2000
All data mapping begins at Modbus register 400001, protocol base O.
Error codes, network error counters, and port status data available in user
data memory

Modbus TCP/IP Client

e Actively reads data from and writes data to Modbus TCP/IP devices using
MBAP
e Up to 10 client connections with multiple commands to talk to multiple servers

Modbus TCP/IP Server

e The server driver accepts incoming connections on Service Port 502 for
clients using Modbus TCP/IP MBAP messages and connections on Service
Port 2000 (or other Service Ports) for clients using Encapsulated Modbus
messages.

e Supports multiple independent server connections for any combination of
Service Port 502 (MBAP) and Service Port 2000 (Encapsulated)

e Up to 20 servers are supported
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Parameter Description
Modbus Commands 1: Read Coil Status 15: Force (Write) Multiple Coils
Supported 2: Read Input Status 16: Preset (Write) Multiple Holding Registers
(client and server) 3: Read Holding Registers 22: Mask Write Holding Register (Slave Only)
4: Read Input Registers 23: Read/Write Holding Registers (Slave
5: Force (Write) Single Coil Only)
6: Preset (Write) Single Holding
Register
Configurable =  Gateway IP Address
Parameters: *  PLC Read Start Register (%MW)
(client and server) *  PLC Write Start Register (%MW)
=  Number of MBAP and MBTCP servers
=  Gateway Modbus Read Start Address
=  Gateway Modbus Write Start Address
Configurable =  Minimum Command Delay
Parameters: =  Response Timeout
(client only) *  Retry Count
= Command Error Pointer
Command List Up to 160 Modbus commands (one tag per command)
Status Data = Error codes reported individually for each command.
= High-level status data available from Modbus TCP/IP client (for example
PLC)
Command List Polling | Each command can be individually enabled or disabled; write-only-on-data-
change is available

6.1.2 MBTCP Internal Database

The internal database is central to the functionality of the PLX3x gateway. The
gateway shares this database between all the communications ports on the
gateway and uses it as a conduit to pass information from one protocol to
another device on one network to one or more devices on another network. This
permits data from devices on one communication port to be accessed and
controlled by devices on another communication port.

In addition to data from the client and server, you can map status and error
information generated by the gateway into the user data area of the internal
database. The internal database is divided into two areas:

o Upper memory for the module status data area. This is where the module
writes internal status data for the protocols supported by the module.
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o Lower memory for the user data area. This is where incoming data from
external devices is stored and accessed.

PLX3x Internal Memory

Upper memory is
UPPER MEMORY not accessible
Module Status Data Area through either
protocol
MBTCP protocol:
Server status data
stored in addresses
6200 to 6229
Client status data
stored in addresses
15500 to 15759
Second protocol status
data stored in other parts
of upper memory
LOWER MEMORY Lower memory
User Data Area read/write data
accessible through
Addresses 0 to 3999 either PLX3x
protocol

Either protocol in the PLX3x gateway can write data to and read data from the

user data area.

¢ If the module is acting as a client/master, you create commands to read data
from external client/server devices and store the data in a specific location in
the user data area.

¢ If the module is acting as a server/slave, the external client/master devices
write data to a specific location in the user data area.

Note: If you want to access module status data in the upper memory, you can use the data
mapping feature in the gateway to copy data from the module status data area to the user data
area. See Mapping Data in Module Memory (page 21). Otherwise, you can use the diagnostic
functions in ProSoft Configuration Builder to view module status data. For more information on the
module status data, see Network Diagnostics (page 104).
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Modbus TCP/IP Client Access to Database

The client functionality exchanges data between the PLX3x gateway's internal
database and data tables established in one or more Quantum processors or
other server based devices. The command list that you define in ProSoft
Configuration Builder specifies what data is to be transferred between the
gateway and each of the servers on the network. No ladder logic is required in
the processor (server) for client functionality, except to ensure that sufficient data
memory exists.

The following illustration describes the flow of data between the Ethernet clients
and the internal database.

Processor HNetwork Databases
[Slavel Client

Virtual
Database

IRead or
Tirie Funclion

1
I
f"—r?s_ Command
1
1
1
1
1
1
1
1

List

TCHIP
Server

Multiple Server Access to Database

The MBTCP gateway provides server functionality using reserved Service Port
502 for Modbus TCP/IP MBAP messages, as well as Service Ports 2000 and
2001 to support the TCP/IP Encapsulated Modbus version of the protocol used
by several HMI manufacturers. Server support in the gateway permits client
applications (for example: HMI software, Quantum processors, etc) to read from
and write to the gateway’s database. This section discusses the requirements for
attaching to the gateway using client applications.

The server driver supports multiple concurrent connections from several clients.
Up to five clients can simultaneously connect on Service Port 502 and five more
can simultaneously connect on Service Port 2000. The MBTCP protocol uses
Service Port 2001 to pass Encapsulated Modbus commands through from the
Ethernet port to the gateway’s serial port.
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When configured as a server, the gateway uses its internal database as the
source for read requests and the destination for write requests from remote
clients. Access to the database is controlled by the command type received in
the incoming message from the client. The following table specifies the
relationship of the gateway’s internal database to the addresses required in the
incoming Modbus TCP/IP requests.

Database Address Modbus Address
0 40001
1000 41001
2000 42001
3000 43001
3999 44000

The following virtual addresses are not part of the normal gateway user database
and are not valid addresses for standard data. However, these addresses may
be used for incoming commands that are requesting floating-point data.

To use addresses in this upper range requires that you configure the following
parameters in Prosoft Configuration Builder (PCB):

e Set the Float Flag in the MBTCP server configuration to YES

e Set the Float Start to a database address in the range below

e Set the Float Offset to a database address in the gateway user memory area
shown above.

Remember that, once this is done, all data above the Float Start address must be

floating-point data. See Configuring MBTCP Servers (page 97).

Database Address Modbus Address
4000 44001
5000 45001
6000 46001
7000 47001
8000 48001
9000 49001
9999 50000

The gateway must be correctly configured and connected to the network before
any attempt is made to use it. Use a network verification program, such as
ProSoft Discovery Service or the command prompt PING instruction, to verify
that other devices can find the gateway on the network. Use ProSoft
Configuration Builder to confirm proper configuration of the gateway and to
transfer the configuration files to and from the gateway.
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Modbus Message Routing: Port 2001

When Modbus messages are sent to the PLX3x gateway over the TCP/IP
connection to port 2001, the messages are routed by the gateway directly out the
serial communication port (Port O, if it is configured as a Modbus master). The
commands (whether a read or a write command) are immediately routed to the
slave devices on the serial port. Response messages from the slave devices are
routed by the gateway to the TCP/IP network to be received by the originating
host.

6.2 MBTCP Configuration

6.2.1 Configuring MBTCP Servers

This section contains database offset information used by the PLX3x gateway
MBTCP server when accessed by external clients. You can use these offsets to
segment the database by data type.

To configure the MBTCP Servers in PCB

1 In ProSoft Configuration Builder, click the [+] next to the gateway, then click
the [+] next to MBTCP Servers.

£-20 Default Project
B-Lal Default Location
B[l PLX31-MBTCP-MBS
E-J ,53!, Comment
FI;%;, MBTCP Servers

" 2

b1 MBTCP Client0

2 Double-click the second MBTCP Servers to display the Edit - MBTCP
Servers dialog box.

3 Inthe dialog box, click a parameter and then enter a value for the parameter.
Note that the Float Start and Float Offset parameters only appear if you set
Float Flag to Yes.

Edit - MBTCP Servers
Enron-Daniels Yes I Float Flag
Enron-Daniels Float Start 7000
Enron-Daniels Float Offset 1000 =]
Output Offset 0
Bit Input Offset 0
Holding Register Offset 0 .
Word Input Offset 0 SEIRIE
Connection Timeout 600 {
Definition:
Yes or No
This flag specifies if the
floating-point data access
functionality is to be
implemented. If the float flag is
set to Yes, Modbus functions 3,
& and 16 will interpret floating
point values for registers as
specified by the two following
parameters.
Reset Tag | Reset All |
oK | Cancel |
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Parameter

Value

Description

Float Flag
(Enron-Daniels)

Yes or No

Specifies if the floating-point data access functionality is
active.

YEs - Modbus functions 3, 6, and 16 interpret floating-point
values for registers as specified by Float Start and Float
Offset.

No - The gateway does not use floating point functionality.

Float Start

0 to 65535

This parameter only appears if Float Flag is Yes.

Specifies the first register of floating-point data if Float Flag
is Yes. All requests with register values greater than or
equal to this value are considered floating-point data
requests. For example, if you enter 7000, the gateway
considers all requests for registers 7000 and above as
floating-point data.

Float Offset

0 to 3999

This parameter only appears if Float Flag is Yes.

Specifies the start register for floating-point data in the
internal database. For example, if you enter 3000 and set
Float Start to 7000, data requests for register 7000 will use
the internal Modbus register 3000.

Output Offset

0 to 3999

This parameter applies if the port is configured as a slave.
Specifies the internal database address to use as the zero
address or starting point for binary output Coil data. Coil
data is read by Modbus Function Code 1 commands (Read
Coils) and written by Function Codes 5 (Force Single Coil)
or Function Code 15 (Force Multiple Coils). For example, if
you set this parameter to 50 and the gateway receives a
Function Code 1 command requesting Coil address 0
(virtual Modbus Coil address 00001 or 000001), the
gateway returns the value at register 50, bit 0 in the
gateway's database.

Bit Input Offset

0 to 3999

Specifies the offset address in the internal Modbus
database for network requests for Modbus function 2
commands. For example, if you set this value to 150, an
address request of O returns the value at register 150 in the
database.

Holding Register Offset

0 to 3999

Specifies the offset address in the internal Modbus
database for network requests for Modbus functions 3, 6, or
16 commands. For example, if you set this value to 50, an
address request of O returns the value at register 50 in the
database.

Word Input Offset

0 to 3999

Specifies the offset address in the internal Modbus
database for network requests for Modbus function 4
commands. For example, if you set the value to 150, an
address request of O returns the value at register 150 in the
database.

Connection Timeout

0 to 1200

Specifies the number of seconds the server waits to receive
new data. If the server does not receive any new data
during this time, it closes the connection.
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6.2.2 Configuring MBTCP Client [x]

The MBTCPClient [x] section of the configuration specifies the parameters for the
client to be emulated on the gateway. The command list for the client is entered

in a separate section.

To configure the MBTCP Client [x] in PCB

1 In ProSoft Configuration Builder, click the [+] next to the gateway, then click

the [+] next to MBTCP Client [X].

=0 Default Project
=) Default Location
= fi| PLX31-MBTCP-MBS
&1 g% Comment
788 MBTCP Servers
-8 MBTCP Client0
Phercr cien
B MBTCP Client 0 Commands
- g% MBTCP Client1

2 Double-click the second MBTCP Client [X] to display the Edit - MBTCP Client

[X] dialog box.

3 Inthe dialog box, click a parameter and then enter a value for the parameter.
Note that the Float Start and Float Offset parameters only appear if you set

Float Flag to YES.

Enron-Daniels Float Start 7000
Enron-Daniels Float Offset 2000

Command Error Delay 0 Comment:

MBAP Port Override Mo
Definition:

Use floating-point data type
(res/Mo)

Reset Tag [ Reset All

Edit - MBTCP Client 0
Minimum Command Delay 0 IFluat Flag
Response Timeout 100
Retry Count g >
Enron-Danisls Yoz

Cancel

OK [
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Parameter

Value

Description

Minimum Command
Delay

0 to 32767

Specifies the number of milliseconds to wait between the initial
issuance of a commands. You can use this to delay all
commands sent to slaves to avoid "flooding" commands on the
network. This parameter does not affect retries of a command as
they will be issued when failure is recognized.

Response Timeout

0 to 65535

Specifies the time in milliseconds that a client waits before re-
transmitting a command if no response is received from the
addressed server. The value you use depends on the type of
communication network, and the expected response time of the
slowest device on the network.

Retry Count

Oto 10

Specifies the number of times the gateway retries a command if
it fails.

Float Flag
(Enron-Daniels)

Yes or No

Specifies if the floating-point data access functionality is active.

YEs - Modbus functions 3, 6, and 16 interpret floating-point
values for registers as specified by Float Start and Float Offset.

No - The gateway does not use floating point functionality.

Float Start

0 to 32767

This parameter only appears if Float Flag is Yes.

Specifies the first register of floating-point data. The gateway
considers all requests with register values greater-than or equal
to this value as floating-point data requests. For example, if you
enter 7000, the gateway considers all requests for registers 7000
and above as floating-point data.

Float Offset

0 to 3998

This parameter only appears if Float Flag is Yes.

Specifies the starting register for floating-point data in the

gateway internal database. For example:

= If you set Float Offset to 3000 and set Float Start to 7000,
the gateway returns data as floating-point data for register
47001 (or 407001) actually comes from internal gateway
registers 3000 and 3001.

= If the requested address is 47002 (407002), the gateway
returns data from internal registers 3002 and 3003.

= If the requested address is 47101 (407101), the gateway
returns data from internal registers 3200 and 3201; and so
on.

Command Error Delay

0 to 300

Specifies the number of 100 millisecond intervals to turn off a
command in the error list after an error is recognized for the
command. If you set this to 0, there is no delay.

MBAP Port Override

Yes or No

Specifies whether to override the default port settings.

YES - The gateway uses MBAP format messages for all Server
Port values. The gateway does not use RTU through TCP.

No - The gateway uses standard Server Port 502 with MBAP

format messages. All other Server Port values use encapsulated
Modbus message format (RTU through TCP).
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6.2.3 Configuring MBTCP Client [x] Commands

The MBTCP Client [x] Commands section defines the Modbus TCP/IP
commands to be issued from the gateway to server devices on the network. You
can use these commands for data collection and/or control of devices on the
TCP/IP network.

To configure the MBTCP Client [x] commands in PCB

1 In ProSoft Configuration Builder, click the [+] next to the gateway, then click
the [+] next to MBTCP Client [x].

=3 Default Project
[=-_al Default Location
=-hl PLX31-MBTCP-MBS
[#]-g% Comment
[]-a% MBTCP Servers
)-g% MBTCP Client0
(B MBTCP Client 0
MBTCP Client 0 Commands
[#]-g% MBTCP Client1

2 Double-click MBTCP Client [x] Commands to display the Edit - MBTCP Client
[X] Commands dialog box.

3 Inthe dialog box, click AbD Row to add a command, then click EDIT Row to
enter values for the command.

You must construct a command list In order to interface the PLX3x gateway with
Modbus TCP/IP server devices. The commands in the list specify the server
device to be addressed, the function to be performed (read or write), the data
area in the device to interface with and the registers in the internal database to
be associated with the device data. The client command list supports up to 16
commands per client. The gateway processes the command list from top
(command #0) to bottom.

The following table describes the command list configuration parameters:

Parameter Value Description
Enable YES Specifies if the command is to be executed and under what conditions.
NO No (0) - the command is disabled and is not executed in the normal
CONDITONAL | polling sequence.
YEs (1) - the command is executed upon each scan of the Command
List if the Poll Interval is set to zero (0). If the Poll Interval is set to a non-
zero value, the command is executed when the interval timer for that
command expires.
CONDITIONAL (2) - the command is executed only if the internal bit data
associated with the command changes. This parameter is valid for write
commands (FC 5, 6, 15 and 16).
Internal 0 to 3999 (for Specifies the database address in the gateway's internal database to
Address register-level use as the destination for data from a read command, or as the source
addressing) for data sent by a write command. The database address is interpreted
or as a hit address or a 16-bit register (word) address, depending on the
0 to 63999 (for Modbus Function Code used in the command.
bit-level =  For Modbus functions 1, 2, 5, and 15, this parameter is interpreted
addressing) as a bit-level address.
=  For Modbus functions 3, 4, 6, and 16, this parameter is interpreted
as a register-level address.
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Parameter Value Description
Poll Interval 0 to 65535 Specifies the minimum interval between executions of continuous
commands. The value is in tenths of a second. If you enter a value of
100, the command executes no more frequently than once every 10
seconds.
Reg Count 1 to 125 (for Specifies the number of 16-bit registers or binary bits to be transferred
registers) by the command.
or =  Modbus functions 5 and 6 ignore this field as they apply only to a
1 to 800 (for single data point.
coils) =  For Modbus functions 1, 2, and 15, this parameter sets the number
of bits (inputs or coils) transferred by the command.
=  For Modbus functions 3, 4, and 16, this parameter sets the number
of registers transferred by the command.
Swap Code No Change Specifies if and how the order of bytes in data received or sent is to be
Word Swap rearranged. Different manufacturers store and transmit multi-byte data in
different combinations. You can use this parameter when dealing with
Word and Byte X ' . )
Swap floating-point or other multi-byte values, as there is no standard method
Bvte S of storing these data types. You can set this parameter to rearrange the
yte Swap byte order of data received or sent into an order more useful or
convenient for other applications.
No cHANGE (0) - No change is made in the byte ordering (1234 = 1234).
WOoRD SwaP (1) -The words are swapped (1234=3412).
WORD AND BYTE SWAP (2) - The words are swapped, then the bytes in
each word are swapped (1234=4321).
BYTE SwAP (3) - The bytes in each word are swapped (1234=2143).
These swap operations affect 4-byte (2-word) groups of data. Therefore,
data swapping using Swap Codes should be done only when using an
even number of words, such as 32-bit integer or floating-point data.
Node IP XXX XXX XXX. XXX | IP address of the device being addressed by the command.
Address
Serv Port 502 or other Service Port on which communication will occur. Use a value of 502
supported port when addressing Modbus TCP/IP servers that are compatible with the
on server Schneider Electric MBAP specifications (this will be most devices). If the
server device supports another Service Port, enter the Service Port
value for this parameter.
Slave 1lto255(0isa Specifies the node address of a remote Modbus Serial device through a
Address broadcast) Modbus Ethernet to Serial converter.
Note: Most Modbus devices only accept addresses in the range of 1 to
247, so check with the slave device manufacturer to see if the slave
device can use addresses 248 to 255.
If the value is set to zero, the command will be a broadcast message on
the network. The Modbus protocol permits broadcast commands for
write operations. Do not use node address O for read operations.
Modbus 1,2,3,4,5,6, Specifies the Modbus Function Code to be executed by the command.
Function 15, or 16 These function codes are defined in the Modbus protocol. More

information on the protocol is available from www.modbus.org
(http://www.modbus.org) or see About the Modbus Protocol (page 108).
The following function codes are supported by the gateway.

1 - Read Coil Status

2 - Read Input Status

3 - Read Holding Registers
4 - Read Input Registers

5 - Force (Write) Single Coil
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Parameter Value Description
6 - Preset (Write) Single Register
15 - Force Multiple Coils
16 - Preset Multiple Registers
MB Address | Varies Specifies the starting Modbus register or bit address in the server to be
in Device used by the command. Refer to the documentation of each Modbus
server device for the register and bit address assignments valid for that
device.
The Modbus Function Code determines whether the address is a
register-level or bit-level OFFSET address into a given data type range.
The offset is the target data address in the server minus the base
address for that data type. Base addresses for the different data types
are:
= 00001 or 000001 (0x0001) for bit-level Coil data (Function Codes 1,
5, and 15).
= 10001 or 100001 (1x0001) for bit-level Input Status data (Function
Code 2)
= 30001 or 300001 (3x0001) for Input Register data (Function Code 4)
= 40001 or 400001 (4x0001) for Holding Register data (Function
Codes 3, 6, and 16).
= Address calculation examples:
= For bit-level Coil commands (FC 1, 5, or 15) to read or write a Coil
0X address 00001, specify a value of 0 (00001 - 00001 = 0).
= For Coil address 00115, specify 114
(00115 - 00001 = 114)
= For register read or write commands (FC 3, 6, or 16) 4X range, for
40001, specify a value of 0
(40001 - 40001 = 0).
= For 01101, 11101, 31101 or 41101, specify a value of 1100.
(01101 - 00001 = 1100)
(11101 -10001 = 1100)
(31101 - 30001 = 1100)
(41101 - 40001 = 1100)
Note: If the documentation for a particular Modbus server device lists
data addresses in hexadecimal (basel16) notation, you must convert the
hexadecimal value to a decimal value for this parameter. In such cases,
it is not usually necessary to subtract 1 from the converted decimal
number, as this addressing scheme typically uses the exact offset
address expressed as a hexadecimal number.
Comment Optional 32 character comment for the command.
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6.3

Network Diagnostics

6.3.1 MBTCP PCB Diagnostics

The best way to troubleshoot the MBTCP driver is to use ProSoft Configuration
Builder to access the diagnostic capabilities of the gateway through the Ethernet
debug port. For instructions on how to access the diagnostics, see Diagnostics
and Troubleshooting (page 27).

The following table summarizes the status information available in PCB for the
MBTCP driver:

Connection Type Submenu Item | Description
MBTCP Server Config Configuration settings for Server Connections.
Comm Status Status of the Server Connections. Displays a summary of the
requests, responses, and errors.
MBTCP Client [x] Config Configuration settings for Client [x] Connections.
Comm Status Status information for Client [x] commands. Displays a

summary of all the errors resulting from Client [x] commands.

Modbus Configuration for the Client [x] Modbus command list.
Commands
Modbus Cmd Current error codes for each command on the Client [X]

Errors (Decimal) |command list in decimal number format. A zero means there is
currently no error for the command.

Modbus Cmd Current error codes for each command on the Client [X]
Errors (Hex) command list in hexadecimal number format. A zero means
there is currently no error for the command.

6.3.2 MBTCP Status Data in Upper Memory

The MBTCP driver has an associated status data area located in the PLX3x
gateway’s upper memory. The Data Map functionality of the PLX3x gateway can
be used to map this data into the normal user data range of the PLX3x gateway’s
database.

Note that all the status values are initialized to zero (0) at power-up, cold boot
and during warm boot.

MBTCP Server Status Data

The following table lists the addresses in upper memory where the PLX3x
gateway stores status data for MBTCP servers:

Server Port Address Range
2000 11000 through 11009
502 11010 through 11019
2001 11020 through 11029
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The content of each server's status data area is structured the same. The
following table describes the content of each register in the status data area:

Offset

Description

Number of Command Requests

Number of Command Responses

Number of Command Errors

Number of Requests

Number of Responses

Number of Errors Sent

Number of Errors Received

Configuration Error Word

Current Error Code

Oolo|N]JOoO|lO|~|[W|IN|FL]|O

Last Error Code

MBTCP Client Status Data

The following table lists the addresses in upper memory where the PLX3x
gateway stores status data for each MBTCP Client:

Client Address Range

0 12000 through 12025
1 12026 through 12051
2 12052 through 12077

12208 through 12233

12234 through 12259

The content of each Client’s status data area is structured the same. The
following table describes the content of each register in the status data area:

Offset

Description

Command Request Count (total Client commands sent)

Command Response Count (total command responses received)

Command Error Count

Number of Request Packets

Number of Response Packets

Errors Sent

Errors Received

Reserved

Current Error

Olo|N|O|O|A|W|IN|[FL]|O

Last Error
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e Offsets 8 and 9 contain information about the most recent communication
errors.

e The Current Error (offset 8) has a non-zero value if the currently executing
client command experiences an error.

e The Last Error (offset 9) stores the most recent non-zero value error code
that was reported by the client the last time it experienced an error. Note that
this value is protected. This register holds the last error value until you clear
the memory by a restart, reset, cold-boot, or warm-boot operation. Therefore,
any value here may be from an error that occurred at any time since the
PLX3x gateway was last restarted.

MBTCP Client Command List Error Data

The PLX3x gateway stores a status/error code in upper memory for each
command in each MBTCP client’s command list. The following table lists the
addresses in upper memory where the PLX3x gateway stores the command list
error data for each MBTCP Client:

Client Address Range
0 15510 to 15525
1 15536 to 15551
2 15562 to 15577

15718 to 15733
15744 to 15759

The first word in each client's command list error data area contains the
status/error code for the first command in the client's Command List. Each
successive word in the Command Error List is associated with the next command
in the client Command List. Therefore, the number of valid error values depends
on on the number of commands defined.

The structure of the command list error data area (which is the same for all
Clients) is displayed in the following table:

Offset Description

0 Command #1 Error Code
1 Command #2 Error Code
2 Command #3 Error Code
13 Command #14 Error Code
14 Command #15 Error Code
15 Command #16 Error Code

A non-zero error code for a command indicates an error.
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6.3.3 MBTCP Error Codes

Standard Modbus Exception Code Errors

These error codes are generated or returned on both the Controller and slave
ports. These codes are the standard Modbus errors.

Code Description

lllegal Function

lllegal Data Address

lllegal Data Value

Failure in Associated Device

Acknowledge

oW [IN|F

Busy, Rejected Message

MBTCP Client Specific Errors
These error codes are specific to the MBTCP client.

Code Description

-33 Failed to connect to server specified in command
-35 Wrong message length in the response

-36 MBTCP command response timeout (same as -11)
-37 TCP/IP connection ended before session finished

MBTCP Communication Error Codes

The gateway detects these command-specific error codes during initial command
list loading at gateway power-up or reset and are stored in the Command Error
List memory region.

Code Description
-2 Timeout while transmitting message
-11 Timeout waiting for response after request (same as -36)
253 Incorrect slave/server address in response
254 Incorrect function code in response
255 Invalid CRC/LRC value in response
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6.4

MBTCP Command List Error Codes

The PLX3x gateway detects these command-specific error codes during initial
command list loading at PLX3x gateway power-up or reset and are stored in the
Command Error List memory region.

Code Description

-40 Too few parameters

-41 Invalid enable code

-42 Internal address > maximum address
-43 Invalid node address (<0 or >255)
-44 Count parameter set to O

-45 Invalid function code

-46 Invalid swap code

MBTCP Reference

6.4.1 About the Modbus Protocol

Modbus is a widely-used protocol originally developed by Modicon in 1978. Since
that time, the protocol has been adopted as a standard throughout the
automation industry.

The original Modbus specification uses a serial connection to communicate
commands and data between master and server devices on a network. Later
enhancements to the protocol allow communication over Ethernet networks using
TCP/IP as a "wrapper" for the Modbus protocol. This protocol is known as
Modbus TCP/IP.

Modbus TCP/IP is a client/server protocol. The master establishes a connection
to the remote server. When the connection is established, the master sends the
Modbus TCP/IP commands to the server. The PLX3x gateway simulates up to 30
masters, and works both as a master and a server.

Aside from the benefits of Ethernet versus serial communications (including
performance, distance, and flexibility) for industrial networks, the Modbus TCP/IP
protocol allows for remote administration and control of devices over an Internet
connection. It is important to note that not all Internet protocols are implemented
in the module; for example, HTTP and SMTP protocols are not available.
Nevertheless, the efficiency, scalability, and low cost of a Modbus TCP/IP
network make this an ideal solution for industrial applications.

The PLX3x gateway acts as an input/output module between devices on a
Modbus TCP/IP network and the Rockwell Automation backplane and processor.
The module uses an internal database to pass data and commands between the
processor and the master and server devices on the Modbus TCP/IP network.
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Supported Function Codes

The format of each command in the list depends on the Modbus Function Code
being executed. The following table lists the Function Codes supported by the

PLX3x gateway.

Function Code | Definition Supported as master |Supported as server
1 Read Coil Status 0x X X
2 Read Input Status 1x X X
3 Read Holding Registers 4x | X X
4 Read Input Registers 3x X X
5 Set Single Coil 0x X X
6 Single Register Write 4x X X
8 Diagnostics X
15 Multiple Coil Write 0x X X
16 Multiple Register Write 4x | X X
17 Report Slave ID X
22 Mask Write 4X X
23 Read/Write X

Each command list record has the same general format. The first part of the
record contains the information relating to the communication module and the
second part contains information required to interface to the Modbus server

device.
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7 MBS Protocol

In This Chapter

< MBS Functional Overview
% MBS Configuration ..........cccuiiiiiieiiicciiiiee e
% MBS DiagNOSHCS ...vvviiieiieiiiiiiee et

@ MBS REFEIENCE ...

7.1 MBS Functional Overview

You can use the the PLX3x gateway Modbus Serial (MBS) protocol for both

master and slave connections. Each of the gateway serial port(s) is individually
configurable to communicate to separate networks.

e As a master, you can specify a command list of up to 100 entries. The

gateway stores the write command data in the gateway's lower memory. This

is also where the gateway stores data from read commands from other
devices. See MBS Internal Database (page 113) for more information.

e As a slave, data in the lower memory of the gateway's internal database is

accessible for read and write operations by a remote Modbus master.

The following illustration shows the functionality of the Modbus TCP/IP protocol:

PLE33
Communication
Gateways

Internal
Database

(Addresses D to
3999 for Read/
Write Registers)

——

MBS
Master

MBS
Slave

o snqpapy
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7.1.1 Modbus Serial Specifications

Command List

Up to 100 commands per Master port, each fully configurable for
Function Code, slave address, register to/from addressing and word/bit
count.

Supported Modbus
Function Codes

: Read Coil Status

: Read Input Status

: Read Holding Registers

: Read Input Registers

: Force (Write) Single Coll

: Preset (Write) Single Holding Register
15: Force (Write) Multiple Coils

16: Preset (Write) Multiple Holding Registers

o g b WNBE

Polling of Command
List

Configurable polling of command list, including continuous and on
change of data, and dynamically user or automatic enabled.

Status Data

Error codes available on an individual command basis. In addition, a
slave status list is maintained per active Modbus Master port.

Node Address

1 to 247 (software selectable)

RS Interface

RS232, RS422, and RS485

7.1.2 Modbus Master/Slave Port Specifications

Type

| Specifications

General Parameters

Internal Database

Up to 4000 registers (words) available.

Communication
parameters

Port 0: Baud Rate: 110 to 115K baud

Port 1, 2, 3: Baud Rate: 110 to 115K baud

Stop Bits: 1 or 2

Data Size: 5 to 8 bits

Parity: None, Even, Odd RTS Timing delays: 0 to 65535 milliseconds

Modbus Modes

RTU mode (binary) with CRC-16
ASCII mode with LRC error checking

Floating Point Data

Floating point data movement supported, including configurable support
for Enron implementation
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Type Specifications

: Read Coil Status

: Read Input Status

: Read Holding Registers

: Read Input Registers

: Force (Write) Single Coil

: Preset (Write) Single Register

15: Force(Write) Multiple Coils

16: Force (Write) Multiple Register

22: Mask Write Holding Register (Slave Only)
23: Read/Write Holding Registers (Slave Only)

Modbus Function
Codes

o OB WN P

Modbus Master

Command List Up to 100 command per Master port, each fully configurable for function,
slave address, register to/from addressing and word/bit count

Status Data Error codes available on an individual command basis. In addition, a
slave status list is maintained per active Modbus Master port.

Polling of command list | Configurable polling of command list, including continuous and on change

of data
Modbus Slave
Node address 1 to 247 (software selectable)
Status Data Error codes, counters and port status available per configured slave port

starting at register 4400.

7.1.3 MBS Internal Database

The internal database is central to the functionality of the PLX3x gateway. The
gateway shares this database between all the communications ports on the
gateway and uses it as a conduit to pass information from one protocol to
another device on one network to one or more devices on another network. This
permits data from devices on one communication port to be accessed and
controlled by devices on another communication port.

In addition to data from the client and server, you can map status and error
information generated by the gateway into the user data area of the internal
database. The internal database is divided into two areas:

o Upper memory for the module status data area. This is where the module
writes internal status data for the protocols supported by the module.

e Lower memory for the user data area. This is where incoming data from
external devices is stored and accessed.
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PLX3x Internal Memory

""-—-_-—-"""
S——

UPPER MEMORY
Module Status Data Area

MBS protocol status data
stored in addresses
4400 to 5964

Second protocol status
data stored in other parts
of upper memory

e =]

LOWER MEMORY
User Data Area

Addresses 0 to 3999

—

Upper memory is
not accessible
through either
protocol

Lower memory
read/write data
accessible through
either PLX3x
protocol

Either protocol in the PLX3x gateway can write data to and read data from the

user data area.
If the module is acting as a client/master, you create commands to read data
from external client/server devices and store the data in a specific location in

the user data area.
If the module is acting as a server/slave, the external client/master devices
write data to a specific location in the user data area.

Note: If you want to access module status data in the upper memory, you can use the data
mapping feature in the gateway to copy data from the module status data area to the user data
area. See Mapping Data in Module Memory (page 21). Otherwise, you can use the diagnostic
functions in ProSoft Configuration Builder to view module status data. For more information on the
module status data, see MBS Diagnostics (page 123).
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Modbus Port Access to Database

The multiple slave support in the PLX3x gateway permits remote master
applications (such as HMI software and Quantum processors) to read from, and
write to the gateway’s database.

When you configure the gateway as a slave, its internal database is the source
for read requests and the destination for write requests from remote masters.
Access to the database is controlled by the command type in the incoming
message from the remote master. The following table defines the relationship of
the gateway’s internal database to the addresses required in the incoming
Modbus requests.

Database Address Modbus Address

0 40001 (five-digit addressing) or 400001 (six-digit addressing)
1000 41001 or 410001

2000 42001 or 420001

3000 43001 or 430001

3999 44000 or 440000

7.2 MBS Configuration

7.2.1 Configuring MBS Port [X]

The Modbus Port [x] sections of the PCB Tree Window, where x stands for 1, 2,
3 or 4, set the Modbus master and slave port communication parameters and
specify the protocol-specific settings.

To configure the MBS Port [x] in PCB

1 In ProSoft Configuration Builder, click the [+] next to the gateway, then click
the [+] next to MBS Port [x].

=] Default Project
=l-{] Default Project
- (Ga) Default Location
=- [l PLX31-mmm-MBS
[#-g% Comment
* &% Protocol1 Configuration

=-g% MBS Port1
e} Modbus Port 1
Bl Modbus Port1 Commands
[-% CommonNet
£ Ethemet Configuration

2 Double-click the Modbus Port [X] to display the Edit - Modbus Port [x] dialog
box.
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3 Inthe dialog box, click a parameter and then enter a value for the parameter.
Note that the Float Start and Float Offset parameters only appear if you set
Float Flag to YES.

Edit - Modbus Port 1 e
Enabled No | Float Flag
RS Interface RS-232
Tyee Siave -
Enron-Daniels Yes
Enren-Daniels Float Start 7000
Enron-Daniels Float Offset 2000 .
Protocol RTU eyl
Baud Rate 19200 [
Parity None e
Dats Bits e Definition:
Stop Bits 1 Use fleating data type (Yes/Mo) =«
RTS On 1
RTS Off 1
Minimum Response Delay 1
Use CTS Line No
Internal Slave 1D 1
Bit Input Offsst 0
Word Input Offset i}
Qutput Offset 0
Holding Register Offset o
End of Message Delay o
Reset Tag | Reset all |
oK | Cancel |
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Parameter |Value Description
Enabled Yes or No | Specifies if the port will be used.
No - The gateway does not use the port.
YES - The gateway uses the port.
RS Interface | RS-232 Specifies the electrical interface for the ports.
RS-485
RS-422
Type Master Specifies if the port emulates a master or slave device.
or MASTER - The gateway initiates Modbus commands to one or more Modbus
Slave devices
SLAVE - The gateway responds to Modbus commands initiated by a Modbus
master
Float Flag Yes or No [ This parameter only appears if Float Flag is Yes.
(Enron- Specifies if the gateway implements floating-point data access. If the float flag
Daniels) is set to Yes, Modbus functions 3, 6, and 16 interpret floating-point values for
registers as specified by the two following parameters (Float Start and Float

Offset).

Float Start | 0to 32767 | This parameter only appears if Float Flag is Yes.

Specifies the first register of floating-point data. All requests with register
values greater than or equal to this value are considered floating-point data
requests. For example, if you enter a value of 7000, the gateway considers all
requests for registers 7000 and above will as floating-point data.

Float Offset [0to 3998 [ This parameter only appears if Float Flag is Yes.

Specifies the start register for floating-point data in the internal database. For
example, if you enter a value of 3000 and set the Float Start parameter to
7000, data requests for register 7000 use the internal Modbus register 3000.

Protocol RTU or Specifies the Modbus protocol version for the port.
ASCII

Baud Rate | Various Specifies the baud rate for the port.

Parity None Specifies the type of parity checking to use. Parity is a simple error checking
0Odd algorithm used in serial communication. All devices communicating through
Even this port must use the same parity setting.

Data Bits 7o0r8 Specifies the number of data bits for each word for the protocol.
All devices on this port must use the same number of data bits.

Stop Bits lor2 Specifies the number of stop bits that signal the end of a character in the data
stream. For most applications, use one stop bit. For slower devices that
require more time to re-synchronize, use two stop bits.

All devices on this port must use the same number of stop bits.

RTS On 0 to 65535 | Specifies the number of milliseconds to delay data transmission after Ready
To Send (RTS) is asserted.
RTS Off 0 to 65535 | Specifies the number of milliseconds to delay after the last byte of data is sent

before the RTS modem signal is set low.

Use CTS YES or NO | Specifies if the Clear To Send (CTS) modem control line is used or not.
Line No - The gateway does not monitors the CTS line.

YEs - The gateway monitors the CTS line and it must be high before the
gateway sends data. Normally, this parameter is required when half-duplex

modems are used for communication (2-wire). This procedure is commonly
referred to as hardware handshaking.
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MBS Master Configuration Parameters

Parameter |Value Description

Response 0to 65535 | Specifies the command response timeout period in 1 millisecond increments.

Timeout This is the time that a port configured as a Master waits for a response from
the addressed slave before re-transmitting the command or skipping to the
next command in the Command List (see Retry Count). The value to specify
depends on the communication network and the expected response time
(plus or minus) of the slowest device on the network.

Retry Count |0to 10 Specifies the number of times the gateway retries a command if it fails.

End of 0to 65535 | Specifies a time delay in milliseconds added to the 3.5 character time delay

Message used by the module to recognize the end of a message. Certain applications

Delay may require validation of Modbus messages with more than 3.5 character
time between consecutive bytes (for example, modem applications). A value
of 0 causes the gateway to use the default end of message delay.

Minimum 0to 32767 | Specifies the number of milliseconds the gateway waits between receiving

Command the end of a slave's response to the most recently transmitted command and

Delay the issuance of the next command. You can use this parameter to place a
delay after each command to avoid sending commands on the network faster
than the slaves can receive them. This parameter does not affect retries of a
command, as the gateway issues retries when a command failure is
recognized.

Error Delay |0 to 60000 | Specifies the number of poll attempts to be skipped before trying to re-

Counter establish communications with a slave that has failed to respond to a
command within the time limit set by Response Timeout. After the slave fails
to respond, the master skips sending commands that would have been sent
to the slave until the number of skipped commands matches the value
entered in this parameter. This creates a sort of slow poll mode for slaves
that are experiencing communication problems.

Command |-1, 0 to 3900 | This parameter allows the execution of commands in the Command List to be

Control Reg controlled by setting a value of zero (0), one (1), two (2), or three (3) into a

100-register area of the gateway database, beginning at the address entered
in this parameter.

= If you specify an Enable code of zero (0) for all the commands in the list,
then no commands are executed.

= If you change the value in the first control register to one (1), the
gateway executes command zero continuously.

= If you set the value is the control register for a write command two (2),
the command is enabled for conditional writing, which causes the
gateway to execute the command whenever the values in the database
registers associated with the command change. Use the value of three
(3) only for bit-level write commands, FC 5 and 15. If you set the
parameter to three (3), the command is executed only if the internal bit
data associated with the command changes. It also clears the bit or bits
in the internal database after the write command is built.

= To use this feature, configure the commands as disabled (enable code =
0).

=  This Command Control feature can be disabled by setting this parameter
to a value of 0 to -1.

For information on the Command List, see MBS Port [x] Commands (page
120).
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MBS Slave Configuration Parameters
Parameter Value Description
Minimum 0to 65535 | Specifies the number of milliseconds the gateway waits before
Response Delay responding to a command received on the port from a remote Master.

This delay may be required to accommodate slower Master devices.

Internal Slave ID |0 to 247 Specifies the virtual Modbus slave address for the port. The gateway
processes any commands received on the slave port, addressed to this
address. Each slave device on the network must have a unique address.

Bit Input Offset 0 to 3998 Specifies the internal database address for the zero address or starting
point for binary Input Status data. Input Status data is read-only data,
requested by Modbus Function Code 2 commands (Read Input Status).
For example, if you set this parameter to 150 and a Function Code 2
command is received requesting Input Status address 0 (virtual Modbus
Address 10001 or 100001), the gateway returns the bit value at register
150, bit 0 in the gateway's database.

Word Input Offset |0 to 3998 Specifies the internal database address for the zero address or starting
point for Input Register (16-bit integer) data. Input Register data is read-
only data, requested by Modbus Function Code 4 commands (Read
Input Registers).

For example, if you set this parameter to 500 and a Function Code 4
command is received requesting Input Register address 0 (virtual
Modbus address 30001 or 300001), the module returns the value at
register 500 in the gateway's database.

Output Offset 0 to 3998 Specifies the internal database address for the zero address or starting
point for binary output Coil data. Coil data is read by Modbus Function
Code 1 commands (Read Coils) and written by Function Codes 5 (Force
Single Coil) or Function Code 15 (Force Multiple Coils).

For example, if you set this parameter to 50 and a Function Code 1
command is received requesting Coil address 0 (virtual Modbus Caoill
address 00001 or 000001), the gateway returns the value at register 50,
bit 0 in the gateway's database.

Holding Register [0to 3998 | Specifies the internal database address to for the zero address or
Offset starting point for Holding Register (16-bit integer) data. Holding Register
data is read by Modbus Function Code 3 commands (Read Holding
Registers) and written by Function Code 6 (Preset Single Register) or
Function Code 16 (Preset Multiple Registers).

For example, if you set this parameter to 1000 and a Function Code 3
command is received requesting Holding Register address 0 (virtual
Modbus address 40001 or 400001), the gateway returns the value at
register 1000 in the gateway's database.

End of Message [0 to 65535 |Specifies a time delay in milliseconds to be added to the 3.5 character
Delay time delay that the gateway uses to recognize the end of a message.
Certain applications may require validation of Modbus messages with
more than 3.5 character time between consecutive bytes (for example,
modem applications). A value of O causes the gateway to use the default
end of message delay.
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7.2.2 MBS Port [x] Commands

Use the Modbus Port [x] Commands (where x can be 1, 2, 3 or 4) sections of the
PCB tree Window to define a naster serial port Command List. This list holds the
parameters needed to poll slave devices attached to a Master port.

To configure the MBS Port [Xx] commands PCB

1 In ProSoft Configuration Builder, click the [+] next to the gateway, then click
the [+] next to MBS Port [X].

=L Default Project
(=l-{] Default Project
- (Ga) Default Location
=il PLG1-mmm-MBS
[#-g% Comment
* &% Protocol1 Configuration

g% MBS Port 1

i B Modbus Port1 Commands
[-% CommonNet
£ Ethemet Configuration

2 Double-click the Modbus Port [x] Commands to display the Edit - Modbus
Port [x] Commands dialog box.

3 Inthe dialog box, click ADD Row to add a command, then click EDIT Row to
enter values for the command.

Parameter |Value Description

Enable Disabled Specifies if the command is to be executed and under what conditions.
Continuous DisaBLED (0) - The command is disabled and is not executed in the
Event normal polling sequence. However, the command can still be activated
Command using Command Control.
Conditional ConTINuous (1) - The command is executed upon each scan of the

Command List if you set Poll Interval to zero (0). If you set Poll Interval
to a non-zero value, the gateway executes the command when the
interval timer for that command expires.

EVENT COMMAND (2) - The gateway executes the command only if the
internal data associated with the command changes. This parameter is
valid only for write commands (FC 5, 6, 15, and 16).

ConDITIONAL (3) - The gateway executes the command only if the
internal bit data associated with the command changes. It also clears the
bit or bits in the internal database after the write command is built. This
parameter is valid only for bit-level write commands (FC 5 and 15).

Internal 0 to 3999 (for Specifies the database address in the gateway's internal database for
Address register-level the destination for data from a read command, or as the source for data
addressing) for a write command. The database address is interpreted as a bit
or address or a 16-bit register (word) address, depending on the Modbus
0 to 63999 (for Function Code used in the command.
bit-level =  For Modbus functions 1, 2, 5, and 15, this parameter is interpreted
addressing) as a bit-level address.

=  For Modbus functions 3, 4, 6, and 16, this parameter is interpreted
as a register-level address.
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Parameter |Value Description
Poll Interval |0 to 65535 Specifies the minimum interval between executions of continuous
commands, in seconds. If you enter a value of 10, the command
executes no more frequently than once every 10 seconds.
Reg Count |1 to 125 (for Specifies the number of 16-bit registers or binary bits to be transferred
registers) by the command.
or = Modbus functions 5 and 6 ignore this field as they apply only to a
1 to 800 (for single data point.
coils) =  For Modbus functions 1, 2, and 15, this parameter sets the number
of bits (inputs or coils) to be transferred by the command.
=  For Modbus functions 3, 4, and 16, this parameter sets the number
of registers to be transferred by the command.
Swap Code [No Change Specifies if and how the order of bytes in data received or sent is
Word Swap rearranged. This option allows for the fact that different manufacturers
Word and Byte store and transmit multi-byte data in different combinations. This
Swap parameter is helpful when dealing with floating-point or other multi-byte
Bvie S values, as there is no one standard method of storing these data types.
yte swap You can set Swap Code to rearrange the byte order of data received or
sent into an order more useful or convenient for other applications.
No cHANGE (0) - No change is made in the byte ordering (1234 = 1234)
WOoRD SwaP (1) -The words are swapped (1234=3412)
WORD AND BYTE SWAP (2) - The words are swapped, then the bytes in
each word are swapped (1234=4321)
BYTE SwAP (3) - The bytes in each word are swapped (1234=2143)
These swap operations affect 4-byte (or 2-word) groups of data.
Therefore, you should use data swapping only when using an even
number of words, such as when 32-bit integer or floating-point data.
Node 1to 255 (0isa |Specifies the node address of the Modbus slave device.
Address broadcast) Note: Most Modbus devices only accept addresses in the range of 1 to
247, so check with the slave device manufacturer to see if a particular
slave can use addresses 248 to 255.
If you set the value to zero (0), the gateway broadcasts the command on
the network. The Modbus protocol permits broadcast commands for
write operations. Do not use node address 0 for read operations.
Modbus 1,2,3,4,5,6, |Specifiesthe Modbus Function Code executed by the command. These
Function 15, or 16 function codes are defined in the Modbus protocol. More information on

the protocol is available from www.modbus.org (http://www.modbus.org)
or see About the Modbus Protocol (page 108).) The following function
codes are supported by the gateway.

1 - Read Coil Status

2 - Read Input Status

3 - Read Holding Registers

4 - Read Input Registers

5 - Force (Write) Single Coil

6 - Preset (Write) Single Register
15 - Force Multiple Coils

16 - Preset Multiple Registers
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Parameter |Value Description
MB Address | Varies Specifies the starting Modbus register or bit address in the server for the
in Device command. Refer to the documentation of each Modbus server device for

the register and bit address assignments valid for that device.

The Modbus Function code determines whether the address is a
register-level or bit-level OFFSET address into a given data type range.
The offset is the target data address in the server minus the base
address for that data type. Base addresses for the different data types
are:

= 00001 or 000001 (0x0001) for bit-level Coil data (Function Codes 1,
5, and 15).

= 10001 or 100001 (1x0001) for bit-level Input Status data (Function
Code 2)

= 30001 or 300001 (3x0001) for Input Register data (Function Code
4)

= 40001 or 400001 (4x0001) for Holding Register data (Function
Codes 3, 6, and 16).

Address calculation examples:

=  For bit-level Coil commands (FC 1, 5, or 15) to read or write a Coil
0X address 00001, specify a value of 0 (00001 - 00001 = 0).

»= For Coil address 00115, specify 114
= (00115 - 00001 = 114)

=  For register read or write commands (FC 3, 6, or 16) 4X range, for
40001, specify a value of 0
(40001 - 40001 = 0).
= For 01101, 11101, 31101 or 41101, specify a value of 1100.
(01101 - 00001 = 1100)
(11101 -10001 = 1100)
(31101 - 30001 = 1100)
(41101 - 40001 = 1100)
Note: If the documentation for a particular Modbus server device lists
data addresses in hexadecimal (basel16) notation, you must convert the
hexadecimal value to a decimal value for this parameter. In such cases,
you usually do not have to subtract 1 from the converted decimal
number, as this addressing scheme typically uses the exact offset
address expressed as a hexadecimal number.
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MBS Diagnostics

7.3.1 MBS PCB Diagnostics

The best way to troubleshoot the MBS driver is to use ProSoft Configuration
Builder to access the diagnostic capabilities of the gateway through the Ethernet
debug port. For instructions on how to access the diagnostics, see Diagnostics
and Troubleshooting (page 27).

The following table summarizes the status information available in PCB for the
MBS driver:

Connection Type |Submenu ltem |Description

MBS Protocol
User Manual

MBS Port [x] Config Configuration settings for MBS Port [X].
Comm Status Status information for MBS Port [x] commands. Displays a
summary of all the errors resulting from MBS Port [X]
commands.
Slave Status Current poll status of each slave device on MBS Port [X].

Modbus Cmds Configuration for the MBS Port [x] Modbus command list.

Modbus Cmd Current error codes for each command on the MBS Port [X]
Errors (Decimal) | command list in decimal number format. A zero means
there is currently no error for the command.

Modbus Cmd Current error codes for each command on the MBS Port [X]
Errors (Hex) command list in hexadecimal number format. A zero
means there is currently no error for the command.

7.3.2 MBS Status Data in Upper Memory

Each Modbus port has an associated status data area located in the gateway’s
upper memory. The Data Map functionality of the gateway can be used to map
this data into the normal user data range of the gateway’s database. See
Mapping Data in Module Memory (page 21).

General Modbus Error and Status Data

The following table lists the starting addresses in upper memory where the
gateway writes general error and status data for each Modbus master or slave
port. Note that all the status values are initialized to zero (0) at power-up, cold
boot and during warm boot.

Modbus Port Starting Address
1 4400
2% 4800
3* 5200
4* 5600

*Status data for Ports 2 through 4 is only present in 4-port PLX3x gateways.
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Warning: None of these addresses are available in the Modbus address range. In order to access
this data through a Modbus request, you must move the data into the 0 to 3999 address range.
See Mapping Data in Module Memory (page 21).

Port 1 General Modbus Error and Status Layout

The addresses listed are for Port lonly. The format is the same for each port.
See General Modbus Error and Status Data (page 123) for the start address for

each port.

Example Internal Offset Description

Database Address

4400 0 Number of Command Requests
4401 1 Number of Command Responses
4402 2 Number of Command Errors
4403 3 Number of Requests

4404 4 Number of Responses

4405 5 Number of Errors Sent

4406 6 Number of Errors Received
4407 7 Configuration Error Code

4408 8 Current Error/Index

4409 9 Last Error/Index
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Slave Port: General Port State and ComState Status

Note: There are two additional port status parameters that are not available from the General
Modbus Error and Status Data area. The status values, Port State and Port ComState (circled in
red in the graphic below), can be found only in the PCB diagnostic menus under Comm Status for
a port.

Connection  Log  Module

3‘ p“ﬁ -E“:‘| |Il"i|
=y MES Part1 ~ e e - |
i Enabled oY
Retries H
md 10
~[d Modbus Cmds State :0
- Modbus Cmd Erors(Decimal) ComState 0
: Wodbus Crmd Errars{Hex) OF Err :8
5 Last Err :
: &MEE;?;;‘Z cfg Err 1 0x0000
Number of Command Requests :0
Cornm Stetus Number of Cmd Responses 10
d Slave Status Number of Command Errars 10
[ Modbus Cmds Number of Regquests 0
[ Modbus Cmd Erors(Decimal) Mumber of Responses i
" Modbus Cmd Ermors(Hex) - Number of Errors Received 10
- & MBS Port3 Number of Errors Send H
- [@ Coniig
-[d Comm Status i J

Fath "Ethernet-10.1 3.1649"

These status values are state registers. They are used as "scratchpad" areas by
the gateway firmware to keep track of the current logical state of activities on a
slave port. These state registers are constantly changing as the gateway
progresses through the various stages needed to process communication on the
serial ports. This processing happens faster than can be followed, unless a port
error causes the value to remain constant for some noticeable length of time.

The diagnostic screen display a snapshot of the data; that is, the current values
at the time they are displayed, but the module does not update the data. They
are not live-data screens. Therefore, to see a change in State or ComState, you
must repeatedly update the screen by pressing the appropriate menu key to have
the screen refreshed. Depending on the refresh timing you may or may not see a
change in the displayed values every time you call for an update.

The State register may display any of the following values:

State Value Description
-2 Preparing port, Flushing all buffers, Scan for RTS-Off, or Waiting for port
enable signal
-1 Waiting for receipt of data
0 Undefined state
1 Receiving a message from the Master
2 Building a slave response message
7 Modbus master is fetching next command
2000 Sending slave response to the Master
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The ComState register may display any of the following values:

ComsState Value Description

0 Port not sending data (Wait for send)

1 Setting up minimum Response Delay Timer

101 Waiting for Minimum Response Delay to timeout

2 Turning on RTS line and starting RTS-On Delay Timer

3 Waiting for RTS-On Delay timer to timeout

4 Sending data

5 Waiting for all data to be sent and starting RTS-Off Delay Timer

6 Waiting for RTS-Off Delay timeout and then turning OFF RTS line after timeout

Master Port: Command List Errors

The individual command errors for each master port are returned to the address
locations specified in the following table. Each port can have up to 100
commands configured. Each configured command uses one word of these data
areas to store a value representing the execution status from the most recent
command execution attempt. Note that all the status values are initialized to zero
(0) at power-up, cold boot and during warm boot.

Modbus Port Address Range
1 4410 to 4509
2% 4810 to 4909
3* 5210 to 5309
4* 5610 to 5709

*Status data for Ports 2 through 4 is only present in 4-port PLX3x gateways

Warning: None of these addresses are available in the Modbus address range. In order to access
this data through a Modbus request, you must move the data into the 0 to 3999 address range.
See Mapping Data in Module Memory (page 21).
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Port 1 Command Error List Layout

The first word in the specified register location contains the status/error code for
the first command in the port's Command List. Successive words in the
Command Error List are associated with corresponding commands in the list.

The addresses listed are for Port 1 only; but the format is the same for each port.
See Master Port: Command List Errors (page 126) for the start address for each

port.

Internal Database Offset Description

Address (Example)

4410 0 Command #1 Error Code
4411 1 Command #2 Error Code
4412 2 Command #3 Error Code
4413 3 Command #4 Error Code
4414 4 Command #5 Error Code
4507 97 Command #98 Error Code
4508 98 Command #99 Error Code
4509 99 Command #100 Error Code

Note that the gateway initializes the Command Error List tables to zero (0) at
power-up, cold boot, and warm boot. If a command executes successfully, the
value in the associated register remains at zero (0), indicating no command error
was detected. Any non-zero value in this table indicates the corresponding
command experienced an error.

The data in this table is dynamic and is updated each time a command is
executed. Therefore, if the command fails once and succeeds on the next
attempt, the error code from the previously failed attempt is overwritten with zero
and be lost. Error codes are not archived in the gateway's database. To see if the
port has experienced an error since the most recent restart and what the most
recently occurring error was, if any, you can check the Last Error/Index.
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Master Port: Modbus Slave List Status

The gateway stores Slave List Status values for each Master port in the address
locations specified in the following table. Note that all the status values are
initialized to zero (0) at power-up, cold boot and during warm boot.

Modbus Port Address Range
1 4510 to 4764
2% 4910 to 5164
3* 5310 to 5564
4* 5710 to 5964

*Status data for Ports 2 through 4 is only present in 4-port MBS gateways.

Warning: None of these addresses are available in the Modbus address range. In order to access
this data through a Modbus request, you must move the data into the 0 to 3999 address range.
See Mapping Data in Module Memory (page 21).

Port 1 Slave List Status Layout

The addresses listed are for Port 1 only; but the format is the same for each port.
See Master Port: Modbus Slave List Status (page 128) for the start address for

each port.

Internal Offset Description
Database

Address

(Example)

4510 0 Slave #1 Status
4511 1 Slave #2 Status
4512 2 Slave #3 Status
4513 3 Slave #4 Status
4514 4 Slave #5 Status

The slave status list contains the current poll status of each slave device on a
master port. Slaves attached to a master port can have one of three states.

Status Description

0 The slave has is not defined in the command list for the master port and is not polled
from the Command List.

1 The slave is configured to be polled by the master port and the most recent
communication attempt was successful.

2 The Master port failed to communicate with the slave device. Communication with the
slave is suspended for a user-defined period based on the scanning of the command list.
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Slaves are defined to the system when the gateway loads the Master Command
List during start-up and initialization. Each slave defined is set to a state value of
1 in this initial step. If the master port fails to communicate with a slave device
(timeout expired on a command, retries failed), the master sets the state of the
slave to a value of 2 in this status table. This suspends communication with the
slave device for a user-specified Error Delay Count.

When the master first suspends polling of a particular slave, it creates an Error
Delay Counter for this slave address and set the value in that counter equal to
the Error Delay Counter parameter in the configuration file. Then, each time the
gateway scans a command in the list that has the address of a suspended slave,
the gateway decrements the delay counter value. When the value reaches zero,
the gateway sets the slave state to 1. This re-enables polling of the slave.

The first word in the defined register locations contains the status code for slave
node address 1. Each successive word in the list is associated with the next
node in sequence, up to slave node address 247.

7.3.3 MBS Error Codes

These are error codes that are part of the Modbus protocol or are extended
codes unique to this gateway.

Standard Modbus Exception Code Errors

These error codes are generated or returned on both the Controller and slave
ports. These codes are the standard Modbus errors.

Code Description

lllegal Function

lllegal Data Address

lllegal Data Value

Failure in Associated Device

Acknowledge

ol |W[IN]|F

Busy, Rejected Message

Gateway Communication Error Codes

These gateway-specific error codes are also returned from the command polling
process and stored in the Command Error List memory area.

Code Description
-1 CTS modem control line not set before transmit
-2 Timeout while transmitting message
-11 Timeout waiting for response after request
253 Incorrect slave address in response
254 Incorrect function code in response
255 Invalid CRC/LRC value in response
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MBS Command List Error Codes

These command-specific error codes are detected during command list loading
at gateway reboot and are stored in the Command Error List memory area.

Code Description

-41 Invalid enable code

-42 Internal address > maximum address
-43 Invalid node address (<0 or > 255)
-44 Count parameter set to O

-45 Invalid function code

-46 All parameters set to 0

-47 All parameters set to -1

7.4 MBS Reference

For the Modbus Protocol Specifications, see About the Modbus Protocol (page
108).
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ASCII Protocol

In This Chapter

s ASCII Functional OVEIVIEW.........c.cocuuiiiiiiiieiiiieeeesiiie e siree e 131
% ASCI Configuration.........cccuiiiiiie e 138
4% ASCII DIAQNOSHCS .vvvveeeieiiiiiiiiee ettt e e 143

8.1 ASCII Functional Overview
You can use the ASCII protocol in the PLX3x gateway to interface many different
protocols into the Rockwell Automation family of processors, or other software-
based solutions. The ASCII driver permits the gateway to interface any ASCII
device to the many protocols and networks available. ASCII devices include
barcode scanners, weigh scales, many field instruments, printers, and terminals.
The driver supports one to four ports that provide accessibility from one to four
independent serial networks. The number of ports depends on your specific
gateway model.
The following illustration shows the functionality of the ASCII protocol:
PLE3X ASCH
Communication transmit =
Gateways %
Internal =
[}
Database = ~
i
[Addresses 0 to ASCI
3999 for Read/ receive
Write Registers)
——
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8.1.1 General Specifications

Ports One to four ports to receive and/or transmit data

Receive buffer size 255 bytes

Receive termination Stream mode, termination character(s), message timeout,
inter-character delay, or packet size length

Receive database location -1 = Disable receiver, 0 to 3896

Transmit buffer size 255 bytes

Transmit characters with pacing 0 to 65535 millisecond delay between each transmitted
character

Transmit database location -1 = Disable transmitter, O to 3896

Communication Configuration Baud Rate: 110 to 115,200

Parity: None, Odd, Even

Data Bits: 5to 8

Stop Bits: 1 or 2

RTS On and Off Timing: 0 to 65535 milliseconds
Minimum Response Delay: 0 to 65535 milliseconds

Hardware or Software Handshaking: RTS/CTS, DTR/DSR,
or XON/XOFF

8.1.2 ASCII Data Flow

The following illustration shows receive and transmit data flow of the ASCII
driver.

Internal Database

—
S —

£
Upper memory ASCH Device
.‘-‘——_—-—-‘A/

To external device g

1
From external device . /
w Data | 7
Lower memory

—

Data received from the ASCII device is accepted by the receive driver and placed
in the receive database location configured by the user. The receive driver waits
until the termination condition that you define is recognized while receiving the
data before placing the new data into the database.

For example, if you use the carriage-return character (ASCII 13) as the
termination condition for a received message, this signals the end of the
message. When the receive driver sees this character in the input stream, it
takes all received characters and places them in the internal database.
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In both receive and transmit operations, the driver requires a signal to determine
when new data is received or must be transmitted. The first word in the two data
area is used for this purpose. When the value of the first word changes, new data
is available.

Here is a receive example.

1 The sequence number in the receive data block has a value of O (set when
the module initializes).

2 The ASCII device sends a new data packet and the termination condition is
present.

3 The receive driver copies the data into the internal data area, sets the
message length in the data area, and finally, sets the new sequence number.

Receive Data

The gateway places data from the receive driver in the module’s internal
database in a fixed format at the location that you define in ProSoft Configuration
Builder (PCB). The receiver driver is disabled if you set the receive database
start location to a value of -1 when you configure the gateway in PCB. The
following table shows the structure of the received data.

Word Offset |Description

0 Receive sequence number. This register is incremented by the Module’s Receive
Driver for each new packet received.

1 Number of characters transmitted (0 to 255) from last transmit request.
2 Number of characters (0 to 256) in receive block (3 to 130).
310130 Received data on port.

The first word of the data block signals that new receive data is available.
o Word 1 of the block contains the number of bytes in the last message
transmitted on the port.
¢ Word 2 contains the number of bytes in the received message data area.
e Words 3 to 130 contain the data received.

Swapping data bytes

If you configure the module to swap the data bytes, the receive driver swaps the

bytes in each word before placing the data into the data block. Because the data
received may contain an odd number of bytes, the driver increases the length of

the message by 1 when the data has an odd number of bytes when using the the
swap option. This avoids losing the last byte of data in the message.
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Transmit Data

Data to transmit by the transmit driver is placed in the module’s internal database
in a fixed format at the location that you define in ProSoft Configuration Builder
(PCB). The transmit driver is disabled if you set the database start location to a
value of -1. The following table shows the structure of transmit data.

Word Offset |Description

0 Transmit sequence number. This number is incremented by the user’s application
for each new packet to transmit.

1 Number of characters received (0 to 256) from last receive request.

2 Inter-character delay for this message (milliseconds between characters)

3 Number of characters to transmit on Port (0 to 255)

410 131 Data to transmit on port

The first word of the data block signals when new transmit data is available.
Word 1 of the block optionally contains the number of characters processed
in the last receive message.

Word 2 of the message paces the characters during the transmission
process. This may be required when interfacing with slow ASCII devices (for
example, modems in command mode). If the word is set to a value other than
zero, the driver inserts a time delay corresponding to the number of
milliseconds between each character transmitted. If you set word 2 to zero,
the transmit driver sends the whole data packet as fast as the driver can
function.

Word 3 of the data block contains the number of bytes present in the transmit
data area to send out the ASCII port.

Words 4 to 131 contain the data to transmit.

Swapping data bytes

If you configure the gateway to swap the data bytes, the transmit driver swaps
each byte in the words received before transmitting them. Take care if an odd
number of bytes are sent by the end device when using the swap option. The last
byte of the message may be lost.
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8.1.3 ASCII Internal Database

The internal database is central to the functionality of the PLX3x gateway. The
gateway shares this database between all the communications ports on the
gateway and uses it as a conduit to pass information from one protocol to
another device on one network to one or more devices on another network. This
permits data from devices on one communication port to be accessed and
controlled by devices on another communication port.

In addition to data from the client and server, you can map status and error
information generated by the gateway into the user data area of the internal
database. The internal database is divided into two areas:

o Upper memory for the module status data area. This is where the module
writes internal status data for the protocols supported by the module.

¢ Lower memory for the user data area: Module memory 0 to 3999. This is
where incoming data from external devices is stored and accessed.

PLX3x Internal Memory

"“-—-___--""
S—————

UPPER MEMORY
Module Status Data Area

ASCIl protocol status data
stored in addresses
13000 to 13039

Second protocol status
data stored in other parts
of upper memory

—— ]

LOWER MEMORY
User Data Area

Addresses 0 to 3999

e

Upper memory is
not accessible
through either
protocol

Lower memory
read/write data
accessible through
either PLX3x
protocol

Data can be written to and read from the user data area.
e To use the transmit function in the module, you define the starting location in

the user data area for the transmitted data.

e To use the receive function in the module, you define the starting location in

the user data area for the received data.

ProSoft Technology, Inc.
November 8, 2017

Page 135 of 211



ASCII Protocol PLX3x Series ¢ Multi-Protocol Gateways
User Manual

Note: If you want to access module status data in the upper memory, you can use the data
mapping feature in the gateway to copy data from the module status data area to the user data
area. See Mapping Data in Module Memory (page 21). Otherwise, you can use the diagnostic
functions in ProSoft Configuration Builder to view module status data. For more information on the
module status data, see ASCII Diagnostics (page 143).

8.1.4 ASCII Modes of Operation

The PLX3x gateway can operate in several different modes with each port acting
independently. The configuration of each port’s driver determines its mode. The
following topics describe these modes and describe the flow of data between the
pieces of hardware (the ASCII device and the gateway). These topic describe the
three possible types of communication devices that can be attached to
application ports: receive-only, transmit-only, and transmit-receive mode. See
ASCII Configuration (page 138) for the specific configuration information for each
mode.

Receive-Only Mode

A port on the module configured to function in receive-only mode only receives
data from an ASCII device. In this mode, the gateway never transmits data back
to the ASCII device. Any data received from the ASCII device is passed from the
receiver driver (Rx Driver) to the gateway’s internal database (Rx Data). The
following illustration shows the flow of data on a port configured for receive-only
mode.

Internal Database

e,
—

Upper memory
‘-_________.-'

To external device € £ <
ASCI Device
Lower memory

—_—
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Transmit-Only Mode

A port on the module configured to function in transmit-only mode only transmits
data from the gateway’s internal database (received from an external source or
mapped from upper memory) to an ASCII device. When the transmit driver (Tx
Driver) recognizes a new write block containing data in the module’s internal
database, it transmits this data out to the port. The sequence number in the block
is different that that of the previous block. This signals that the packet is fully
assembled and ready to send. The following illustration shows flow of data on a
port configured for transmit-only mode.

Internal Database

_ =
S—

ASCII Device
Upper memory

[———

From external device o - /
Lower memory @
——

y

Transmit-Receive Mode

A port configured in transmit-receive mode can send and receive data from an
ASCII device (for example, a terminal). This mode functions in both the transmit
and receive modes. Data flow to and from an ASCII device is handled by the
module’s transmit and receive drivers.

e Data received from the ASCII device is stored in the module’s internal
database until ready to be sent to an external device.

o Data received by an external device is also stored in the module’s internal
database until ready to be transmitted to the ASCII device.

The following illustration shows the flow of data on a port configured for transmit-
receive mode.

Internal Database

.
—

=
Upper memory ASCI Device
'--_____--k/

To external device g

1
From external device B /
# |TxbData]| | &
Lower memory

—
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8.2  ASCII Configuration

The ASCII driver requires that a minimum amount of configuration data must be
transferred to the PLX3x gateway from the gateway's file system. Take care
when configuring the module parameters. If the module does not function as
expected, examine the configuration file using the Debugger Port on the module.
All configuration parameters for the driver are found under the [ASCII Port x]
section. The x in the section name will have a value of 0 to 3 corresponding to
the appropriate ASCII port. See Diagnostics and Troubleshooting (page 27).

After you set up the configuration file, download it to the module using ProSoft
Configuration Builder.

8.2.1 ASCII Port [X]

Use the ASCII Port [X] section in ProSoft Configuration Builder to configure the
ASCII port parameters. The value of [x] depends on the number of ports on your
PLX3x gateway (1 to 4).

To configure the ASCII Port in PCB

1 In ProSoft Configuration Builder, click the [+] next to the gateway, then click
the [+] next to ASCII Port [X].

=-{_] Default Project
= Default Location
=[] PLX31-mmm-ASCH

[#-5% Comment
[ g% P1Configuration
P
[=-g% ASCIIPort1
WS - AsCiPORT 1
&3] 63,5 CommonNet
.4 Ethemet Configuration

2 Double-click the second ASCII PORT [x] to display the Edit - ASCIl PORT [X]
dialog box.
3 Inthe dialog box, click a parameter and then enter a value for the parameter.

Parameter Value Description

Enabled Yes or No Specifies if the port on the module will be utilized.
= No - the port will not be used.
= YES - the port will be used supporting the ASCII protocol.

RS Interface |0, 1, 2 Specifies the RS interface to be utilized when serial ports are used on the
serial expansion module (Ports 1 to 3).
0 = RS-232
1=RS-485
2 = RS-422
Rx DB Start |-1or0Oto Specifies the starting location in the internal database where the received
3896 data will be stored. The buffer holds 130 words, however, the first three

words of the data area define the sequence number, last write byte count
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and the Rx message length. If the parameter is set to -1, the port will not
receive data. See Receive Data (page 133) for detailed information on Rx
data structure.

Tx DB Start |-1or0to Specifies the starting location in the internal database where the transmit
3896 data will be stored. The buffer holds 130 words, however, the first three
words of the data area define the sequence number, last write byte count
and the Rx message length. If the parameter is set to -1, the port will not
transmit data. See Transmit Data (page 134) for detailed information on Tx
data structure.

Baud Rate Specifies the bits per second rate to use on the port. Enter the baud rate
(bits per second or bps) as a value. You may omit any trailing zeros from
the entered value for the higher bps rates and the gateway firmware will
interpret the setting correctly. For example:

To select 19200 bps, you may enter 192 or 19200.
Valid Values Bits per Second (bps)
110 110 bps
150 150 bps
300 3000 bps
600 6000 bps
1200 1200 bps
2400 2400 bps
4800 4800 bps
96 or 9600 9600 bps
192 or 19200 19200 bps
384 or 38400 38400 bps
576 or 57600 57600 bps
115 or 115200 115200 bps
Parity None, Odd, | Specifies the type of parity checking to use. Parity is a simple error
Even checking algorithm used in serial communication. All devices
communicating through this port must use the same parity setting.

Data Bits 5,6, 70r8 | Specifies the number of data bits for each word used by the protocol. All
devices communicating through this port must use the same number of
data bits.

Stop Bits lor2 Specifies the number of stop bits. Stop bits signal the end of a character in
the data stream. For most applications, use one stop bit. For slower
devices that require more time to re-synchronize, use two stop bits. All
devices communicating through this port must use the same number of
stop bits.

RTS On 0to 65535 | Specifies the number of milliseconds to delay after Ready To Send (RTS)

milliseconds |is asserted before data will be transmitted.

RTS Off 0to 65535 | Specifies the number of milliseconds to delay after the last byte of data is

milliseconds | sent before the RTS modem signal will be set low.

Handshaking [N, Y, D, X Specifies the handshaking used on the port.

= N - No hardware or software handshaking
= Y- RTS/CTS hardware handshaking

= D - DTR/DSR hardware handshaking

= X - XON/XOFF software handshaking.
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Rx 0to 15 Specifies the receive termination characteristics for the port. This value is

Termination bit mapped as follows:

Type =  Bit 0 - Termination character(s) used
=  Bitl- Message timeout used
=  Bit2 - Intercharacter delay timeout used
=  Bit3 - Packet size limit used. If the parameter is set to zero, the port is

placed in stream mode.

Rx Term Oto12 Specifies the number of termination characters used to define the end of

Count received message if bit 0 of the Type parameter is set.

Rx Term ASCII This array of 12 characters specifies the termination characters at the end

Chars characters of each received message. Each character occupies one position in the
array. The number of characters to be used in the array is set in the Rx
Term Count parameter.

Rx Packet 0 to 200 Specifies the length of data required to be received on the port before

Length transferring the data to the processor if bit 3 is set in the RX Termination
Type parameter.

Rx Timeout |0 to 65535 | Specifies the number of milliseconds to wait after the first character is
received on the port before automatically sending the data to the processor
if bit 1 is set in the RX Termination Type parameter.

Rx Delay 0to 65535 | Specifies the number of milliseconds to wait between each character
received on the port before sending the data to the processor if bit 2 is set
in the RX Termination Type parameter.

Swap Rx Yes or No Specifies if the data received by the module has the byte order of the data

Data Byte swapped.
= No - no byte swapping occurs.
= YES - the odd byte is swapped with the even byte in each word of data

received.

Tx Timeout |0to 65535 | Specifies the timeout period to transmit a message out the port. A
message must be transmitted out the port within the specified timeout
period. Message transmission is aborted if the timeout is exceeded.

Tx Minimum |0 to 65535 | Specifies the minimum number of milliseconds to delay before transmitting

Delay a message out the port. This pre-send delay is applied before the RTS on
time. This may be required when communicating with slow devices.

Swap Tx Yes or No Specifies if the data to be transmitted by the module has the byte order of

Data Bytes the data swapped.

= No - no byte swapping occurs.

= YES - the odd byte is swapped with the even byte in each word of data
received.
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8.2.2 Configuring the Port for Receive-Only Mode

In order to set a port for Receive-Only mode, ensure that the Rx DB Start
parameter in the configuration file contains the starting location where the data
will be stored. The Tx DB Start parameter must contain a value of -1. This value
indicates that the port will not transmit any data.

8.2.3 Configuring a Port for Transmit-Only Mode

In order to set a port for Transmit-Only mode, ensure that the Tx DB Start
parameter in the configuration file contains the starting location where the data
will be stored. The Rx DB Start parameter must contain a value of -1. This value
indicates that the port will not receive any data.

8.2.4 Configuring a Port for Transmit-Receive Mode

In order to set a port to both receive data and transmit data to an ASCII device,
ensure that the Rx DB Start parameter and the Tx DB Start parameter both
contain values that specify data storage starting locations for received and
transmitted data. A value of -1 in either parameter disables the particular function
that the parameter serves.

8.2.5 Termination of Received Data

When the PLX3x gateway receives data on the application port, you must define
when this data will be transferred to the internal database in the module. You do
this by setting the termination type for the port. When the termination condition is
met, the gateway sends the data from the port’s receive buffer (data area of 255
bytes) to the internal database. You set the termination type in the bit mapped Rx
Termination Type field of the module object. The following illustration shows the
bit map used for this parameter.

Termination Type Field
Bit(s) 4to7 3 2 1 0
Bit Value - 8 4 2 1
Definition Reserved Packet size Intercharacter | Message Termination
limit used delay timeout |timeout used [ character(s)
used used

If none of the bits are set (Type=0), the port is configured for stream mode. Any
characters received on the port are immediately sent to the processor. The
processor must buffer and assemble a packet of information if this mode is
selected as required by the application. If the data can be handled by the
processor in this mode and it is appropriate for your application, this is the fastest
method of communication between the device and the processor.
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Any combination of bits is acceptable to the module and should be set to match
the device on the specific port. An example of each termination type appears
below.

Termination character(s) used

Settings:
Count =1 (RTermCnt=1)
Termination on 0x0d (carriage return character) (RTermChar = 0d 00 00 00 ...)

Data Received on port:
A B C 0xod D E
Comment:
The characters "ABC" will be sent along with the 0x0d character to the controller after the

0x0d character is received. The characters "DE" will not be sent until the 0x0d character is
received.

Message timeout used
Settings:
Message timeout = 1000 mSec (Rtimeout=1000)

Data Received on port:
TIME .
0 1000 mSec 2000 mSec

A B CDEF G

Comment:
After the 'A' character is received on the port, the message timeout is started.
The characters "ABCDE" will be sent to the controller in one block. The characters
"FG" will follow in the second block one second later.

Intercharacter delay timeout used
Settings:
Intercharacter delay timeout = 300 mSec (Rdelay=300)

Data Received on port:
TIME >
0 1000 mSec 2000 mSec

A B CDEF «<—G H
>=300mSec time gap

Comment:
After each character is received, the intercharacter delay timer is reset. The characters
"ABCDEF" will be sent to the controller in one block because the delay timer expires.
The characters "GH" will follow in the second block when the next time gap is recognized.
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Packet size limit used
Settings:
Packet size = 4 (RPacketLen=4)

Data Received on port:
A B CDEFGHI J
Comment:
The first block sent to the controller will contain the characters "ABCD", and the second

block will contain the characters "EFGH". The characters "1J3" will not be sent until two
more characters are received on the port.

8.3  ASCII Diagnostics

8.3.1 ASCII PCB Diagnostics

The best way to troubleshoot the ASCIII driver is to use ProSoft Configuration
Builder to access the diagnostic capabilities of the gateway through the Ethernet
debug port. For instructions on how to access the diagnostics, see Diagnostics
and Troubleshooting (page 27).

The following table summarizes the status information available in PCB for the

ASCI| driver.
Connection Type Submenu Item | Description
ASCII Port [X] Config Configuration settings for the ASCII port.
Comm Status Status of the ASCIl communications. Displays any
configuration errors, as well as the communication
statistics.
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8.3.2 ASCII Status Data in Upper Memory

Each ASCII port associated with the ASCII driver has an associated status data
area. This data is in the upper memory of the module, and cannot be accessed
directly. You must use the Data Map function in the module to map this data into
the lower memory (user data area) of the module’s database. See Mapping Data
in Module Memory (page 21).

The following tables lists the content of the status data areas associated with
each ASCII port driver.

ASCI| Port Driver Status

Port 0 Status Data

Status Register

Description

13000

Receive State:

-1 = Listening for data

1 = Receiving Port Data

2 = Waiting for Backplane transfer

13001

Receive character count

13002

Receive message count

13003

Transmit State:

0 = Waiting for Data to Send

1=RTS On

2 = RTS Timeout

3 = Sending data

4 = Waiting for RTS Off

5 = RTS turned off

30 = Intercharacter Delay

31 = Intercharacter Delay

32 = Intercharacter Delay

100 = Message Delay before Transmit
101 = Message Delay before Transmit

13004

Transmit character count

13005

Transmit message count

13006

Configuration error word

13007 to 13009

No Valid Data
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Port 1 Status Data

Status Register

Description

13010

Receive State:

-1 = Listening for data

1 = Receiving Port Data

2 = Waiting for Backplane transfer

13011

Receive character count

13012

Receive message count

13013

Transmit State:

0 = Waiting for Data to Send
1=RTS On

2 = RTS Timeout

3 = Sending data

4 = Waiting for RTS Off

5 = RTS turned off

30 = Intercharacter Delay
31 = Intercharacter Delay
32 = Intercharacter Delay

100 = Message Delay before Transmit
101 = Message Delay before Transmit

13014

Transmit character count

13015

Transmit message count

13016

Configuration error word

13017 to 13019

No Valid Data
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Port 2 Status Data

Status Register

Description

13020

Receive State:

-1 = Listening for data

1 = Receiving Port Data

2 = Waiting for Backplane transfer

13021

Receive character count

13022

Receive message count

13023

Transmit State:

0 = Waiting for Data to Send
1=RTS On

2 = RTS Timeout

3 = Sending data

4 = Waiting for RTS Off

5 = RTS turned off

30 = Intercharacter Delay
31 = Intercharacter Delay
32 = Intercharacter Delay

100 = Message Delay before Transmit
101 = Message Delay before Transmit

13024

Transmit character count

13025

Transmit message count

13026

Configuration error word

13027 to 13029

No Valid Data
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Port 3 Status Data

Status Register

Description

13030

Receive State:

-1 = Listening for data

1 = Receiving Port Data

2 = Waiting for Backplane transfer

13031

Receive character count

13032

Receive message count

13033

Transmit State:

0 = Waiting for Data to Send
1=RTS On

2 = RTS Timeout

3 = Sending data

4 = Waiting for RTS Off

5 = RTS turned off

30 = Intercharacter Delay
31 = Intercharacter Delay
32 = Intercharacter Delay

100 = Message Delay before Transmit
101 = Message Delay before Transmit

13034

Transmit character count

13035

Transmit message count

13036

Configuration error word

13037 to 13039

No Valid Data
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ASCII Error Codes

If the module is configured correctly, the configuration error word should have a
value of zero. Any other value indicates a configuration error. Use the value in
the configuration error word to determine which set of parameters are invalid in
the driver configuration area. The following table lists the bits associated with
each configuration error in the error word:

Bit Code Description
0 0x0001 Invalid selection for enabled parameter
1 0x0002 Invalid Rx DB Start parameter
2 0x0004 Invalid Tx DB Start parameter
3 0x0008 Invalid Baud Rate
4 0x0010 Invalid Parity (N, O, E, M or S)
5 0x0020 Invalid Data bits (5 to 8)
6 0x0040 Invalid Stop bits (1 or 2)
7 0x0080 Invalid Handshaking parameter (N, Y, D or X)
8 0x0100 Invalid Rx Termination Type
9 0x0200 Invalid Rx Term Count value
10 0x0400 Invalid Rx Timeout
11 0x0800 Invalid Rx Delay
12 0x1000 Invalid Rx Packet Length
13 0x2000 Invalid Tx Timeout
14 0x4000 Invalid RS interface selected (0 to 2)
15 0x8000
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9 SIE Protocol

In This Chapter
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9.1 SIE Functional Overview

You can use the PLX3x Siemens Industrial Ethernet (SIE) protocol to easily
interface with multiple Siemens Industrial Ethernet server-compatible instruments
and devices. The SIE protocol improves performance when controlling multiple
servers on a Siemens Industrial Ethernet network by supporting up to 20 clients.

The gateway's clients interface with processors (and other server-based devices)
on the SIE network using a user-constructed command list of up to 16 entries per
client. The gateway's internal database is the source for write commands to the
remote processors. The gateway stores data collected from the processors using
read commands in the gateway's database. The following illustration shows the
functionality of the SIE protocol.

]
—_—

PLE3IX
Communication
Gateways

Internal
Database

HIOMBN SUBLWIBIS

(Addresses 0 to
3993 for Read/
Write Registers)

—
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9.1.1 SIE General Specifications

10/100 MB Ethernet Communication
port

Actively reads data from and writes data to Siemens
Industrial Ethernet devices, using Siemens Industrial
Ethernet protocol

Siemens Industrial Ethernet data types overlap in the
gateway's memory database, so the same data can be
conveniently read or written as bit-level or register-level
data

Offers 20 client connections with up to 16 commands
each to multiple servers

Configurable floating-point data movement

Status and error information is generated by the
gateway

Supported PLC Data Exchange
(Read and Write)

Siemens S7-200, Siemens S7-300, Siemens S7-400,
Siemens S7-1200

Supported Register Types

DB, Inputs, Outputs, Flags, Counters, Timers

9.1.2 SIE Gateway Internal Database

The internal database is central to the functionality of the PLX3x gateway. The
gateway shares this database between all the communications ports on the
gateway and uses it as a conduit to pass information from one protocol to
another device on one network to one or more devices on another network. This
permits data from devices on one communication port to be accessed and
controlled by devices on another communication port.

In addition to data from the client and server, you can map status and error
information generated by the gateway into the user data area of the internal
database. The internal database is divided into two areas:

o Upper memory for the module status data area. This is where the module
writes internal status data for the protocols supported by the module.

e Lower memory for the user data area. This is where incoming data from
external devices is stored and accessed.
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PLX3x Internal Memory

'.“--____--'""
S

UPPER MEMORY
Module Status Data Area

SIE protocol status data
stored in addresses
21100 to 21594

Second protocol status
data stored in other parts
of upper memory

"‘-._______-""

LOWER MEMORY
User Data Area

Addresses 0 to 3999

e

Upper memory is
not accessible
through either
protocol

Lower memory
read/write data
accessible through
either PLX3x
protocol

Either protocol in the PLX3x gateway can write data to and read data from the

user data area.
If the module is acting as a client/master, you create commands to read data
from external client/server devices and store the data in a specific location in

the user data area.
If the module is acting as a server/slave, the external client/master devices
write data to a specific location in the user data area.

Note: If you want to access module status data in the upper memory, you can use the data
mapping feature in the gateway to copy data from the module status data area to the user data
area. See Mapping Data in Module Memory (page 21). Otherwise, you can use the diagnostic
functions in ProSoft Configuration Builder to view module status data. For more information on the
module status data, see SIE Diagnostics (page 166).
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SIE Client Access to Database

The client functionality exchanges data between the PLX3x gateway's internal
database and data tables established in one or more processors or other server
based devices. The command list that you define in ProSoft Configuration Builder
specifies what data is to be transferred between the gateway and each of the
servers on the network. No ladder logic is required in the processor (server) for
client functionality, except to assure that sufficient data memory exists.

The following illustration describes the flow of data between the clients and the
internal database.

Processor I Network 1 Databases
(Slave) : Client :
| 1
| . Virtual
I Wik Database
| Function
1
1 IR=zsd ar
| Tirie Function
| 1
| 1
£ T Rsz: |Command
. List
1
.
1
! Reousst 1
1 1
1 1
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9.2 SIE Configuration

9.2.1 Configuring SIE Client [x] Connection

Use the SIE Client [X] section in ProSoft Configuration Builder to configure the
SIE Client [x] parameters. The value of [x] depends on the number of ports on
your PLX3x gateway (1 to 4).

To configure the ASCII Port in PCB

1 In ProSoft Configuration Builder, click the [+] next to the gateway, then click
the [+] next to SIE Client [x].

=10 Default Project
=-Lal Default Location
=il PLX3L-mmm-SIE

[ g% Comment

[ g% P1Configuration

4

a8, SIE Client 0
L] SIE Client 0
.. SIE Client 0 Commands

[ &% SIE Client1

2 Double-click the second SIE Client [x] to display the Edit - SIE Client [x]
dialog box.

3 Inthe dialog box, click a parameter and then enter a value for the parameter.
The following table defines the configuration parameters for the SIE client
(master):

Parameter Value Description

Minimum Command |0 to 65535 | Specifies the number of milliseconds to wait between the initial
Delay issuances of a command. This parameter can be used to delay all
commands sent to servers to avoid "flooding” commands on the
network. This parameter does not affect retries of a command as
they will be issued when failure is recognized.

Response Timeout |0 to 65535 Specifies the time in milliseconds that a Client will wait before re-
transmitting a command if no response is received from the
addressed server. The value to use depends on the type of
communication network used, and the expected response time of
the slowest device on the network.

Retry Count 0 to 65535 Specifies the number of times a command will be retried if it fails.
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9.2.2 Configuring SIE Client x Commands

The SIE Client x Commands section In ProSoft Configuration Builder sets the
Siemens Industrial Ethernet Client Command list. This command list polls
Siemens Industrial Ethernet server devices attached to the Siemens Industrial
Ethernet client port. The PLX3x gateway supports many commands so that the
gateway can communicate with a wide variety of Siemens Industrial Ethernet
protocol devices.

The function codes for each command are those specified in the Siemens
Industrial protocol. Each command list record has the same format.

e The first part of the record contains the information relating to the gateway.
¢ The second part contains information required to interface to the Siemens
Industrial Ethernet server device.

Command List Overview

You must construct a command list to interface the gateway with Siemens
Industrial Ethernet server devices. The commands in the list specify the server
device to be addressed, the function to be performed (read or write), the data
area in the device to interface with, and the registers in the internal database to
be associated with the device data. Each client command list supports up to 16
commands.

The gateway processes the command list from top (command #1) to bottom. The
Poll Interval parameter specifies a minimum delay time in tenths of a second
between issuing commands.

To add SIE Client [x] commands

1 In ProSoft Configuration Builder, click the [+] next to the gateway, then click
the [+] next to SIE Client [X].

=10 Default Project
=-{al Default Location
-] PLX3L-mmm-SIE

(] g% Comment

[# g% P1Configuration
7

[El-&% SIE Client0

i-[B SIE Client0

2 Double-click SIE Client [x] Commands to display the Edit - SIE Client [X]
Commands dialog box.

3 Click Abp Row to add a new command.

4 Click EbIT Row or double-click the row to display the Edit dialog box where
you configure the command.
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Parameter

Value

Description

Enable

Disabled
Enabled
Conditional Write

Specifies if the command is to be executed and under what
conditions.

DisaBLED (0) - The command is not executed in the normal
polling sequence.

ENABLED (1) - The command is executed upon each scan of the
Command List if you set the Poll Interval to zero (0). If you set
the Poll Interval to a non-zero value, the command is executed
when the interval timer for that command expires.

ConDITIONAL WRITE (2) - The command execute only if the
internal data associated with the command changes.

Internal
Address

0 to 3999 (for register-
level addressing)

or

0 to 63999(for bit-level
addressing)

Specifies the database address in the gateway's internal
database to use as the destination for data from a read
command, or as the source for data for a write command. The
gateway interprets the database address as a bit address or a
16-bit register (word) address, depending on the Siemens
Industrial Ethernet’'s Data Type used in the command.

= |f you use Data Type = Bool in the command list, then the
database address is interpreted as a bit address.

=  For any other data types, the database address is
interpreted as a 16-bit word (register) address.

Poll Interval

0 to 65535

Specifies the minimum interval between executions of
continuous commands. The value is in tenths of a second.
Therefore, if a value of 100 is entered, the command will execute
no more frequently than once every 10 seconds.

Reg Count

Command-dependent

Specifies the number of 16-bit registers or binary bits transferred
by the command. The range depends on the Siemens processor
and the type of command. See SIE Maximum Register Counts
(page 170).

Swap Code

No Change
Word Swap
Word and Byte Swap
Byte Swap

Specifies if and how the gateway rearranges the order of bytes
in data received or sent. This option exists to allow for the fact
that different manufacturers store and transmit multi-byte data in
different combinations. This parameter is helpful when dealing
with floating-point or other multi-byte values, as there is no one
standard method of storing these data types. You can set the
parameter to rearrange the byte order of data received or sent
into an order more useful or convenient for other applications.
No cHANGE (0) - No change is made in the byte ordering (1234 =
1234)

WOoRD SwAP (1) -The words are swapped (1234=3412)

WORD AND BYTE SWAP (2) - The words are swapped, then the
bytes in each word are swapped (1234=4321)

BYTE SwaAP (3) - The bytes in each word are swapped
(1234=2143)

These swap operations affect 4-byte (or 2-word) groups of data.
Therefore, use data swapping only when using an even number
of words, such as 32-bit integer or floating-point data.

Node IP
Address

XXX XXX XXX XXX

Specifies the IP address of the Siemens processor being
addressed by the command.

PLC Type

Manual TSAP,

S7-300/S7-400/S7-
1200

Specifies the type of Siemens processor being addressed by the
command.
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Rack 0 to 999 Specifies the rack number of the S7-300, S7-400 or S7-1200
CPU.
Note: Rack number is not used for the S7-200 CPU.
Slot Oto 12 Specifies the slot number of the S7-300, S7-400 or S7-1200
CPU.
Note: Slot number is not used for the S7-200 CPU.
TSAP Specifies the TSAP of the S7-200 CPU. This can be found in the
Siemens STEP 7 MicroWIN software.
Note: TSAP is only needed for controllers that specifically need
custom TSAP settings.
Func Type Read Specifies the type of command: Read or Write.
Write
Data Type BOOL Specifies the data type for the command.
BYTE
DINT
REAL
INT
TIME
COUNT
Address INPUT Specifies the address type for the command. DB is Data Block.
Type OUTPUT
FLAG
TIMER
COUNTER
DB
DB Number [0 to 32767 Specifies the Data Block number for the command.
Note: DB Number is only used when the Address Type = DB.
Address Specifies the address of the data in the Siemens device.

=  For Read or Write operations using the INT, DINT, REAL or
BYTE Data Types, the address is a byte address.

= For Read or Write operations using the BOOL Data Type,
the address is a bit address. See Notes on Addressing in S7
Processors (page 163).
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SIE Commands Supported by Siemens Devices

The format of each command in the list depends on the Siemens Industrial
Ethernet Function Code being executed. The type of supported functions also
depends on the server device.

SIE $3-700 Supported Commands

Address Type: Data Block

Function Data Type
READ BOOL
Write BOOL
READ BYTE
Write BYTE
READ DINT
Write DINT
READ REAL
Write REAL
READ INT

Write INT

READ TIME
Write TIME
READ COUNT
Write COUNT
Address Type: Timer
Function Data Type
READ TIME

Address Type: Counter

Function Data Type
READ COUNT
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Address Type: Flag

Function Data Type
READ BOOL
Write BOOL
READ BYTE
Write BYTE
READ DINT
Write DINT
READ REAL
Write REAL
READ INT
Write INT
READ TIME
Write TIME
READ COUNT
Write COUNT

Address Type: Output

Function Data Type
READ BOOL
Write BOOL
READ BYTE
Write BYTE
READ DINT
Write DINT
READ REAL
Write REAL
READ INT
Write INT
READ TIME
Write TIME
READ COUNT
Write COUNT
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Address Type: Input

Function Data Type
READ BOOL
Write BOOL
READ BYTE
Write BYTE
READ DINT
Write DINT
READ REAL
Write REAL
READ INT
Write INT
READ TIME
Write TIME
READ COUNT
Write COUNT
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SIE S7-200 Supported Commands

Address Type: Data Block

Function Data Type
READ BOOL
Write BOOL
READ BYTE
Write BYTE
READ DINT
Write DINT
READ REAL
Write REAL
READ INT
Write INT

Address Type: Flag

Function Data Type
READ BOOL
Write BOOL
READ BYTE
Write BYTE
READ DINT
Write DINT
READ REAL
Write REAL
READ INT
Write INT

Address Type: Output

Function Data Type
READ BOOL
Write BOOL
READ BYTE
Write BYTE
READ DINT
Write DINT
READ REAL
Write REAL
READ INT

Write INT
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Address Type: Input
Function Data Type
READ BOOL
Write BOOL
READ BYTE
Write BYTE
READ DINT
Write DINT
READ REAL
Write REAL
READ INT
Write INT
SIE $7-1200 Supported Commands
Address Type: Data Block
Function Data Type
READ BOOL
Write BOOL
READ BYTE
Write BYTE
READ DINT
Write DINT
READ REAL
Write REAL
READ INT
Write INT
READ TIME
Write TIME
READ COUNT
Write COUNT
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Address Type: Flag

Function Data Type
READ BOOL
Write BOOL
READ BYTE
Write BYTE
READ DINT
Write DINT
READ REAL
Write REAL
READ INT
Write INT
READ TIME
Write TIME
READ COUNT
Write COUNT

Address Type: Output

Function Data Type
READ BOOL
Write BOOL
READ BYTE
Write BYTE
READ DINT
Write DINT
READ REAL
Write REAL
READ INT
Write INT
READ TIME
Write TIME
READ COUNT
Write COUNT
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Address Type: Input

Function Data Type
READ BOOL
Write BOOL
READ BYTE
Write BYTE
READ DINT
Write DINT
READ REAL
Write REAL
READ INT
Write INT
READ TIME
Write TIME
READ COUNT
Write COUNT

Notes on Addressing in S7 Processors
This topic applies to the S7-300 and the S7-1200 processors.

Byte Address in Data Block:

DB1.DBB1 DB1.DBB3
- e S
Ig#0000_01 10 2#0000_000q 2#0110_0001 l2#001 1_011 0'2#1 100_011 9'
P
DB1.DBB0O DB1.DBB2 DB1.DBB4

Word Address in Data Block:

DB1.DBW1 DB1.DBW3
—_ —
2#0000_01102£0000_0000 2#0110_000“2#0011_01 10[241100_01 10|

s N

DB1.DBWO DB1.DBW2

The gray area represents the byte memory locations being overlapped when the
word address is used consecutively (DB1.DBWO, DB1.DBW1, DB1.DBW?2, etc.).
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If DB1-DBWO is used as the first address in the Siemens processor, the next
word address that can be used without overwriting the data is DB1.DBW?2.

Double Word Address in Data Block:

DB1.DBD1

2#0000_0110

P#0000_0000 2#0110_0001 2#0011_0110

2#1100_0110

— b

DB1.DBDO

The gray area above represents the byte memory locations being overlapped
when the double word address is used consecutively (DB1.DBDO, DB1.DBD1,

DB1.DBD2, etc.).

If DBD1.DBDO is used as the first address in the Siemens processor, the next
double word address that can be used without overwriting the data would be

DB1.DBDA4.

All of the above share the same memory locations in the processor.

Note: Incorrect memory location addressing can cause the data to be overwritten.

The following image represents the addressing of the processor's memory.

DB1.DBD1

i

-

I

-l -l 0 -

B1.DBBODHI.DBB1 DB1.DBB2 DB1.DBB3

DB1.DBDO

‘ {
B
DB1.DBB4|
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Example:

Sending an integer value of 11733 from gateway register 1000 to a Siemens S7-
300 processor demonstrates the addressing scheme in the Siemens S7-300
processor. The following image from ProSoft Configuration Builder shows a client
command sent from the gateway to INT data to DB1 address 0.

B £d51 - SIE Clent O Commands ,&_l
Enabie Irfend Addess Polinterval  Pe  SwapCode PAddess FLCType Rack Skt TS4P FucTwe DaaTipe Addes:zTy. OBNumber  Addent Comeent
v 1000 0 1 MNoChwge 1013179 S7300. O 2 1000 Wite [0} 08 1 0

< >
Enatie Value Sty - OK

SettoOetads |  Addfiow |  metRow |  Delte Row MovelUp | Move Down

EdwRew | CoyRow | | o |  Concel

Row 1 in the SIMATICS Manager screen (below) shows the data transferred
from the gateway

If the data is broken up and displayed in binary format, you can see that the
binary data stored in the first byte of DB1.DBWO is identical to that stored in byte
address DB1.DBB 0. This is because the memory locations referenced by the
first byte of DB1.DBW 0 and by DB1.DBBO are one and the same, as explained
above.

X3l @Variable table1 ONLINE

Al sddress Display format| Status value Modify value

DB1.DEW 0 DEC 11733

DB1.0BW 0 BIN
DB1.0DBW 1 BIN
DB1DBEB 0 BIN
DB1DBB 1 BIN

" TR
| 4 (2#0010_1101)1101_0101 l
L0 0101_0101 49111
#0010_1101

A R EE

Same memory space
Same memory space

DB1.DBWO0DB1.DBW1

,‘ci/*
5#0010_1101]2#1101_0101 l 2#1101_0101 E#o1o1_o111]|

DB1.DBB0 DB1.DBB1 DB1.DBB1 DB1.DBB2

The first byte of DB1.DBWO is the same as DB1.DBBO.
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The second byte of DB1.DBWO is the same as DB1.DBB1, and is the same as
the first byte of DB1.DBW1. In reality, the memory space looks like the following:

DB1.DBWO DB1.DBW1

B#0010_110112#1101_0101P#0101_0111]

DB1.DBB0 DB1.DBB1 DB1.DBB2

To access the first address of Data Block, Flag, Input, Output, Timer, and
Counter memory locations in the S7-300 and S7-1200 processors, use the
following address syntax:

Data Block: DB1.DBB0, DB1.DBWO, DB1.DBDO

Flag: MBO, MWO, MDO

Input: IBO, IWO, IDO

Output: QBO, QWO0, QDO

Timers: TO - T65535

Counters: CO - C65535

To access the first address of Data Block, Flag, Input, and Output memory
locations in the S7-200 processor, use the following address syntax:

Data Block: VBO, VWO, VDO
Flag: MBO, MWO, MDO
Input: 1IBO, IWO, IDO

Output: QBO, QWO0,QD0

9.3 SIE Diagnostics
9.3.1 SIE PCB Diagnostics
The best way to troubleshoot the SIE client driver is to use ProSoft Configuration
Builder to access the diagnostic capabilities of the gateway through the Ethernet
debug port. For instructions on how to access the diagnostics, see Diagnostics
and Troubleshooting (page 27).
The following table summarizes the status information available in PCB for the
SIE driver for each client.
Connection Type Submenu Item | Description
SIE Client [x] Config Configuration settings for SIE client [x].
Status Communication status for the SIE client [X]
Command List Command list for the SIE client [X]
Command Status | Status of the commands in the SIE client [x] command
list
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9.3.2 SIE Status Data in Upper Memory

Each SIE client has an associated status data area located in the gateway's
upper memory. You can use data mapping in the gateway to map this data into
the normal user data range of the gateway's database. See Mapping Data in
Module Memory (page 21).

The following table lists the starting addresses in the upper memory where the
gateway stores the status data for each client:

Client Gateway Starting Register for Status Data
0 21100
1 21125
2 21151
18 21568
19 21594

The following table describes the content of each client's status data area:

Word Offset Description

Command Request Count

Command Response Count

Command Error Count

Number of Request Packets

Number of Response Packets

Errors Sent

Errors Received

Configuration Error Word

Current Error

Olo|N|O|O]|~|W|IN|[FL]|O

Last Error
10 to 25 Command List Errors (16 per Client)

For every command that generates an error, the gateway automatically sets the
poll delay parameter for that command to 30 seconds. This instructs the gateway
to wait 30 seconds before it attempts to issue the command again.

As the gateway polls and executes the commands in the Client Command List,
the gateway maintains an error code for each command. The gateway stores the
current error value for each command in the Command List Errors section of
each client's status data area. There is one register for each of the 16 commands
in the command list. An error code of 0 means no error is currently detected for
the specified command.
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9.3.3 SIE Error Codes

SIE Module Communication Error Codes

Decimal |Hex Description

1 0x0001 No data from 1/0O module

3 0x0003 | The desired item is not available in the PLC (200 family)
5 0x0005 | The desired address is beyond limit for this PLC
6

-

0x0006 | The CPU does not support reading a bit block of length<>1

0x0007 Write data size error

10 0x000a | The desired item is not available in the PLC

-123 0xff85 Cannot evaluate the received PDU

-124 0xff84 The PLC returned a packet with no result data

-125 0xff83 The PLC returned an error code not understood by this library
-126 0xff82 This result contains no data

-127 0xff81 Cannot work with an undefined result set

-128 0xff80 Unexpected function code in answer

-129 Oxff7f PLC responds with an unknown data type

-1024 0xfc00 Short packet from PLC
-1025 Oxfbff Timeout when waiting for PLC response

-32767 0x8001 Not allowed in current operating status
-32511 0x8101 Hardware fault
-32509 0x8103 | Object access not allowed

-32508 0x8104 | Context is not supported. Step7 says: Function not implemented or error in
telegram

-32507 0x8105 Invalid address

-32506 0x8106 Data type not supported

-32505 0x8107 Data type not consistent

-32502 0x810A | Object does not exist

-31999 0x8301 Insufficient CPU memory

-31742 0x8402 CPU already in RUN or already in STOP
-31740 0x8404 | Severe error

-31488 | 0x8500 |Incorrect PDU size

-30974 0x8702 | Address invalid

-12286 0xd002 Step7: Variant of command is illegal
-12284 0xd004 | Step7: Status for this command is illegal
-12127 O0xdOAl | Step7: Function is not allowed in the current protection level
-11775 0xd201 Block name syntax error

-11774 0xd202 Syntax error function parameter

-11773 0xd203 | Syntax error block type

-11772 0xd204 No linked block in storage medium
-11771 0xd205 | Object already exists
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Decimal |Hex Description

-11770 0xd206 | Object already exists

-11769 0xd207 | Block exists in EPROM

-11767 0xd209 | Block does not exist/could not be found

-11762 0xd20e No block present

-11760 0xd210 Block number too big

-11712 0xd240 | Coordination rules were violated

-11711 0xd241 Operation not permitted in current protection level

-11710 0xd242 Protection violation while processing F-blocks. F-blocks can only be
processed after password input

-11263 | 0xd401 |Invalid SZL ID

-11262 0xd402 Invalid SZL index

-11258 0xd406 | Diagnosis: Info not available

-11255 0xd409 | Diagnosis: DB error

SIE Error Codes

Decimal |Hex Description

-33 Oxffdf Failed to connect to server specified in command
-34 Oxffde Failed to create a socket

-36 Oxffdc SIE command response timeoout (same as -11)
-37 Oxffdb TCP/IP connection ended before session finished

SIE Error Codes

Decimal |Hex Description

-40 0xffd8 Too few parameters

-41 Oxffd7 Invalid enable code

-42 0xffd6 Internal address > maximum address
-44 0Oxffd4 Count parameter set to O

-45 0xffd3 Invalid function code

-46 0xffd2 Invalid swap code

-47 Oxffd1l Invalid TSAP code
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94 SIE Reference

9.4.1 SIE CPU315-2 DP
Address Type: Data Block

Function Data Type Max Reg Count
READ BOOL 1

Write BOOL 1
READ BYTE 164

Write BYTE 164
READ DINT 41

Write DINT 41
READ REAL 41

Write REAL 41
READ INT 82

Write INT 82
READ TIME 82

Write TIME 41
READ COUNT 82

Write COUNT 82
Address Type: Timer

Function Data Type Max Reg Count
READ TIME 1

Address Type: Counter

Function Data Type Max Reg Count
READ COUNT 111

Address Type: Flag

Function Data Type Max Reg Count
READ BOOL 1

Write BOOL 1
READ BYTE 222

Write BYTE 212
READ DINT 55

Write DINT 53
READ REAL 55

Write REAL 53
READ INT 111
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Write INT 106
READ TIME 111

Write TIME 53
READ COUNT 111

Write COUNT 106
Address Type: Output

Function Data Type Max Reg Count

READ BOOL 1

Write BOOL 1
READ BYTE 128

Write BYTE 128
READ DINT 32

Write DINT 32
READ REAL 32

Write REAL 32
READ INT 64

Write INT 64
READ TIME 64

Write TIME 32
READ COUNT 64

Write COUNT 64
Address Type: Input

Function Data Type Max Reg Count
READ BOOL 1

Write BOOL 1
READ BYTE 128

Write BYTE 128
READ DINT 32

Write DINT 32
READ REAL 32

Write REAL 32
READ INT 64

Write INT 64
READ TIME 64

Write TIME 32
READ COUNT 64

Write COUNT 64
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9.4.2 SIE CPU1212C

Address Type: Data Block

Function Data Type Max Read Max Write
READ BOOL 1

Write BOOL 1
READ BYTE 30

Write BYTE 30
READ DINT 7

Write DINT 7
READ REAL 7

Write REAL 7
READ INT 15

Write INT 15
READ TIME 15

Write TIME 15
READ COUNT 15

Write COUNT 15
Address Type: Flag

Function Data Type Max Reg Count

READ BOOL 1

Write BOOL 1
READ BYTE 212

Write BYTE 212
READ DINT 53

Write DINT 53
READ REAL 53

Write REAL 53
READ INT 106

Write INT 106
READ TIME 105

Write TIME 105
READ COUNT 106

Write COUNT 106
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Address Type: Output

Function Data Type Max Reg Cnt Max Reg Cnt

READ BOOL 1

Write BOOL 1

READ BYTE 212

Write BYTE 212

READ DINT 53

Write DINT 53

READ REAL 53

Write REAL 53

READ INT 106

Write INT 106

READ TIME 105

Write TIME 105

READ COUNT 111

Write COUNT 106

Address Type: Input

Function Data Type Max Reg Count

READ BOOL 1

Write BOOL 1

READ BYTE 222

Write BYTE 212

READ DINT 55

Write DINT 53

READ REAL 55

Write REAL 53

READ INT 111

Write INT 111

READ TIME 111

Write TIME 106

READ COUNT 111

Write COUNT 106
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9.4.3 SIE CPU224XP

Address Type: Data Block

Function Data Type Max Read Max Write
READ BOOL 1

Write BOOL 1
READ BYTE 222

Write BYTE 212
READ DINT 55

Write DINT 53
READ REAL 55

Write REAL 53
READ INT 111

Write INT 106
Address Type: Flag

Function Data Type Max Reg Count
READ BOOL 1

Write BOOL 1
READ BYTE 32

Write BYTE 32
READ DINT 8

Write DINT 8
READ REAL 8

Write REAL 8
READ INT 16

Write INT 16
Address Type: Output

Function Data Type Max Reg Count
READ BOOL 1

Write BOOL 1
READ BYTE 16

Write BYTE 16
READ DINT 4

Write DINT 4
READ REAL 4

Write REAL 4
READ INT 8

Write INT 8
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Address Type: Input

Function Data Type Max. Reg Count
READ BOOL 1

Write BOOL 1
READ BYTE 16

Write BYTE 16
READ DINT 4

Write DINT 4
READ REAL 4

Write REAL 4
READ INT 8

Write INT 8
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10 PND Protocol

In This Chapter

PND FUunctional OVEIVIEW ..........cccocuiiiiiiiiiiiiiee st 177
PND Configuration ...........ccoiiiiiiiiiiee et e e 179
Step 7 Configuration.............ccoviiiiiiiieee e 184
PND DiIiagNOSHCS ....vvvieiiieee ettt 201
PND PerfOrManCe ........ccuvviiiiiieeiiiiie ettt 203

10.1 PND Functional Overview

PROFINET is the communication standard for automation of PROFIBUS and
PROFINET Intenational (Pl). Many years of experience with PROFIBUS and the

widespread use of Industrial Ethernet are all rolled into PROFINET.

With its integrated, Ethernet-based communication, PROFINET satisfies a wide
range of requirements, from data intensive parameter assignments to extremely
fast I/0O data transmission which enables automation in real-time.

PLE3X
Communication
Gatevays

Internal
Database

(Addresses 0 to
3844 for Read/
Write Registers)

——

10.1.1 PND General Specifications

Homan 13NIH0Hd

Driver Type Class A Device
PROFINET 1I/O Data 1440 bytes IN, 1440 bytes OUT
Exchange Types Cyclic Real-time (RT) and Acyclic Data
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10.1.2 PND Internal Database

The internal database is central to the functionality of the PLX3x gateway. The
gateway shares this database between all the communications ports on the
gateway and uses it as a conduit to pass information from one protocol to
another device on one network to one or more devices on another network. This
permits data from devices on one communication port to be accessed and
controlled by devices on another communication port.

In addition to data from the Controller, you can map status and error information
generated by the gateway into the user data area of the internal database. The
internal database is divided into two areas:

o Upper memory for the module status data area. This is where the module
writes internal status data for the protocols supported by the module.

¢ Lower memory for the user data area. This is where incoming data from
external devices is stored and accessed.

PLX3x Internal Memory

"'_____________".
h._____________.-'
———

Upper memory is

UPPER MEMORY not accessible

Module Status Data Area through either
protocol

PLX3x-PND-MBS modules:
PND protocol status data stored
in addresses 7900 to 12909

PLX3x-EIP-PND and
PLX3x-MBTCP-PND modules:
PND protocol status data stored

in addresses 13000 to 13007

Second protocol status data
stored in other parts of
upper memory

—— ]

LOWER MEMORY Lower memory

User Data Area read/write data
accessible through

Addresses 0 to 3999 either PLX3x
protocol

e

Either protocol in the PLX3x gateway can write data to and read data from the
user data area. The gateway functions as a PROFINET Device, and an external
PROFINET Controller can read data from, or write data to, the gateway user data
area.
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Note: If you want to access module status data in the upper memory, you can use the data
mapping feature in the gateway to copy data from the module status data area to the user data
area. See Mapping Data in Module Memory (page 21). Otherwise, you can use the diagnostic
functions in ProSoft Configuration Builder to view module status data. For more information on the
module status data, see PND Diagnostics (page 201).

10.2 PND Configuration

The following procedure shows how to configure a PLX3x gatewayGateway with
the PND protocol using ProSoft Configuration Builder (PCB). This configuration
provides the ability to communicate with a Siemens processor via the PROFINET
protocol. This example uses a PLX31-EIP-PND gateway.

1 Launch ProSoft Configuration Builder.
2 Create a new PLX31-EIP-PND module.

(€3 Untitled - ProSoft Configuration Builder

= @)
File View Project Took Help -, -
= () Default Project Choose Module Type ES ] -

=) (@ Default Location Peodiet e Fiiar
% Default Module
A © Px4000 C PLXBOOD 7 MVIdE C mvise C min
© PX5000 @ pPLX30 C Mvieo C mvisee  C PTQ
© Mviese C mviest
Search Module Type
STEP 1: Select Module Type Module Definition:
[ [Ethernet/IP to Profinet Protocol
[Communications Gateway
R ~ |

STEP 2: Define Ports

tatus Action Required

s 3 Client 0
V EIP Class 3 Chent 1
V EIP Class 3 UClent 0

d

d

d

d UnCheck if Not Used
ed UnCheck  Not Used
d
d
d

OK Cancel

3 Click OK.
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4 Expand PLX31-EIP-PND module and double-click PND MODULE MAP.

a Untitled - ProSoft Configuration Builder

File View Project Tools Help

02k EICE
-0 Default Project

- Default Location

Bl PLX31-EIP-PND

g8 Comment
-8 EIP Class 3 Server
g8y EIP Class 1 Connection
-8 EIP Class 3 Client 0
[
[

-y EIP Class 3 Client1
-8 EIP Class 3 UClient0

(] PND MODULE MAP

-8 Commonhet
.48 Ethernet Configuration

5 Inthe Edit - PND MODULE MAP dialog, click AbD Row and double-click on
the row that appeatrs.

% Edit - PND MODULE MAP x
Module in Slat Swap Code Comment
VA N ok | Mo Change |

Module in Slot Value Status - OF

Set to Defaults | Add Row | Inzert Fow | Delete Row Move Up | Move Down |
Edit Row | Copy Row | | oK | Cancel |
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6 Inthe Module in Slot field, select the number of input or output bytes to be
used for each slot. This example uses 32-bytes input and 32-bytes output.
"Edit - Row 1 CO)
[Module in Slat
Swap Code No Change
Comment Input 32 Byte |
Input 4 Byte -
Output 4 Byte o
Input & Byte
Cutput 8 Byte =
Input 16 Byte
Cutput 16 Byte i
Ou.tput 32 Byte
Input 64 Byte
OHtput 64 Byte S
Reset Tag | Reset All |
oK | Cancel |
1 ® " Edit - PND MODULE MAP M1
M adule in Slat | Swap Code | Comment
1 Mo Change |
\/2 Output 32 Byte Mo Change
M odule in Slot Walue Status - OK
Setto Defaultsl Add Row | Insert Fiow I Delete Fow Move Up | ove Down I
Edit Row | Copy Fow | Faszte Fow I ak | Cancel I
Note: The PND module map is very important because the values enter here must match the
values that are entered in the Siemens processor in order for them to communicate correctly.
7 Click OK. You can now download the configuration to the module.
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10.2.1 Configuring PIE Connection

Use the PND section in ProSoft Configuration Builder to configure the PND
communication parameters so that the gateway can communicate with a
Siemens processor via the PROFINET protocol.

To configure the PND communications in PCB

1 In ProSoft Configuration Builder, click the [+] next to the gateway, then click
the [+] next to PND.

=1-Z0 Default Project
=-{al Default Location
=il PLX3L-mmm-PND
[ &% Comment
[# g% P1Configuration

4
B-g% PND

(&

.. B PND MODULE MAP

2 Double-click the second PND to display the Edit - PND dialog box.

In the dialog box, click a parameter and then enter a value for the parameter.The
following table defines the configuration parameters for the PND
communications.

Note: The gateway can store up to 720 registers (1440 bytes) of input data, and up to 720
registers of output data. Make sure that the input and output data regions do not overlap.

Parameter Value Description

Start Input Byte Offset 0 to 8000 Byte offset for input data in the gateway's lower memory

Start Output Byte Offset |0 to 8000 Byte offset for output data in the gateway's lower memory

Swap Read Input Data | No Change | Specifies if and how the order of bytes in data received is to
Bytes Word Swap | be rearranged. Different manufacturers store and transmit
Word and multi-byte data in different combinations. You can use this
Byte Swap parameter when deall_ng with floating-point or other_ multi-
Bvte Swa byte values, as there is no stand_ard method of storing

y P these data types. You can set this parameter to rearrange
the byte order of data received into an order more useful or
convenient for other applications.
No cHANGE (0) - No change is made in the byte ordering
(1234 = 1234).
WORD SwaP (1) -The words are swapped (1234=3412).

WORD AND BYTE SWAP (2) - The words are swapped, then
the bytes in each word are swapped (1234=4321).

BYTE SwaP (3) - The bytes in each word are swapped
(1234=2143).

These swap operations affect 4-byte (2-word) groups of
data. Therefore, data swapping using Swap Codes should
be done only when using an even number of words, such
as 32-bit integer or floating-point data.
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Parameter Value Description

Swap Read Output Data | No Change | Specifies if and how the order of bytes in data sent is to be
Bytes Word Swap | rearranged. This parameter is otherwise the same as Swap
Word and Read Input Data Bytes.

Byte Swap
Byte Swap

Comm Failure Mode No YES - Reset output database values to 0 if communications
Yes fail.

No - Retain output database value if communications fail.

10.2.2 Configuring PND Module Map

Use the PND Module Map section in ProSoft Configuration Builder to configure
the PND Module Map parameters.

To configure the PND Module Map in PCB

1 In ProSoft Configuration Builder, click the [+] next to the gateway, then click
the [+] next to PND.

=0 Default Project
=-{a) Default Location
=[] PLX31-mmm-PND
[ g% Comment
[#- g% P1Configuration
2
% PND

2 Double-click PND MODULE MAP to display the Edit - PND MODULE MAP
dialog box.

3 Click Abb Row to add a new module mapping.

4 Click EbIT Row or double-click the row to display the Edit dialog box where
you configure module mapping.

Parameter Value Description
Module in Slot Input or Output Specifies the module type (Input/Output) assigned to a specific
4,8, 16, 32, 64, 128, |slot.
256, 512, or 1024
bytes
Swap Code No Change Specifies if and how the order of bytes in data received and
Word Swap sent is to be rearranged. Different manufacturers store and
Word and Byte tra_msmit multi-byte data in_ diffe_rent cor_nbinat_ions. You can use
Swap this parameter when dealing with floating-point or other multi-
Bvte S byte values, as there is no standard method of storing these
yte Swap data types. You can set this parameter to rearrange the byte
order of data received or sent into an order more useful or
convenient for other applications.
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Parameter Value Description

No cHANGE (0) - No change is made in the byte ordering (1234
=1234).

WOoRD SwaAP (1) -The words are swapped (1234=3412).

WORD AND BYTE SWAP (2) - The words are swapped, then the
bytes in each word are swapped (1234=4321).

BYTE SwaAP (3) - The bytes in each word are swapped
(1234=2143).

These swap operations affect 4-byte (2-word) groups of data.
Therefore, data swapping using Swap Codes should be done

only when using an even number of words, such as 32-bit
integer or floating-point data.

Comment Optional 32 character comment for the module.

10.3 Step 7 Configuration

This procedure describes the steps to set up the PLX3x gateway with Siemens
Step 7. It is important to note that the gateway parameters you configure and
download to the gateway from ProSoft Configuration Builder must match the
parameters you configure in this procedure.

1 Start Step 7 software.
2 Create a new project. For example, Profinet_Sample.

{7 SIMATIC Manager - [Profinet_Sample -- C:\Program Files\Siemens\Step7\s7proj\Profinet]

Ep File Edit Insert PLC View Options Window Help

0= | 87 & @ 25 % i ](NoFiI!er) leﬂ an Z2EBM
=) Frofinet Sample BEMPIT)
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3 Add a station to the project in which the network will be configured.

K SIMATIC Manager - [S7_Pro2 -- C:\Program Files\Siemens\Step 7\s7proj\S#s

@ File Edit Insert PLC View Options Window Help
| | & B2 2 | na @ 25| % ‘;. ee 3 I < No Filter >
SIMATIC 300 Station LIy

4  Click SIMATIC 300 STATION.
5 Double-click the hardware icon for SIMATIC 300 to configure the station.

I SIMATIC Manager - [Profinet_Sample -- C:\Program Files\Siemens\Step7\s7proj\Profi

|| < NoFilter >

@File Edit Insert PLC VYiew Options Window Help
o_|e-_

D |87 | % B [0 2%k
?& Profinet_Sample ﬁ Hardware

SIMATIC 300(1)

This opens the HW Config page.

L2 HW Config - [SIMATIC 300(1) (Configuration) -- Profinet_Sample]

B Station Edit Insert PLC View Options Window Help
D@8 G we dan O VN
x oixi
Bd | nﬂuﬂ
|

Profie: [Standard

[+ 38 PROFIBUS DP

38 PROFIBUS-PA

48 PROFINET 10

« [ SIMATIC 300

0 [ SIMATIC 400

] SIMATIC PC Based Contiol 300/400
B, SIMATIC PC Station

<

&=] simatic 3001)

Slnl‘ Designation
i

PROFIBUS-DP slaves for SIMATIC 57, M7, and C7 [distibuted rack]

> O votpn

ress F1 to get Help.
74 start W] SIMATIC Manager - ...
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10.3.1 Creating a Variable Table to Display Floating Point Input
Values

1 On the menu bar, click OPTIONS and then click INSTALL GSD FILE.

[ Hw Config - [SIMATIC 300(1) (Configuration) -- Profinet_Sample]
m Station Edit Insert PLC VYiew Reintd Window Help

DSB8 By & Customize. .. Chri+Alt+E ]

Configure Network

Edit Catalog Profile
Update Catalog

Install HW Updates ...

Install GSD Q
Find in Service & Support...

This opens the Install GSD File dialog box.

Install GSD Files:

|C:APROGRAM FILES\SIEMENSASTEPTASTTMP Browse ...
File | Release | Version | Languages |

Page 186 of 211 ProSoft Technology, Inc.
November 8, 2017



PLX3x Series ¢ Multi-Protocol Gateways PND Protocol
User Manual

2 Click BRowsE and browse to the location of the GSD file stored on your PC.

Install GSD Files
Install GSD Files: IW]

]L‘.:\D ocuments and Settings\Administrator\Desktop Browse ...

Version | Languages
¥3.1-20130110.xml  01/10/2013 12:00:00AM V2.1

LA/2.1-ProSoft-PLX32-PNDevi English, Germ,

[~
s

sial | o Log Select Al Deselect All

3 Select the file and click INSTALL. The system informs you when the install is

complete.
Install GSD Files [X]
Install GSD Files: [fomthe drectory  +]

ID:\D ocuments and Settings\Administrator\Desktop Browse ...

Release
131217 8ml 12/

Version | Languages
3 English, Germ

3 12:00:00 &M
Install GSD File (13:4986)

i ) Installation was completed successfully.

|~

Install I Show Log Select All Deselect All |

Close Help

4 Click OK.
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10.3.2 Creating a Variable Table to Display Floating Point Input
Values

1 From the HW Config page, select a Rack and a Power Supply.

& HW Config - [SIMATIC 300(1) (Configuration) - Profinet_Sample]
@l station Edit Insert PLC YView Options Window Help

DSB8 G e d B RN

R

] 8l
fnd | atlani]
Profie:  [Standard |

+ B PROFIBUS DP

PROFIBUS-PA
w 48 PROFINET 10

1 PS 307 24
= (@l SIMATIC 300
@@ C7
= (3 P00
= (3 CPU-300
it 2 Selecta
# (1 Gateway power
7 ©  IM300 supply and
# (L M7-EXTENSION drag it to the
O pPs-am #1 location
[ Psao7ioa onthe rack

1. Selecta
rack and
drag where
shown

<
1}
2
8

< 3 « [ SIMATIC 400
+ [ SIMATIC PC Based Control 300/400

ﬂ:] © UR % 8 SIMATIC PC Station

Fimware | MPI addiess | | address | Q address | Comment

o [6E57 390:17770-0840 E

Press F1 to get Help.

2 Drag and drop the processor that will be used in the network. In this example,
we use 315-2 PN/DP.

[ HW Config - [SIMATIC 300(1) (Configuration) - Profinet_Sample]
@l Station Edit Insert PLC View Options Window Help

D8 § & (ke da DO R K

-

E = oixl
Bt | nj: il
Profi:  [Standard &

% PROFINET [0 A
= [ SIMATIC 300
+ c7

= (7 cP300
=2 cPu-300
=@ crPu 32
+ (2 CPU3121FM
= (3 CPUFIC
= (3 cPU3
(1 CPU313C
# (3 CPU 313C-20P
#( CPU3NC2PP
= (3 CPU 314
® (1 CPU 314IFM
# (1 CPU 314C2DP
# (1 CPU 314C2PP
= crUas
(1 CPU 3152DP
= (3 CPU 3152PN/DP
(] BES7 3152EG10-04B0
# (1 BES7 3152EH13-0480 |
- (] 6ES7 3152EH1 40480

R 3

[<[s s a7

<

%o v

% (Z CPU 315F-20P

# (1] CPU 315F-2PN/DP
# (1 CPU316

# (1 CPU 31620P
w3 CPU 3172

« (1 CPU 3172PN/DP
= (1 CPU317F2

# (1 CPU 317F-2PN/DP
= (1 cPU 3182

# (1 CPU 3133PN/DP

[BES7 3152140880 73
384 KB work memory: 0.05 T connection; 57 Cc tion
) FROFINET I0-C /IRT; PROFINET interface and2 —

I <); PROFINET I0. :
8 | |puls, PROFINET CBA; PROFINET CBA-Proxy; TCP/IP iansport protocal; combined

MPI address | | address |  address

(5

ch
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3 Right-click the PN-10 option and then click INSERT PROFINET 1O SYSTEM.

[ HW Config - [SIMATIC 300(1) (Configuration) - Profinet_Sample]

g station Edit Insert PLC View Options Window Help

B

DES8 & & -0 dda hD 8

olx

| Eind:

| Buofie:

Insert PROFINET 10 E0)

//@

= Y PROFINET 10
= [ SIMATIC 300

= cPU 2

# (1 CPU312IFM

® () cPU3IC

@ 3 CPU313

@3 CPU3IC

« (3 CPU313C2DP
# (1 CPU313C2ZPP
® (O cPU 314

& (2 CPU 314 1FM

# (1 CPU314C20P
« (3 CPUC2PP
# (1 CPU3IS

# (3 CPU3152DP
= (1 CPU 3152 PN/DP

[Standard

v
< 5 (] 6E57 315266100480
« (] 657 3152EH13.0480
= (0 6ES7 315:26H14.0480
0w » -y
s &
Stot | [ Module Order rumber s | Comment : % E:ﬁ 315F20P
1 [[f Psa07on [GES73071BADDGAAD | o tor/ o = iy
2 |[S CPU 3152PN/DP___|6ES7 315-2EH14-0AB( 0 CPUF1620P
ot AsRetun = 0 U372
Pt pocCbjoct Wk, o « () CPU 3172 PN/DP
e Change Access > w0 0 CPUSIIF2
< @ (L] CPU 317F-2PN/DP.
Asign Asset D... L CPUAI82
Product Suppart Information culr2 =1 0 CPU 3193 PN/OP L)
e (6657 3T6.-26H14-04B0 A x
1384 KB work memory 0.06ms/ 1000 instucti T connection: 57 Cammurical d
Find anwal crisre oadable FBs/FCs); PROFINET ID-Coniroler; suppoits RT/IRT: PROFINET interface and2 —
g ! |pots: PROFINET CBA; PROFINET CBA Prosy: TCP/P iansport prtocl: combined 3
Press F1 ko et Helo, —hg

4

Insert the ProfiNet bus network where the ProSoft gateway is located by

clicking the PN-10 option and the clicking NEwW to open Properties - Ethernet

Interface dialog box.

rE

IP address:

Subnet mask:

Subnet:

 HW Config - [SIMATIC 300(1) (Configuration)

General Parameters ]

Profinet_Sample]

- Gat

192.168.0.24: Y
] S * Do not use router

256.256.255.0

" Use router

Address:

Delete

0K

&) i)

Cancel | Help

Press F1 to get Help.

JSIMATIC Manager - [Profinet_Sample -- C:\Program

|FiIes‘gSiemens\,Step?\,s?proj\Pro

i
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5 Click NEw to open the Properties - New subnet Industrial Ethernet dialog box.

General

Name:
57 subnet ID:

Project path:

Storage location
of the project:

Author:

Date created:
Last modified:

Comment:

Properties - Ethernet interface PN-I0 {R0/S2.2)

Properties - New subnet Industrial Ethernet

Ethe 1]

IUU1C - 10004

net(

]C: \Program Files\Siemens\Step?\s7proj\Profinet

[

01/27/2014 03:40:05 PM
01/27/2014 03:40:05 PM

"
|

BB

| address
AT
S Cancel Help l
e
B8
6 Click OK on the following prompt.

General

Name:

S7 subnet ID:

Project path:

of the project:
Author:

Date created:
Last modified:

Comment:

Storage location

[ooso™ - [ooos

lC:\Program Files\Siemens\Step?\s7proj\Profin_1

01/13/2014 10:37:02 AM
01/13/2014 10:37:02 AM

]}
%
I Corcd | Heb |
Press F1 to get Help. | [ [chg.
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7 Add the PLX3x gateway to the network.

[ Hw Config - [SIMATIC 300(1) (Configuration) -- Profinet_Sample]

m S Edit  Insert PLC View Options Window Help

DEE8 § & | he dia @D B W

| Ene [

3

L+ | Profile:
b-2PN/DP

]Standard

% 3¢ PROFIEUS DP
22 PROFIBUS-PA
= %2 PROFINET IO

Ethernet(1): PRO

= Gateway

= (3 P30

(C R R C )

% (3 PLxao
- Gateway
w7 HMI

=1 Additional Field Devices
#-( netTAP 100

+ PLX31-EIP-PND
PLX31-EIP-PND
PLX31-EIP-PND
PLX31-EIP-PND
PLX31-EIP-PND
PLX31-EIP-PND
+ PLX32-PND

ProSoft Technology, Inc.

EFD1

<

EthemetlP To PROFINET |0-Device
GSDMLY2.3-ProSoft-PLX31-PNDevice-v/3.9-20131116.xml

8 Configure the interface port for the ProSoft gateway as shown.

Properties - Interface1 (Interface1) @

General] Addresses 10 Cycle I

~ Update Time

Mode: [Fixed update time

Factor
Update time [ms]:

EET | -

Watchdog Time-

Number of accepted update cycles with missing 10 data:

Watchdog time [ms]:

E

Send clock [ms]

3 v
96.000

Cancel Help
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9 Configure the inputs and outputs to match the PCB configuration. In this
example, 32 inputs and 32 outputs were configured in the module.

2

X7

x2 { Avio — ; o

257 4 Por 7 Ethemet(1): PROFINET-10-System (100)
X2P2 i Pox2

w
K3

R3] |

= :I (1) ph31-prd

tModule D% I... | B..| D.. | Comment
PleFlprd £ 2]
intenfacal 7|
Fivr] ]
INPUT 32 Byte 0..31 [
2 ey ]
7r INPUT 1 Byte A
T INPUT 1024 Byte |
6 INPUT 128 Byte L
7 INFUT 16 Byte
3 | INPUT 2 Byte
El INPUT 256 Byte
INPUT 32 Byte
|| @ NPT dRe ™
< ‘ |
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10 Verify the name and IP address as shown.

i HW Config - [SIMATIC 300{1) (Configuration) -- Profinet_Sample]
m Station Edit Insert NZESN Yiew Options Window Help

| 0D&E 2.8 q% é E;zn::ad... Chrl+L
| ad...

| Download Module Identification. ..
Upload Module Identification to PG...

Module Information... Ctrl+D

(1): PROFINET-I0-System (100)

i

Edk Ehernet Node
PROFIBUS » Verify Device Name...
- | Assign Device Name. ..
J
2
< 2
- _-!_' (1) pl31-pnd

Slot todule Uﬁ‘ I... | Q.. D... | Comment
4 P prd £ 204
# intenseal R
£ Fat S
1 INPUT 32 Byte 0.31
2 OUTPUT 32 Byte 0..31
3

11 If the module is correctly configured, the following appears. If the status is not
a green checkmark, you must assign the gateway name and IP by selecting
the gateway and then clicking ASSIGN NAME.

Verify Device Name @

Available Devices:

Device name ’ Status l IP address I MAC address
plx31-pnd >4 192.168.0.245  00-0D-8D-88-
& | 2]

™ Show only missing and incorrectly configured devices

Close Help
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The following image shows an example:

Edit Ethernet Node

X

Ethermet node
MNodes accessible online

MALC address: 00-00-80-88-00-06 Browse...

— Set IP configuration

@ Use IP parameters

Gateway
IP address: 1
Ao 1321680245 * Do not use router

Subnet mask: 1255.255.255.0 " Use router
™ Obtain IP address fram a DHCP server

|dentified by

{* Client L {7 MAL addres )

Clignt ID: [

Aszzign P Configuration |

Azzign device name
Device name: |D|H31 -phid Agzign Name

Reset ta Factorny settings -

Reset
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12 Save and download the program.

T =0

Edi

[}

588G | e

Ethemet(1): PROFINET-0-System (100)

Al
Find:
Profile: Standard

= %? PROFIBUS DP

252 PROFIBUS-PA

| s

Station:

SIMATIC 3
Module:
[0/2/0] CP!
< i | |
_«J:l (1) ph31-pnd
Siot| [§ Module 0. |1..|G.]|D.. | Comment
¢ | @ ot pnd £FD) 204,
it [] iniestacer 2047
Fut] e
INPUIT 32 Byte 0.31
OUTPUT 32 Byte 0.31

mmummumml_-:n
s

= %2 PROFINET IO
=1 (1) Additional Fielc
=1 Gateway
-0 netTal

elect Node Address

Over which station address is the programming device connected to the module CPU

315-2PN/DP?

Rack:
Slot:

Target Station:

[
Module name | P
CPU315-2...
! 2
Accessible Nodes
< b

View

Cancel Help
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Once you download the program, the RUN LED and the DC5V on the processor
should be green. There should be no red LEDs.

=

g2l ]
5] 1) st
Slot 7-,(] Module Order number | address | O address | Diagnostic address: Comment I
& |5 pleitond £FD7T 2042
il [ sifacer "
"
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10.3.3 Creating a Variable Table to Display Floating Point Input
Values

1 To monitor the values coming out of the processor, click the Input and then
click MONITOR/MODIFY.

D@0 % & ae dda DD %5

[DUR

__Ethemet(1): PROFINET-0-System (100

;]n = = e = E )

(1) plx31-pnd

Module Order number | address | O address | Diagnostic address: Comment I
£FRDI 047
X
P

U
Copy P 1 R AR R | AR

GoTo »
Filter Assigned Modules

Module Information...,  Ctrl+D
Operating Mode... Chrl+I
Clear/Reset, ..

Set Time of Day...

Monitor Modify

MName F Addresses...

Object Properties. .. Alt+Return

Start Device Tool
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The values coming into the processor are displayed at the input section.

MonitorIModify - INPUT 32 Byte - (R-/S1) _@

Online via assigned CPU services

|

K Row Not Effective Update Force Symbol with F5

Run conditionally
vV Monitor

I~ Modify

€  Trigger...
Close

Run immediately

&) Status Value JZiE

Path: [Profinet_Sample\SIMATIC 3005CPU 315-2PN/DP

| gAddressl Symbol Display format | Status value Modify value o
A B 0 HEX BR1GAET

2] PB 1 HEX Bi#16#10

3] Pe 2 HEX B#1G#ET

[ PB 3 HEX B#16#10

5| PB 4 HEX B#BHET

5| PB s HEX BHIEHI0

7] Pe s HEX BRIGHET

8| PB 7 HEX BR16#10

5] PB 8 HEX B#1GHET

[10] PB 9 HEX B#16#10

11| PB 10 HEX B#1G#ET v

1 Modify Value v 1/0 Display

2 To modify the values that the processor sends to the module, choose the
output, select the desired value, and click MODIFY VALUE.

Online via assigned CPU services

Path: ]Profinel_SampIe\SIMATlC 3005CPU 315-2PN/DP

Moify value| &

[ é Address] Symbol ]Display format | Status value
1| PeB D HEX
2| PaB 1 HEX
3| PoB 2 HEX
4| PoB 3 HEX
5| PaB 4 HEX
6| PGB 5 HEX
7] PeB B HEX
B | PeB 7 HEX
9| PaB B HEX
10| PaB 8 HEX
11| Pes 10 HEX

¥ Row Not Effective Update Force Symbol with F5

Run conditionally
[~ Monitor

[~ Modify

€ Trigger...
Close

Run immediately

G} Status Value [~ Er

B Modify Value v 10 Display

BR16%11
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10.3.4 Creating a Variable Table to Display Floating Point Input
Values

1 Onthe menu bar, click INSERT NEwW OBJECT and then click VARIABLE TABLE.

L SIMATIC Manager - [Profinet_Sample -- C:\Program Files\Siemens\Step7\s7proj\WProfin_1]
5P Fle Edt Insert PLC Yiew Options Window Help

Dw|87& |y e delo % hie-Em @ =% s BB MmN
I-_é Profinet_Sample @) Sources £ Blocks &) Symbols
= il SIMATIC 300
- [§ crunszenoP
e Qut Ctri+X
Copy Ctri+C
Delete Del
Sorce fldr
AC > Elock Folder Offline
Run-Time Properties... STL source
Rename F2 Organization Block
Object Properties. .. Ak+Reburn Function Block
Special Object Properties b Function
Data Block
Data Type
Varisble Table
Text Library Folder
User Text-Lbrary
Symbol Table
External Source...

2 Enter a name for the table.

Properties - Yariable Table [Z]

General - Part 1 I General - Part 2| Attibutes |

Name: IVAT1
Symbolic Name: [VAT_Float_Input

Symbol Comment: [

Project path: |
Sk locati
of‘;';?eecl? T |C:\Program Files\Siemens\Step7\s7proj\Profin_1
Code Interface
Date created: 04/24/2014 09:07:34 &M
Last modified: 04/24/2014 09:07:34 &M 04/24/2014 09:07:34 AM
Comment:

Cancel Help
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3 Double-click the table.

F4Var - [VAT_Float_Input -- Profinet_Sample\SIMATIC 300\CPU 315-2PN/DP\S7 Progra... [= |[B1][X]
%3 Table Edit Insert PLC Variable View Options Window Help -8 X

#| D@ 8 %[®|e[o|| x| 2a[2] K2|| ler|«| o[« ]
Address| Symbol| Display format| Status vaiue | Modity vaiue|

1o o -

2

Default
Define Default
Binary
Decimal
Hexadecimal
Floating-Point
Character
Time:

Time of Day

Pointer

JPress F1 for help, [ 2 Offline Abs <5.2 A

4 Monitor the value.

F4Var - [VAT_Float_Input -- Profinet_Sample\SIMATIC 300\CPU 315-2PN/DP\S7 Progra... [= |[E]]
%3 Table Edit Insert PLC Variable View Options Window Help -8 X

#| Dl@|a| 8| &[®|e|o|~| X| 22| h2| | Dler|~| 6]
wessl Symbol | Display !ormatl Status vauel Modify vduel

1 PD 0O X

2

Default
Define Default
Binary
Decimal
Hexadecimal
Floating-Point
Character

Time:

Time of Day

Pointer

JPress F1 for help, [ 2 Offline Abs <5.2 A
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10.4 PND Diagnostics
10.4.1 PND PCB Diagnostics
The best way to troubleshoot the SIE client driver is to use ProSoft Configuration
Builder to access the diagnostic capabilities of the gateway through the Ethernet
debug port. For instructions on how to access the diagnostics, see Diagnostics
and Troubleshooting (page 27).
The following table summarizes the status information available in PCB for the
PND driver:
Connection Type Submenu Item | Description
PROFINET Config Configuration settings for PROFINET
Module Map Module Map settings for PROFINET
Status Communication status for PROFINET
10.4.2 PND Status Data in Upper Memory
The PND driver has an associated status data area located in the gateway’s
upper memory. You can use data mapping in the gateway to map this data into
the normal user data range of the gateway's database. See Mapping Data in
Module Memory (page 21).
The following table lists the locations in the gateway's upper memory area for the
general status and error data:
= PLX31-PND-MBS The gateway stores status data in the upper memory area starting at
*  PLX31-PND-MBS4 |address 6000
= PLX31-EIP-PND The gateway stores status data in the upper memory area starting at
= PLX32-EIP-PND address 13000.
= PLX31-MBTCP-PND
= PLX32-MBTCP-PND
The following table lists the specific status data:
Register Description
6000 / 13000 Total number of write messages to PLC
6001 /13001 Total number of write message errors
6002 / 13002 Input Error message status. See below for error code descriptions.
6003 /13003 Total number of read messages from PLC
6004 / 13004 Total number of read message errors
6005 / 13005 Output Error message status. See below for error code descriptions.
6006 / 13006 Connection Status
6007 / 13007 Driver Enabled? 1=Yes, 0=No
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10.4.3 Input/Output Error Message Status Codes

Input Error Message Status | Description

0 No error

0x0604 Pointer to data memory is NULL

0x0503 Write buffer is already locked or unlocked
0x060A Data length to be written is invalid

Output Error Message Description

Status

0 No error

0x0001 No new data was copied into the buffer

0x0604 Pointer to data memory is NULL, or pointer to variable to receive
the APDU Data Status is NULL

0x060B IOCRIDisO

0x0803 IOCR ID could not be found, or IOCR ID is invalid

0x060A Data length to be read is invalid

10.4.4 Configuration Error Codes

The ERR LED on the PLX3x gateway faceplate is lit when no connection from
the Controller is established.

Error Code Description

0 No error

1 Input Swap Error

2 Output Swap Error

18 Get Network Data Adapter
19 Get IP Address Error

20 Get NetMask Error

21 Get Gateway Error

22 Get MAC Address Error
23 PROFINET Mapping Error
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10.5 PND Performance
The following tables contain PND performance rates.
EIP Class 1 | Number of EIP Class 1
Connections | Connections
RPI (ms)
1 2 3 4 5 6 7 8
2 128 Bytes | 128 Bytes | 128 Bytes | 128 Bytes | 128 Bytes | 128 Bytes | 128 Bytes | 128 Bytes
256 Bytes | 256 Bytes | 256 Bytes | 256 Bytes | 256 Bytes | 256 Bytes | NA NA
496 Bytes | 496 Bytes | 496 Bytes | NA NA NA NA NA
4 128 Bytes | 128 Bytes | 128 Bytes | 128 Bytes | 128 Bytes | 128 Bytes | 128 Bytes | 128 Bytes
256 Bytes | 256 Bytes | 256 Bytes | 256 Bytes | 256 Bytes | 256 Bytes | NA NA
496 Bytes | 496 Bytes |496 Bytes | NA NA NA NA NA
8 128 Bytes | 128 Bytes | 128 Bytes | 128 Bytes | 128 Bytes | 128 Bytes | 128 Bytes | 128 Bytes
256 Bytes | 256 Bytes | 256 Bytes | 256 Bytes | 256 Bytes | 256 Bytes | NA NA
496 Bytes | 496 Bytes |496 Bytes | NA NA NA NA NA

PROFINET PROFINET I/O Size (bytes)
Update Rate
(ms)

128 256 512 768 1024 1280 1400
2% YES NO NO NO NO NO NO
4% YES YES YES NO NO NO NO
8 YES YES YES YES YES YES YES
Example:

PLX3x gateway sending/receiving 128 bytes of EIP data on a single 4 ms Class
1 connection and PLX3x gateway sending/receiver 128 bytes of PROFINET data
with a 4 ms update rate.

The maximum cycle time is calculated as:
EIP =4 ms/in + 4 ms/out = 8 ms

PND = 4 ms/in + 4 ms/out = 8 ms
PLX3x latency = 4 ms

Total: 20 ms
e Touse a2to4 ms update rate, you must use a different GSDML file. This
GSDML is available at www.prosoft-technology.com

e Under certain conditions (high network load, low update rate, etc.) the
PROFINET Controller may need to raise the watchdog time.
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11 Support, Service & Warranty

In This Chapter

< Contacting Technical SUPPOIT .........ccvvieiieeiiiiiee e, 205

s Warranty Information..........cceeeiieiiiiiiiiiec e 207

11.1 Contacting Technical Support

ProSoft Technology, Inc. is committed to providing the most efficient and
effective support possible. Before calling, please gather the following information
to assist in expediting this process:

1 Product Version Number
2 System architecture
3 Network details

If the issue is hardware related, we will also need information regarding:

Module configuration and associated ladder files, if any.

Module operation and any unusual behavior

Configuration/Debug status information

LED patterns

Details about the serial, Ethernet or Fieldbus devices interfaced to the
module, if any.

abhwiNBEF

Note: For technical support calls within the United States, ProSoft’s 24/7 after-hours phone support
is available for urgent plant-down issues. Detailed contact information for all our worldwide
locations is available on the following page.
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Asia Pacific Europe / Middle East / Africa
Regional Office Regional Office

Phone: +603.7724.2080 Phone: +33.(0)5.34.36.87.20
asiapc@prosoft-technology.com europe@prosoft-technology.com
Languages spoken: Bahasa, Chinese, English, Languages spoken: French, English
Japanese, Korean REGIONAL TECH SUPPORT
REGIONAL TECH SUPPORT support.emea@prosoft-technology.com

support.ap@prosoft-technology.com
Middle East & Africa

North Asia (China, Hong Kong) Phone: +971.4.214.6911

Phone: +86.21.5187.7337 mea@prosoft-technology.com
china@prosoft-technology.com Languages spoken: Hindi, English
Languages spoken: Chinese, English REGIONAL TECH SUPPORT
REGIONAL TECH SUPPORT support.emea@prosoft-technology.com

support.ap@prosoft-technology.com
North Western Europe (UK, IE, IS, DK, NO, SE)

Southwest Asia (India, Pakistan) Phone: +44.(0)7415.864.902
Phone: +91.98.1063.7873 nweurope@prosoft-technology.com
india@prosoft-technology.com Language spoken: English

Languages spoken: English, Hindi, Urdu
Central & Eastern Europe, Finland

Australasia (Australia, New Zealand) Phone: +48.22.250.2546

Phone: +603.7724.2080 centraleurope @prosoft-technology.com
pacific@prosoft-technology.com Languages spoken: Polish, English, Russia & CIS
Language spoken: English Phone: +7.499.704.53.46

russia@prosoft-technology.com

Southeast Asia (Singapore, Indonesia, Languages spoken: Russian, English

Philippines)

Phone: +603.7724.2080 Austria, Germany, Switzerland
seasia@prosoft-technology.com Phone: +33.(0)5.34.36.87.20
Languages spoken: English, Bahasa, Tamil germany@prosoft-technology.com

Language spoken: English, German
Northeast & Southeast Asia

(Japan, Taiwan, Thailand, Vietnam, Malaysia) BeNeLux, France, North Africa
Phone: +603.7724.2080 Phone: +33(0)5.34.36.87.27
neasia@prosoft-technology.com france @prosoft-technology.com
Languages spoken: English, Chinese, Japanese Languages spoken: French, English
Korea Mediterranean Countries
Phone: +603.7724.2080 Phone: +39.342.8651.595
korea@prosoft-technology.com italy@prosoft-technology.com
Languages spoken: English, Korean Languages spoken: Italian, English, Spanish
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11.2

Latin America

North America

Regional Office

Phone: +52.222.264.1814
support.la@prosoft-technology.com
Languages spoken: Spanish, English
REGIONAL TECH SUPPORT
support.la@prosoft-technology.com

Brazil

Phone: +55.11.5084.5178
brasil@prosoft-technology.com
Languages spoken: Portuguese, English
REGIONAL TECH SUPPORT
support.la@prosoft-technology.com

Mexico

Phone: +52.222.264.1814
mexico@prosoft-technology.com
Languages spoken: Spanish, English
REGIONAL TECH SUPPORT
support.la@prosoft-technology.com

Andean Countries, Central America &
Caribbean

Phone: +507.6427.48.38
andean@prosoft-technology.com
Languages spoken: Spanish, English

Southern Cone (Argentina, Bolivia, Chile,
Paraguay & Uruguay)

Phone: +54.911.4565.8119
scone@prosoft-technology.com

Languages spoken: Spanish, English

Regional Office
Phone: +1.661.716.5100
info@prosoft-technology.com

Languages spoken: English, Spanish

REGIONAL TECH SUPPORT
support@prosoft-technology.com

Warranty Information

For complete details regarding ProSoft Technology’s TERMS & CONDITIONS
OF SALE, WARRANTY, SUPPORT, SERVICE AND RETURN MATERIAL
AUTHORIZATION INSTRUCTIONS, please see the documents at:

www.prosoft-technology/legal

Documentation is subject to change without notice.
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Index

A

About the Modbus Protocol + 35, 102, 108, 121, 130

Accessing the Gateway's Internal Memory + 49

Adding the Gateway to RSLogix5000 v.16 through
v.19+ 54

Adding the Gateway to RSLogix5000 v.20 « 52

Agency Approvals and Certifications * 3

ASCII Configuration + 136, 138

ASCII Data Flow * 132

ASCII Diagnostics * 136, 143

ASCII Error Codes ¢ 148

ASCII Functional Overview * 131

ASClI! Internal Database * 135

ASCII Modes of Operation * 136

ASCII PCB Diagnostics * 143

ASCII Port [x] « 138

ASCII Port Driver Status « 144

ASCII Protocol « 131

ASCII Status Data in Upper Memory « 37, 144

B
Basic Command Set Functions ¢ 51
BT 79

C

Capturing a Diagnostic Session to a Log File * 33

CIP Data Table Operations * 85

CIP Data Table Read * 87

CIP Data Table Write « 85

Class 3 Client/UClient [x] Commands SLC500 2
Address Fields * 58

Class 3 Client[x]J/UClient « 56

Class 3 Client[x]/UClient Commands * 57

Class 3 Client[x]/UClient Commands Basic * 65

Class 3 Client[x)/UClient Commands CIP Generic ¢ 63

Class 3 Client[x]/UClient Commands Controller Tag
Access * 62

Class 3 Client[x]/UClient Commands PLC5 ASCII « 61

Class 3 Client[x]/UClient Commands PLC5 Binary * 60

Class 3 Client[x]/UClient Commands SLC500 3
Address Fields * 59

Common Response Error Codes * 71

Configuration Error Codes * 202

Configuration Parameters Common to Master and
Slave « 117

Configuring a Port for Transmit-Only Mode ¢+ 141

Configuring a Port for Transmit-Receive Mode « 141

Configuring EIP Class 1 Connection ¢ 52

Configuring EIP Class 1 Connections in PCB « 55

Configuring EIP Class 3 Client[x]/UClient Connection ¢
56

Configuring EIP Class 3 Server « 49

Configuring Gateway Parameters * 20

Configuring MBS Port [x] » 115

Configuring MBTCP Client [x] * 99

Configuring MBTCP Client [x] Commands * 101

Configuring MBTCP Servers ¢+ 96, 97

Configuring PIE Connection « 182

Configuring PND Module Map « 183

Configuring SIE Client [x] Connection * 153

Configuring SIE Client x Commands « 154

Configuring the Ethemnet Port « 16, 20

Configuring the Port for Receive-Only Mode « 141

Connecting Power to the Unit * 13

Connecting the PC to the Gateway * 15, 24, 25

Contacting Technical Support * 205

Content Disclaimer « 2

Control « 79

ControlLogix and CompactLogix Processor Specifics ¢
80

Creating a Variable Table to Display Floating Point
Input Values ¢ 186, 188, 197, 199

D

Delay Preset * 23

Diagnostics and Troubleshooting * 27, 104, 123, 138,
143, 166, 201

Diagnostics Menu « 30, 32, 36

Disabling Gateway Ports * 17

Downloading the Project to the Gateway « 24

E

EIP Client Access to Database * 48

EIP Client Command List Error Data « 67

EIP Client Status Data * 67

EIP Command Entry Form « 89

EIP Configuration * 49

EIP Error Codes ¢ 66, 69, 71

EIP Functional Overview ¢ 39, 45

EIP Internal Database * 47

EIP PCB Diagnostics * 66

EIP Protocol « 45

EIP Reference * 72

EIP Server Status Data * 68

EIP Status Data in Upper Memory « 37, 67

Encapsulated PCCC Messages * 80

Encapsulated PCCC Read Message ¢ 82

Encapsulated PCCC Write Message * 80

Ethernet Port LEDs * 29

EtherNet/IP Explicit Messaging Server Command
Support * 51

EtherNet/IP General Specifications ¢ 46

EXT STS Error Codes * 70

F

Forward Open Response Error Codes * 72
From Address ¢+ 23
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G

Gateway Communication Error Codes * 129
Gateway Status Data in Upper Memory « 36
General Gateway Status Data in Upper Memory « 37
General Modbus Error and Status Data « 123, 124
General Specifications * 132

H

Hardware Information « 39
How to Contact Us * 2

Important Installation Instructions + 3
Input/Output Error Message Status Codes * 202
Installing ProSoft Configuration Builder Software « 13

J
Jumper Settings ¢ 12

LED Indicators * 27
Local STS Error Codes * 69

M

Main Gateway LEDs « 28
Mapping Data in Module Memory « 21, 36, 48, 94, 114,
123, 124,126, 128, 136, 144, 151, 167, 179, 201
Master Port
Command List Errors * 126, 127
Modbus Slave List Status « 128
MBS Command List Error Codes ¢ 130
MBS Configuration ¢ 115
MBS Diagnostics * 114, 123
MBS Error Codes * 129
MBS Functional Overview * 111
MBS Internal Database * 111, 113
MBS Master Configuration Parameters « 118
MBS PCB Diagnostics * 123
MBS Port [x] Commands * 118, 120
MBS Protocol * 111
MBS Reference * 130
MBS Slave Configuration Parameters ¢ 119
MBS Status Data in Upper Memory « 37, 123
MBTCP Client Command List Error Data « 106
MBTCP Client Specific Errors ¢ 107
MBTCP Client Status Data * 105
MBTCP Command List Error Codes ¢+ 108
MBTCP Communication Error Codes * 107
MBTCP Configuration « 97
MBTCP Error Codes ¢+ 107
MBTCP Functional Overview * 91
MBTCP General Specifications * 92
MBTCP Internal Database * 91, 93
MBTCP PCB Diagnostics * 104
MBTCP Protocol * 91
MBTCP Reference * 108
MBTCP Server Status Data * 104

MBTCP Status Data in Upper Memory « 37, 104
Messaging from a ControlLogix or CompactLogix
Processor « 80
Messaging from a PLC5 * 76
Messaging from a SLC 5/05 « 72
MG + 80
Modbus Master/Slave Port Specifications + 112
Modbus Message Routing
Port 2001 « 97
Modbus Port Access to Database « 115
Modbus Serial Specifications « 112
Modbus TCP/IP Client » 92
Modbus TCP/IP Client Access to Database * 95
Modbus TCP/IP Server « 92
Mounting the Gateway on a DIN-rail « 11
MSG Instruction Type - CIP « 50
MSG Instruction Type - PCCC « 50
Multiple Server Access to Database * 95
Multiple Server Access to EIP Database * 48

N

Network Diagnostics ¢ 48, 66, 94, 104
Notes on Addressing in S7 Processors * 156, 163

O
Overview * 9

P

Package Contents - PLX3x « 10

PCCC Response Error Codes * 72

PD«79

PLC-5 Command Set Functions ¢ 51

PLC5 Processor Specifics * 76

PLC5 Read Commands * 77

PLC-5 Sub-Element Fields « 79

PLC5 Write Commands ¢ 76

PND Configuration « 179

PND Diagnostics * 179, 201

PND Functional Overview * 177

PND General Specifications ¢ 177

PND Internal Database * 178

PND PCB Diagnostics * 201

PND Performance * 203

PND Protocol « 177

PND Status Data in Upper Memory « 37, 201
Port 1 Command Error List Layout * 127
Port 1 General Modbus Error and Status Layout « 124
Port 1 Slave List Status Layout * 128
Printing a Configuration File « 20
Protocol-Specific Status Data in Upper Memory « 37

R

Receive Data * 133, 139

Receive-Only Mode * 136

Register Count * 23

Register Session Response Error Codes « 71
Remote STS Error Codes * 69

Renaming PCB Objects * 20
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RS-232 - DTE to DCE Modem Connection * 42

RS-232 - Null Modem (DTE without Hardware
Handshaking) ¢ 41

RS-422 Interface Connections * 42

RS-485 Interface Connection « 43

S

SD Card * 12
Serial Port Cables (for Gateways with Serial Ports)
40
Serial Port LEDs (for Gateways with Serial Ports) « 29
Serial Port Specifications ¢+ 40, 41
Setting a Temporary IP Address in the Gateway * 15
Setting Up the Project + 16, 18
SIE Client Access to Database * 152
SIE Commands Supported by Siemens Devices ¢ 157
SIE Configuration * 153
SIE CPU1212C « 172
SIE CPU224XP « 174
SIE CPU315-2 DP « 170
SIE Diagnostics * 151, 166
SIE Error Codes * 168, 169
SIE Functional Overview « 149
SIE Gateway Internal Database * 150
SIE General Specifications ¢ 150
SIE Maximum Register Counts * 155
SIE Module Communication Error Codes * 168
SIE PCB Diagnostics * 166
SIE Protocol * 149
SIE Reference * 170
SIE S3-700 Supported Commands * 157
SIE S7-1200 Supported Commands * 161
SIE S7-200 Supported Commands * 160
SIE Status Data in Upper Memory « 37, 167
Slave Port
General Port State and ComState Status * 125
SLC and MicroLogix Specifics ¢ 72
SLC File Types * 75
SLC5/05 Read Commands * 74
SLC5/05 Write Commands ¢ 72
SLC-500 Command Set Functions ¢+ 51
Standard Modbus Exception Code Errors « 107, 129
Start Here * 9
Step 7 Configuration + 184
Support, Service & Warranty « 205
Supported Function Codes ¢ 109
Swap Code ¢ 23
System Requirements « 10

T

TCP/IP Interface Error Codes * 71
Termination of Received Data ¢ 141
Timer / Counter 79

To Address ¢+ 23

Transmit Data * 134, 139
Transmit-Only Mode * 137
Transmit-Receive Mode * 137

u

Uploading the Project from the Gateway ¢ 25

Using Diagnostics in ProSoft Configuration Builder ¢
29,33,34

Using ProSoft Configuration Builder * 15

Using the Data Analyzer (Serial Protocols Only) « 34

W
Warranty Information « 207

Y
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